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1
Decision/action requested

This contribution proposes the potential key hierarchy in 5G phase1. 
2
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3
Rationale

According to the agreement in E.1.2.2.2, the 5G key hierarchy should be considered based on the principles that the AMF and SEAF are co-located in phase1, but the key hierarchy can be updated resulting from the separation of AMF and SEAF.
In 5G phase 1, the SEAF and the AMF are co-located. The SMF is a separate entity, as defined in TS 23.501. The key hierarchy is done in phase 1 such that AMF and SEAF can be separated in later 5G phases.
This paper only discusses the part of key hierarchy after the primary authentication procedure, so the key handling for handover and roaming scenarios are not covered in this current key hierarchy. 
4 Detailed proposal

****************Begin of the change*************
5.1.4.x Solution #1.x Potential key hierarchy for 5G phase1

5.1.4.x.1 Introduction
This solution addresses key issue #1.7 and proposes part of key hierarchy for 5G phase1. But the inputs and algorithms are not covered in this solution, as well as the key handling during mobility, roaming and relay cases. 
5.1.4.x.2 Solution details

5.1.4.x.2.1 Potential keys in 5G phase1
The key hierarchy for 5G phase1 should include the following keys: Anchor key, KAMF, KgNB, KN3IWF, KNAS1int, KNAS1enc, KNAS2int, KNAS2enc, KUPenc, KUPint, KRRCint, and KRRCenc.
· Anchor key: This key is derived by UE and AUSF during the primary authentication. 

· KAMF: This key is derived from Anchor key by KDF with suitable input parameters by UE and AUSF. 
· KgNB: This key is derived by UE and SEAF from KAMF and transferred to gNB.
· KN3IWF: This key is derived by UE and SEAF from KAMF and transferred to N3IWF.
Keys for NAS traffic:
For an AMF associates multiple access-specific contexts for an UE, the AMF should have two NAS security contexts for both 3GPP access and Non-3GPP access.

· KNAS1int and KNAS1enc: NAS keys which shall only be used for the protection of NAS traffic for 3GPP access with a specific algorithm (i.e., integrity algorithm and encryption algorithm). These NAS keys shall be derived by UE and AMF using the similar principles as specified in TS 33.401. 

·  KNAS2int and KNAS2enc: NAS keys which shall only be used for the protection of NAS traffic for non-3GPP access with a specific algorithm (i.e., integrity algorithm and encryption algorithm). These NAS keys shall be derived by UE and AMF using the similar principles as specified in TS 33.401.

KUPenc, KUPint are the keys for UP traffic, which are derived by UE and gNB and shall only be used for the protection of UP traffic for sessions of one UE with the specific algorithms using the same way as in TS 33.401. 

KRRCint, KRRCenc are the keys derived from the KgNB, which shall only be used for the protection of RRC traffic with a specific algorithms using the same way as in TS 33.401. 

All the related keys are depicted in the following figure, the assumption of this figure is that the EAP-AKA’ is used for primary authentication and the anchor key is derived by AUSF from CK’, IK’.
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Figure 1 Potential Key hierarchy in 5G phase1

5.1.4.x.2.2 Further considerations for key hierarchy

· Given that SEAF and AMF are co-located in phase1, the keys for SEAF might not be needed, or the keys for AMF might not be needed. But we don't preclude that both of the keys for SEAF and AMF are necessarily used to derive further keys such that the SEAF and AMF would be separated in further phases.

· Key handling for handover/roaming/relay scenarios should be studied in normative work.

· What the inputs for the KDF of keys in key hierarchy should be studied in normative work.

· How to use the KN3IWF should be studied in normative work.

· Whether there are two sets of NAS keys should be studied in normative work.

5.1.4.x.3 Evaluation

Tba.
***************End of the Change***************
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