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1
Decision/action requested

We propose to include indication of ID change event to V2X application, in addition to current indication from V2X application, for privacy of PC5 communication, in TS 33.185 [x].
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References
[x]
3GPP TS 33.185 v1.0.0 Security aspect for LTE support of V2X services
[y]
ETSI ITS 102 940 v1.2.1 Intelligent Transport Systems (ITS); Security; ITS communications security architecture and security management
3
Rationale

Subclause 6.6.2 of 3GPP TS 33.185 [x] provides only downward control or indication of ID changes from V2X application layer to layer 2 and IP layer for privacy of PC5 data transmission. To fully support synchronisation of V2X related IDs across the layers, the upward indication could be useful, in case that V2X application is not implemented with a complete knowledge of change period of lower layer and privacy impacts on other V2X applications running concurrently. For example, when layer 2 ID changes default 5mins of T5000 timer, one V2X application A may suffice with this or shorter period of time, but another V2X application B may have longer timer for ID change, or none at all. Without upward indication of ID changes, it is impossible for application A to remedy the impact on privacy of other V2X application B or lower layer. Although there is no way to enforce the change of behaviour of application through 3GPP specification and thus it is left to the implementation or application layer specification, it is still useful to provide an opportunity or capability by indication to upper layer. 
In ETSI ITS 102 940 [y], downward/upward indication of ID change (and request) is provided for synchronisation of IDs between different layers, through security management entity. For example, network or transport layer can get the ID change event (from security entity to network or transport layer), send the ID change confirm (from network or transport layer to security entity), and send the ID change trigger (from network or transport layer to security entity). 
Therefore, we propose to add description on upward indication of ID change to subclause 6.6.2 of TS 33.185, which will be later referenced and considered in stage 3 specification.
4
Detailed proposal

It is proposed to include the following change in subclause of 6.6.2 in TS 33.185.
*** Change Proposal ***
6.6.2
Privacy procedures related to PC5 transmissions

The UE shall change the source Layer-2 ID, and the source IP address (in case of IP-based V2X communication) when indicated by the V2X application that the application layer identifier has changed. The UE shall also provide indication to the V2X application layer when the source Layer-2 ID, or/and the source IP address (in case of IP-based V2X communication) are changed.
*** End of Change Proposal ***

