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This contribution adds a key issue on untrusted non-3GPP access. 
1. Introduction
It is expected that the NG Core provides a unified authentication framework to support multiple access technologies including NR, LTE, untrusted non-3GPP access, trusted non-3GPP access, as expressed in key issue #2.1 "Authentication framework". 
Untrusted non-3GPP access using Wifi is a popular access technology widely deployed by third parties and readily available to 3GPP users. Hence it is critical that in the next generation network untrusted non-3GPP access is adequately supported. But it is clear that 5G needs to support untrusted access also for access technologies other than WiFi.

Untrusted non-3GPP access needs considerations including aspects of architecture, authentication, and security context management. In particular, it needs to be explained how it fits in the unified authentication framework. We therefore introduce a related key issue. We propose to place the key issue in security area#3 "Security context and key management". It is debatable whether the key issue should rather be placed in security areas #1 or #2, but we feel it is important that there is a single place where to address the issues related to untrusted access.
2. Proposed pCR to TR 33.899 v041
All text in this pCR is new, hence no revision marks were used. 

************************START OF PCR**************************
5.3.3.y
Key issue #3.y: Untrusted non-3GPP access

5.3.3.y.1
Key issue details

NG systems will support access via non-3GPP access technologies such as WiFi, fixed broadband, eHRPD, and others. Particular access networks may be considered trusted from the point of view of the core network, or untrusted. As a working hypothesis, the distinction between trusted and untrusted is assumed to be the same as for 4G, cf. TSs 23.402 and 33.402. 

When an access network is considered untrusted then an additional layer of security on top of whatever security is provided in the access network is required. This additional layer needs to extend between the UE and an entity considered trusted by the core network. In 4G, this entity is the ePDG, and the additional layer of security is realized by IPsec. 

Untrusted non-3GPP access needs considerations including aspects of architecture, authentication, and security context management. In particular, it needs to be explained how it fits in the unified authentication framework. 
5.3.3.y.2
Security threats 

When an access network is considered untrusted then there is no guarantee that the access network offers sufficient protection against eavesdropping on or unauthorized modification of messages, nor against theft of service or impersonation.
Editor's Note: rewording of threats section is required.
5.3.3.y.3
Potential security requirements

· When an access network is considered untrusted then an additional layer of security on top of whatever security is provided in the access network is required. 

· The additional layer of security needs to extend between the UE and an entity considered trusted by the core network.
Editor's Note: it is ffs whether this entity needs to be trusted by the serving network or home network or both. 
· The additional layer of security needs to provide protection against eavesdropping, unauthorized modification of messages, theft of service and impersonation.

************************END OF PCR**************************
3. Proposal

The state of SA3 agreement shall be communicated in an LS to SA2. 
