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Abstract of the contribution: This pCR adds yet missing potential security requirements to Key Issue 6.2 on Newtwork authorization, where the UE/user can decide to authorize the AN to be used.


Introduction
This pseudo-CR applies to TR 33.899 [1], the study on security for Next Generation Mobile Network (5G).
In the current version of TR 33.899 [1] there are no potential security requirements yet for Key Issue 6.2. This pCR proposes new security requirements in line with the key issue description. 
[bookmark: S3_151203][1]	3GPP TR 33.899, “Study on the Security Aspects of the Next Generation System”, version 0.4.0, July 2016.
Proposal
It is proposed in this contribution to add the security requirements that are enumerated in the next section to TR 33.899 [1].
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[bookmark: _Toc452659524][bookmark: _Toc452659937][bookmark: _Toc452660356][bookmark: _Toc452662504][bookmark: _Toc452966615][bookmark: _Toc452967032][bookmark: _Toc452967446][bookmark: _Toc452967859][bookmark: _Toc452970168][bookmark: _Toc457918250][bookmark: _Toc457919318][bookmark: _Toc457920028]5.6.3.2.1	Key issue details
Background on the situation in LTE:
EPS AKA, which is used in LTE access to the EPC, provides serving network authentication, i.e. the UE can securely identify the PLMN ID of the network that serves the UE. The UE can then compare the received PLMN ID with lists of preferred PLMNs and forbidden PLMNs stored in the UE. This can be used as a means to authorize the network. Furthermore, the UE can display the network name to the user, and the user can decide whether they want to connect to the network. In this way, the user could e.g. detect an unfamiliar operator name in a familiar area. This sort of network authorization by preference lists or user decision may become more important in NextGen than today if the number of serving networks a UE can connect to will multiply. 
EAP-AKA', which is used in non-3GPP access to the EPC, provides access network authentication, i.e. the UE can securely identify the Access Network Identity (ANID) of the network that serves the UE. The ANID has a rich structure and is composed of a prefix and none, one, or more additional character strings up to a maximum length of 253 octets. However, this rich structure of the ANID is currently hardly used at all: The ANID is used only to identify the type of the access network, i.e. its value is one of the four constants 'HRPD', 'WIMAX', 'WLAN', 'ETHERNET'. Furthermore, no lists of preferred and forbidden access networks are defined for the UE in non-3GPP access to the EPC.
The present key issue is about further studying the possibility to allow more fine-grained network authorization decisions by the UE or by the user than available in LTE. Informing the UE or user that the home network authorized an access network of a particular type to serve the user may just not be good enough in the future if the number of serving networks a UE can connect to will multiply. 
[bookmark: _Toc452659525][bookmark: _Toc452659938][bookmark: _Toc452660357][bookmark: _Toc452662505][bookmark: _Toc452966616][bookmark: _Toc452967033][bookmark: _Toc452967447][bookmark: _Toc452967860][bookmark: _Toc452970169][bookmark: _Toc457918251][bookmark: _Toc457919319][bookmark: _Toc457920029]5.6.3.2.2	Security threats 
-	Unauthorized networks serving the UE that may eavesdrop on the UE or impersonate the UE or overcharge the UE. 
[bookmark: _Toc452659526][bookmark: _Toc452659939][bookmark: _Toc452660358][bookmark: _Toc452662506][bookmark: _Toc452966617][bookmark: _Toc452967034][bookmark: _Toc452967448][bookmark: _Toc452967861][bookmark: _Toc452970170][bookmark: _Toc457918252][bookmark: _Toc457919320][bookmark: _Toc457920030]5.6.3.2.3	Potential security requirements
Both the HPLMN and the NG UE should be able to authenticate a SN so that authorisation information can be validated by the NG UE.
The NG UE and/or the user should be able to decide if an available SN should be used or not. This is a measure where the NG UE and/or the user authorize the SN to serve the NG UE.
There should be the possibility for the HPLMN to predefine allowed and disallowed SNs in the NG UE.
Editor’s Note: It is FFS to what extent the user and/or the NG UE should be involved in more fine-grained network authorization decisions. 
Editor’s Note: It is FFS how non-3GPP access technologies should be tackled in terms of authentication and authorisation of these networks by the NG UE/user.
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