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Abstract of the contribution:

SA2 has considerably progressed their work on the NextGen architecture at their meeting #116bis, terminating on 2 Sept. A main input missing now are the authentication-related parts of the NextGen architecture. The present contribution aims to provide such input. 

1. Introduction
At SA3#84, there was confusion about how authentication roles should be mapped to functions that had been defined by SA2 before SA2#84. In particular, contributions from Nokia in S3-161207 and Samsung in S3-161210 had the same understanding about the mapping, while Ericsson in S3-161209 had a different understanding. Hence, we included Editor’s notes into the respective contributions.
In the meantime, SA2 has considerably progressed their work on the NextGen architecture at their meeting #116bis that terminated on 2 Sept. A main input missing now is the authentication-related parts of the NextGen architecture. SA2 left the authentication-related part of their architecture open to SA3 input by including corresponding Editor's notes. The present contribution aims to provide such input. 
2. Proposed authentication-related functions
The following four functions are proposed to be included in the Next Gen architecture and, in particular, the NextGen security architecture:
· Authentication Credential Repository and Processing Function (ARPF)

· Authentication Server Function (AUSF) 

· Security Anchor Function (SEAF)

· Security Context Management Function (SCMF)
The definitions of these functions are given in the following.
The text in section 2 is proposed to be approved for inclusion in security area#2 of TR 33.899. 

************************START OF PCR**************************

5.2.1
Introduction 

5.2.1.1 General

This ... system. <text to be an identical copy of clause 5.2.1 in 33.899 v041, not repeated here.>
5.2.1.2 Authentication-related functions

In the following, four authentication-related functions in the core network are defined: 

· Authentication Credential Repository and Processing Function (ARPF)

· Authentication Server Function (AUSF) 

· Security Anchor Function (SEAF)

· Security Context Management Function (SCMF)
The interaction of all four functions is required to provide authentication between the NG-UE and the NG 3GPP network. 

Authentication Credential Repository and Processing Function (ARPF)

This function stores the long-term security credentials used in authentication and executes any cryptographic algorithms that use the long-term security credentials as input. It also stores the (security-related part of the) subscriber profile. The ARPF shall reside in a secure environment in an operator’s Home Network or a 3rd party system, which is not exposed to unauthorized physical access. The ARPF interacts with the AUSF.

Examples:

· Long term-security credentials include shared permanent secrets such as the key K in EPS AKA or EAP-AKA as well as public / private key pairs e.g in EAP-TLS.

· In the case of AKA-based authentication (EPS AKA or EAP-AKA or EAP-AKA’), the ARPF generates the authentication vectors. The 4G-equivalent of the reference point between ARPF and AUSF in EPS would be SWx for non-3GPP access to the EPC, while it would be undefined for 3GPP access to the EPC as it would be HSS-internal.

Editor's Note: It is ffs whether authentication methods based on public-key mechanisms will be used in NextGen. 

Editor's Note: It is ffs whether the secure environment, in which the ARPF resides, shall be required to be tamper-resistant.  

Authentication Server Function (AUSF) 

An authentication function that interacts with the ARPF and terminates requests from the SEAF. The AUSF shall reside in a secure environment in an operator’s network or a 3rd party system, which is not exposed to unauthorized physical access.

 Examples: 

· In the case of EAP-based authentication, the AUSF performs the function of the EAP server. In the case of EPS AKA, the AUSF is part of the functions that today are performed by the HSS; it could be compared to the function of an HSS frontend in 4G; HSS-internal reference points are not standardized today. 

· In the case EPS AKA was adopted in 5G, the comparison of RES and XRES would be done in the SEAF.

· The AUSF may also assume the role of a AAA proxy that forwards authentication messages.

Security Anchor Function (SEAF)

An authentication function in the core network that interacts with the AUSF and the NG-UE and receives from the AUSF the intermediate key that was established as a result of the NG-UE authentication process. The SEAF also interacts with the Mobility Management (MM) function, e.g. during initial Attach, and with the SCMF. The SEAF shall reside in a secure environment in an operator’s network, which is not exposed to unauthorized physical access. In the roaming case, an SEAF resides in the visited network. The intermediate key sent to the SEAF in the visited network shall be specific to the visited network. 

Examples: 

· In the case of EPS AKA, the SEAF receives the intermediate key KASME from the AUSF. In the case of EAP-based authentication, the SEAF takes the authenticator role from the point of view of the UE and the AUSF (*) and receives the intermediate key MSK from the AUSF. The 4G-equivalent of the SEAF  for non-3GPP access to the EPC resides in the ePDG for untrusted access, while the TWAN provides an example for trusted access.

· (*) This formulation has been chosen deliberately: It is conceivable that a function between the NG-UE and the SEAF, e.g. a WLAN access point, believes to play the role of EAP authenticator and receive the MSK, while in fact it receives a key from the SEAF or SCMF derived from the MSK. This possibility is ffs.

Editor’s Note: It is ffs whether the SEAF can only reside in the visited network, or whether in addition, there may be scenarios where an SEAF resides in the visited network and another SEAF in the home network in case of roaming. A potential advantage of having the SEAF in the home network in the roaming case could be avoiding full re-authentication when the UE moves and the serving network changes; but this aspect is also ffs. 

NOTE: The key KASME in EPS AKA and the key MSK in EAP-AKA' are specific to the network, to which they are delivered.

Security Context Management Function (SCMF)
The SCMF receives a key from the SEAF that it uses to derive further (e.g., access-network specific) keys. The SCMF shall reside in a secure environment in an operator’s network, which is not exposed to unauthorized physical access. In the roaming case, the SCMF resides in the visited network.
Editor’s Note: It is ffs whether the SCMF is needed as a separate function or whether it can always be co-located with the SEAF. 

Editor’s Note: It is ffs whether an additional function needs to be defined that reflects the role of an ERP server in EAP.

NOTE: Nothing in the above definitions is meant to limit the deployments of these functions in a virtualised environment. The term "secure environment" does not necessarily imply tamper-resistance. 


************************END OF PCR**************************
3. Proposal

The state of SA3 agreement on the authentication functions shall be communicated in an LS to SA2. 
