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Abstract of the contribution: New key issue is proposed for authentication security area.
1. Introduction
The goal of this pCR is to add new Key Issues #2.y: Authentication in Factory Deployment.
2. Discussion

As described in [x], the 3GPP system shall support industrial factory deployment where network access security is provided and managed by the factory owner with its ID management, authentication, confidentiality and integrity [y]. The current SA1 consideration on security states that “The 3GPP system owned by a 3rd party (e.g., factory owner) shall support network access using identities, credentials, and authentication that is provided and managed by a 3rd party.” During the last SA3 meeting, however, there was no agreement on whether alternative authentication methods are for the case where industrial factory owner operates its own 3GPP system, or for the case where industrial factory owner uses the MNO network, but it does not rely on the security as provided by MNO but rather on its own security. According to the reply LS from SA1 regarding the “Alternative authentication methods and different types of credentials considerations for NextGen networks” [z], however, it is feasible to consider that the latter case (e.g., factory is using the MNO network, but it does not rely on the security as provided by MNO) seems to be valid. 

If the factory has its own security mechanisms for the non-human devices (e.g., robots, machines, sensors, etc) and does not rely on the security provided by MNO, the non-human devices may not need to be authenticated by the Authentication Unit in NextGen system. Instead, such devices should be authenticated by the security mechanisms installed in the factory since the devices operate within the coverage of factory deployment. Since the non-human devices within the factory may not be authenticated by the Authentication Unit in NextGen system (despite that they use the MNO network provided to the factory for factory service access), the NextGen system should be able to trust the devices authenticated by the dedicated security mechanisms of factory (e.g., not by the Authentication Unit in NextGen system). The traditional authentication model that has been applied between UE and operator network doesn’t capture the scenario of industrial factory deployment explained above. Thus, it’s necessary for the NextGen system should establish mutual trust with the dedicated security mechanism (e.g., AAA server) of factory. The potential security requirements should be identified to support the industrial factory deployment as described above.
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4. pCR
In line with the discussion described in the previous section, it is proposed to introduce the following changes to [x]
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5.2.3  
Key Issues
5.2.3.x  
Key Issues #x: Authentication in Factory Deployment
5.2.3.x.1  
Key Issue details
The 3GPP system shall support industrial factory deployment where network access security is provided and managed by the factory owner with its ID management, authentication, confidentiality and integrity [y]. Also in [x], the following is stated: “The 3GPP system owned by a 3rd party (e.g., factory owner) shall support network access using identities, credentials, and authentication that is provided and managed by a 3rd party.” Thus, it is feasible to consider that factory uses the MNO network but it does not rely on the security as provided by MNO. If the factory has its own security mechanisms for the non-human devices (e.g., robots, machines, sensors, etc) and does not rely on the security provided by MNO, the non-human devices may not need to be authenticated by the Authentication Unit in NextGen system. Instead, such devices should be authenticated by the security mechanisms installed in the factory since the devices operate within the coverage of factory deployment. Since the non-human devices within the factory may not be authenticated by the Authentication Unit in NextGen system (despite that they use the MNO network provided to the factory for factory service access), the NextGen system should be able to trust the devices authenticated by the dedicated security mechanisms of factory (e.g., not by the Authentication Unit in NextGen system). The traditional authentication model that has been applied between UE and operator network doesn’t capture the scenario of industrial factory deployment explained above. Thus, it’s necessary for the NextGen system should establish mutual trust with the dedicated security mechanism (e.g., AAA server) of factory. This key issue covers authentication models for the factory deployment in general.
5.2.3.x.2  
Security Threats
FFS
5.2.3.x.3  
Potential Security Requirements
FFS
