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Introduction
One of the issue with the current EAP proposals for 3GPP access in TR 33.899 is that they do not provide in general authentication of the serving network identity. This contribution proposes to address that by deriving the keying material that is sent from the EAP Server to be derived from EMSK. As EMSK is kept in the EAP Server, given a suitable key derivation function, the key provided to the 3GPP can be bound to the network requesting the key. 
The contribution also shows an alternative mapping of the EAP functionality onto the 3GPP access network. In this proposal the EAP Authenticator is the AUSF and there is no backed authentication server (i.e. AUSF is also the EAP Server).
Proposal

It is proposed that SA3 approve the below pCR for inclusion in TR 33.899. 
Proposed pCR 
**** START OF CHANGES ****

5.2.4.Y
Solution #2.Y: Alternative EAP architecture for 3GPP access
5.2.4.Y.1
Introduction  

This solution addresses Key Issue #2.1.
This solution provides serving network binding to the key delivered to the 3GPP serving network for general EAP protocols by using EMSK to derive the key that is passed down from the EAP server. This allows the keys used in the 3GPP access to be bound to their specific role in a similar way to KASME in LTE. 

NOTE: The use of EMSK to derive the keys sent from the EAP server could be used to provide serving network binding for other ways of mapping EAP to the 3GPP access. The full details of this are FFS. 

Additionally the solution provides a different method of mapping the EAP functionality onto the 3GPP network nodes. In this case the EAP Server functionality is part of the authenticator, i.e. there is no backend authentication server (see definition of EAP server in RFC 3748 [21]). The AUSF is proposed to be the authenticator. It also means that only the NG-UE and AUSF need to be aware of EAP. The nodes between the NG-UE and AUSF will just have to transparently pass on the EAP packets. For the description of the solution, we consider the element that terminates the NAS mobility management messages as the CN-MM.
5.2.4.Y.2
Solution details  

5.2.4.Y.2.1
Protocol Stack   
Figure 5.2.4.Y.2.1-1 provides a possible protocol stack for carrying the EAP messages between the NG-UE and the AUSF.
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Figure 5.2.4.Y.2.1-1: Protocol Stack
5.2.4.Y.2.2
Authentication flows
Figure 5.2.4.Y.2.2-1 provides the flows for EAP authentication in the NextGen network. A description of the steps follows the figure.
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Figure 5.2.4.Y.2.2-1: Authentication flow for EAP with AUS as authenticator

1. The NG-UE sends Attach Request to the CN-MM and include its Identity.

2. The CN-MM requests a KCN-MM for this NG-UE from the SEAF. 

3. The SEAF request a KSEAF for the NG-UE from the AUSF.

4. The AUSF decides to trigger an authentication for the NG-UE. It fetches the needed material to run the appropriate EAP method (identified by the Identity that is passed the AUSF) from the ARPF.

5a – 5g. The AUSF runs the EAP method with the UE. They may be several round trip between the AUSF and NG-UE. 

6. Once the EAP method has successfully completed, the AUSF calculates KSEAF from the EMSK. It sends the KSEAF along with the EAP Success packet to the SEAF.

7. Due to the presence of the KSEAF or an indication in the lower layers, the SEAF is aware that the authentication succeeded. It calculates KCN-MM from the KSEAF. The SEAF sends KCN-MM and the EAP Success packet to the CN-MM.

8. Due to the presence of the KCN-MM or an indication in the lower layers, the CN-MM is aware that the authentication succeeded. It calculates the NAS keys from the KCN-MM. The SEAF sends the EAP Success packet to the NG-UE in the NAS SMC.

NOTE: If for protocol reasons, the EAP Success cannot go with the NAS SMC, it is sent in a separate NAS message before the NAS SMC is sent.

5.2.4.Y.3
Evaluation 

TBD
5.3.4.x.3.1 Evaluation1: 

The stated protocol goal is to provide "serving network binding to the key delivered to the 3GPP serving network for general EAP protocols by using EMSK to derive the key that is passed down from the EAP server." 

The present solution therefore seems to provide an alternative to the solution in S3-161437 by Qualcomm that is said, however, to address Key Issue #3.1. The relative merits of these two solutions should be compared.
The next observation is that EAP-AKA' already achieves this goal by design. The present solution is therefore not needed for EAP-AKA'. Applying the present solution to EAP-AKA' would lead to a duplication of effort for achieving the same goal and should be avoided. But it is true that not all EAP authentication methods achieve the goal of serving network binding. Such methods could, in principle, benefit from enhancements providing such binding.

Editor's Note: It should be clarified, which authentication methods used in the context of 5G could benefit from the present solution. In particular, it should be clarified whether methods other than EAP methods need to be considered. 

On the NOTE "The use of EMSK to derive the keys sent from the EAP server could be used to provide serving network binding for other ways of mapping EAP to the 3GPP access.": It is not clear what the "other ways" could be. An Editor's Note should be added asking for clarification. 
Editor's Note: It should be clarified, what the "other ways" of mapping EAP to the 3GPP access could be. 
Furthermore, the solution is presented as one applying to 3GPP-defined access networks, while non-3GPP access networks are not considered. However, both trusted and untrusted non-3GPP access networks may pose challenges as the solution states: "The nodes between the NG-UE and AUSF will just have to transparently pass on the EAP packets". But the latter may not be true for an NG-PDG (IKE responder) in untrusted non-3GPP access nor for an NG-TWAN in trusted non-3GPP access as both, NG-PDG and NG-TWAN have to initiate an EAP Identity message. 
Editor's Note: It should be clarified how the present solution would work with trusted and untrusted non-3GPP access. 

Furthermore, it is stated: "the solution provides a different method of mapping the EAP functionality onto the 3GPP network nodes. In this case the EAP Server functionality is part of the authenticator". Note that the definition of SEAF just states that the SEAF" receives from the AUSF the intermediate key that was established as a result of the NG-UE authentication process." Only the examples state that this intermediate key is the MSK. 
Editor's Note: It should be clarified why the SEAF could not continue to play the role of authenticator as it does not need to know that the MSK has been replaced by KSEAF. The examples in the definition of SEAF 
could be adjusted to cover this case.
Finally, the present solution seems to have been designed under the assumption that the key MSK may become known to the serving network. However, while the EAP framework in RFC 5247 allows sending the MSK to an entity outside the EAP server (as opposed to the EMSK) it seems also compatible with a setting where the EAP server never sends the MSK to any outside entity. This is true even more under the assumption made here that the authenticator is mapped to the EAP server. With such a setting, it may be preferable (as more in line with current uses of MSK and EMSK) to derive e.g. a further key MSK* = KDF (MSK, SN_Id) in the HN, and only send MSK* to the authenticator. In this way, binding to the serving network could be achieved without using the EMSK. 

Editor's Note: It is ffs whether an alternative to the present solution, where the MSK never leaves the HN and a key MSK* = KDF (MSK, SN_Id) is derived in the HN, would be feasible and preferable.
**** END OF CHANGES ****

�see S3-161406
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