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Introduction

The 3GPP network operators are striving to accommodate continuously fast increasing data (i.e., user information transfer) traffic demand resulting from the support of existing services such as Internet access, voice, and multimedia communication. In addition, new services such as Internet of Things (IoT), cloud-based services, industrial control, autonomous driving, mission critical communications, etc., are emerging. Such services may require, for example, massive connectivity, extreme broadband, ultra-low latency, ultra-high reliability, and enhanced group communication. Those requirements differ dramatically from the ones that defined current network traffic and service models and pose great challenges for existing networks.

It is expected that network functions will run as software components on operators' telco-cloud systems rather than using dedicated hardware components.  The architecture should therefore be as cloud-friendly as possible, to improve distribution of processing by separation of control from data forwarding. 

For the agile introduction of new technology, one driver is to allow independent evolution of radio and the core network. Another driver is to facilitate architecture convergence between the 3GPP access and other access technologies (e.g. WLAN, Fixed Broadband Access).

There are already network architecture aspects investigated by other organizations, e.g., 4G Americas’ Recommendations on 5G Requirements and Solutions [14], NGMN 5G White Paper [10], 5G Forum Korea’s White Paper on 5G Vision Requirements and Enabling Technologies[15], and Chinese IMT-2020 (5G) Promotion Group 5G White Paper on Network Technology Architecture [16], FCC requirements on 5G [17] as well as white papers published by companies.

3GPP TR 22.864 [6] identifies use cases and service/operational requirements for next generation networks. 

All the above create the need for studying the next generation 3GPP system architecture (including improvements and optimizations on the existing architecture) to achieve a simple, flexible, scalable, secure and extensible architecture with high overall efficiency for all types of communication services of significantly differing traffic characteristics and with high flexibility for deploying networks and network slices of different characteristics for serving various user and service needs adequately and efficiently.
1
Scope

In the scope of this TR are the threats, potential requirements and solutions for the security of next generation mobile networks. 

The work will include:

-
Collection, analysis and further investigation of potential security threats and requirements for the next generation systems, based on the service, architectural and radio related requirements for the next generation mobile networks. 

-
Investigation of the security architecture and access security. 

The complete or partial conclusions of this study will form the basis for the normative work and/or for any further study.  

The security threats and requirements, and the security architecture may additionally include standalone security topics. These topics may not be covered by the security work described above but they shall not be in conflict with service, architectural or radio related requirements for next generation mobile networks. It is part of the study to determine whether such topics need to be dealt with, and, if so, what they are.
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3
Definitions, symbols and abbreviations
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Example: text used to clarify abstract rules by applying them literally.
Editor’s note: Assumptions related to the ownership and control of alternative 3GPP subscription credentials and alternative subscription credentials needs to be clarified. See related aspects that are FFS on alternative credentials on key issue "Authentication identifiers and credentials".
3GPP subscription credential: a subscription credential that has a 3GPP subscription identifier, and a key (i.e. an existing 3GPP key or alternative key). 

3GPP subscription identifier: a subscription identifier that is routable to the home 3GPP network if the UE is roaming; an example of such an identifier is the IMSI. 

Alternative 3GPP subscription credential: a 3GPP subscription credential that has a 3GPP subscription identifier and alternative key.

Alternative subscription credential: a subscription credential that has non-3GPP subscription identifier and an alternative key. 

Anonymity: The condition when personally identifiable information (PII) is irreversibly altered in such a way that personal information can no longer be identified directly or indirectly.

Confidentiality: The property that data is not disclosed to system entities unless they have been authorized to know the data.
Equipment Identifier: The identifier that uniquely characterises an equipment (consisting of at least hardware and, possibly, associated software) used to access the 3GPP system (e.g. IMEI and MAC address).

Existing 3GPP subscription credential: a 3GPP subscription credential that has 3GPP subscription identifier and an existing 3GPP key. 

Identifier (ID): The data object that definitively represents a specific identity of an entity, distinguishing that identity from all others.
Identity: The collective aspect of a set of attribute values (i.e., a set of characteristics) by which a user is recognizable or known.

Inside attack: The attack that is initiated by an authorized or legitimate user of the system, e.g. an employee or third-party personnel.

Non-3GPP subscription credential: a subscription credential that has a non-3GPP subscription identifier and a key (i.e. alternative key). 
Non-3GPP subscription identifier: a subscription identifier that is not routable to the home 3GPP network, and cannot be used for roaming; example of such identifier could be e.g. "sensor12345@factory.com"  

Outside attack: The attack that is initiated by an unauthorized or illegitimate user of the system. 
Personally identifiable information (PII): Any information that (a) can be used to identify a subscription to whom such information relates, or (b) is or might be directly or indirectly linked to a subscription.

Privacy: The right to the protection to any information that (a) can be used to identify a subscription to whom such information relates, or (b) is or might be directly or indirectly linked to a subscription.
Privacy impact assessment: Overall process of privacy risk identification, risk analysis and risk evaluation with regard to the processing of personally identifiable information (PII).

Privacy principles: Set of shared values governing the privacy protection of personally identifiable information (PII) when processed in information and communication technology systems.

Privacy requirements: set of requirements to take into account when a 3GPP node is processing personally identifiable information (PII).

Processing of personally identifiable information (PII): Any operation or set of operations performed upon personally identifiable information (PII), including but not limited to: collection, transmission, storage, modification, anonymization, disclosure, erasure.

Pseudonymity: The condition when the processing of personally identifiable information (PII) is such the data can no longer be attributed to a specific subscription without the use of additional information, as long as such additional information is kept separately and subject to technical and organisational measures to ensure non-attribution to an identified or identifiable subscription.
Security anchor: It is a signalling entity that resides in a physically protected location. Its functions at least include: authentication function, deriving AN- and CN-specific keys by using a key that is never forwarded to exposed locations, and secure storage of security context.

Editor’s note: Authentication function and derivation of keys may reside in different functional entities.

Subscription credential: a pair of values consisting of a key and an identifier that serves to identify a subscription and that is to be used as a basis for authentication and key agreement. 

Subscription Identifier: The identifier that uniquely identifies a subscription in the 3GPP system. The identifier is used to access networks based on 3GPP specifications.
3.2
Symbols

For the purposes of the present document, the following symbols apply:

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

<ACRONYM>
<Explanation>

4
Security areas and high level security requirements 
4.1
Security areas  
This document includes the following security areas: 
1)
Security architecture deals with architectural aspects of the security for NextGen system.
2)
Authentication deals with authentication framework, identifiers, and credentials, authentication methods.
3)
Security context and key management deals with security aspects related to management of security context and security keys.
4)
RAN security deals with the security for Next Generation radio interface and radio access network.
5)
Security within NG-UE deals with the security of sensitive data handled within the NG-UE.
6)
Authorization deals with both, authorization of the UE to access the network and authorization of the network to serve the UE.
7)
Subscription privacy deals with various aspects related to the protection of subscribers’ personal information, e.g. identifiers, location, data, etc.
8)
Network slicing security covers security aspects related to the network slicing concept such as service access, network function sharing and isolation. 
9)
Relay security deals with security of the NextGen connectivity over relays.
10)
Network domain security deals with security of the signalling protocols in the network domain such as authentication, integrity, and availability.
11)
Security visibility and configurability deals with presentation of security information to a user of a UE, and management of security configuration by a user or a UE.
12)
Credential provisioning deals with security aspects of provisioning 3GPP credential(s) on equipment that will access the NextGen system.

13)
Interworking and migration deals with security aspects related to the interworking and migration scenarios between radio technologies and possible core network concepts. 

14)
Small data deals with massive number of  IoT UEs that usually send small amounts of data sporadically and also moves around. 

15) Broadcast/Multicast security deals with security for broadcast services that will be used in verticals, for example MCPTT, Critical Communication, V2X, and massive MTC.
4.2
High level security requirements  
3GPP specifications shall provide mechanisms to verify the integrity of 3GPP radio messages to a common point in the visited network.  These mechanisms shall allow the detection of unauthorised radio messages, detection of "false base stations" and verification of an authorised network. The mechanisms shall be extensible so that suitable security can be maintained of the life of the NextGen implementations. The mechanisms defined should cater for the high speed communications envisioning in NextGen and for battery efficient low volume data.

The security mechanisms defined in NextGen shall be able to be configured to comply with local lawful interception laws and regulations.

The security mechanisms defined in NextGen shall be able to be configured to confidentially protect voice, data and signalling. 

The security mechanisms defined in NextGen shall be able to be configured to protect subscriber's privacy.  

The security mechanisms defined in NextGen shall be able to be configured to provide authorisation services for users, devices and networks both at a bearer level and at a services level.  

The security mechanisms defined in NextGen shall be able to be configured to provide authorisation, integrity protection and confidentiality between network elements and between networks.  

The security mechanisms defined in NextGen shall be able to be configured to provide authorisation, integrity protection and confidentiality for new NextGen services.  

As NextGen networks may be active upto and beyond  2030 and as the ability to attack security mechanisms increases over time, the security mechanisms specified for NextGen shall be extensible to new algorithms and procedures that will be defined during the lifetime of the specifications, where appropriate.

The control plane shall be protected against denial of service attacks from UEs. Mechanisms should be specified which limit the effect which signaling attacks may cause to the network. Signaling caused by UEs should not be able to degrade the network performance for other end users and the network itself, this is especially the case for NextGen where the amount of signaling may increase.

UEs shall be protected against denial of service attacks from network. Mechanisms should be specified which limit the effect which signaling attacks may cause to UEs. Signaling caused by the network should not be able to degrade the network performance for end users, this is especially the case for NextGen where the amount of signaling may increase. 

Editor's note: Clarification is needed for the terms used in this clause: service, network service, NextGen services and UE.

5
Key issues and solutions 
5.1
Security area #1: Architectural aspects of Next Generation security
5.1.1
Introduction 

This security area covers architectural aspects of the security for NextGen systems. It also covers the security features to be provided on the protected reference points identified in the security area #1 on architectural aspects of the security for NextGen systems. For each feature, it is stated for both security endpoints whether it is optional or mandatory to support or use. In all cases, it is assumed that a feature, if optional to use, is applied in the same way in uplink and downlink. If a feature is optional to use then its use is determined during the security negotation procedure. 
The present security area is structured such that there is one key issue for each reference point.

NOTE: 
This security area also covers the security features to be provided on the backhaul link and core network interfaces, as opposed to clause 5 of TS 33.401. 

Editor's Note: The referenece architecture for authentication framework in solution #12.1 of TR 23.799 is taken as a starting point for the reference points here.

Editor's Note: The security procedures realizing the security features described here are addressed in separate security areas.

5.1.2
Security assumptions
tba
5.1.3
Key issues
5.1.3.1
Key issue #1.1: Overview of NextGen security architecture

Editor’s note: This key issue can be added as a separate clause of the TR.

5.1.3.1.1
Key issue details

The present key issue covers

-
a figure describing the NextGen security architecture, abstracted so as to contain only the elements that are deemed relevant for security. It is expected that this abstracted architecture may be refined as the work progresses. 

-
a list of entities performing security functions 

-
a list of reference points that need to be protected 

Editor's Note: Figure and lists tba

5.1.3.1.2
Security threats 

tba

5.1.3.1.3
Potential security requirements

tba

5.1.3.2
Key issue #1.2: Need for security anchor in NextGen network

5.1.3.2.1
Key issue details

Summary: 

Is a security anchor in the Core Network beneficial for Next Generation? If so, can it be realized in an access-agnostic way?

Details:

A major advantage of the EPS security architecture over that of UMTS and GSM CS is that the MME provides a security anchor in the Core Network (CN). KASME is an intermediate key stored in the MME that is never transferred to the Access Network (AN). All AN-related keys are derived (directly or indirectly) from KASME without the need for re-authentication. 

This key issue deals with the question whether it is necessary or advantageous to have a security functional entity in Next Generation that exhibits properties similar to that of the MME, i.e. it is a signalling entity that resides in a physically protected location and maintains a key that is never forwarded to exposed locations and is used to derive AN-specific keys. We call this entity "security anchor".

In the current evolved packet core (EPC) system, the mobility management entity (MME) is an entity that is responsible for mobility management (MM) and session management (SM) for Ues. In addition, the MME is performs authentication and key agreement (AKA) with a UE based on an authentication vector(s) provided by the UE’s home network (i.e., HSS). In other words, the MME is the security anchor in the serving network. 

The security anchor functionality of the MME assumes that the MME is deployed in a physically secure location, thereby being sufficiently isolated and protected from external entities. However, locating the AKA functionality in the MME may prohibit flexible deployment of network functions in the NextGen networks. For example, MM and SM functionalities may need to be moved towards the network edge (i.e., closer to RAN or collocated with RAN) to reduce signalling latency or to reduce management overhead at a single MME (i.e., for scalability). As another example, MM functionality and SM functionality may be located in different network entities. 

To support various deployment models/scenarios of network functions, it is desired to decouple AKA functionality from other functionalities and maintain the authentication function in the security anchor deep inside the network independently of deployment scenarios. This enables flexible MM and SM function placement without impacting security. Furthermore, introduction of a seperate security anchor helps reduce security configuration complexity between network entities/functions.

It should be clear from the functional specification and not depend on particular deployments whether the security anchor resides in a physically protected location or not. 

NOTE: 
For EPS, the assumption was made that CN nodes always reside in physically protected locations while AN nodes may reside in exposed locations. The term "physically protected" is not meant to imply tamper-resistance or similar concepts. 

In case the need for a security anchor is agreed then it needs to be decided further whether the security anchor can be realized efficiently in a (completely) access-agnostic way or needs to be access-dependent (at least to some degree). 

Editor's Note: The current text in TR 23.799: "Supporting a security context hierarchy to introduce flexibility in deriving the required security context, while maintaining access-dependent aspects in the access networks" could be misunderstood as not allowing a security anchor performing access-specific functions in the core network. However, this should be open for further study.

The following provides more background information: 

Potential security benefits of the security anchor (motivated by observations from EPS) include:

-
Forward security (In EPS, a fresh key is sent from MME to target eNB in handovers, meant to provide increased security in case of chained handovers)

-
Provisioning of fresh key after idle-active transition without the need for re-authentication (as opposed to UMTS); there is no need to keep keys in exposed node during idle mode. (But will there still be an idle mode in Next Generation?) 

-
Termination of security for UE-CN signalling in security anchor can thwart some persistent DoS attacks (e.g. paging attack, 2013).  (But will there still be NAS signalling in Next Generation?)

-
A connectionless mode is under discussion in SA2 where user plane security terminates in the CN. Such a mode could possibly benefit from a security anchor in the CN.

It is ffs whether these security benefits are also desired in Next Generation, and, if so, how they can be realized. 

The following questions should be studied for this key issue, motivated by observations from EPS:

-
Is the provisioning of new AN keys by the security anchor tied to AN mobility events?

•
In EPS, initial NAS messages or Path Switch messages are triggers for key generation in the MME. 

•
Efficiency is achieved in EPS through piggy-backing keys on mobility messages

-
How is fresh input to key derivation synchronized between UE and security anchor?

•
Examples of fresh inputs from EPS include: NAS uplink COUNT, previous NH key

•
Synchronization is efficiently provided in EPS as part of mobility signalling (e.g. inclusion of 3-bit NCC in HO Command)

-
How is a replay of keys prevented?

•
In EPS, the UE and the MME are in control of the fresh input 

-
How is inter-RAT mobility (NextGen-LTE, NextGen-other) supported? Which NextGen entity would interface with LTE CN or WLAN network for handover or idle mode mobility (providing key derivation and key transfer)?

•
In EPS, the MME provides mapped keys

-
How is multiple-RAT connection (NextGen-LTE, NextGen-other) supported (for single UE)? Which NextGen entity would interface with LTE CN or WLAN network for security context setup (providing key derivation and key transfer)?

•
In EPS, the MME (or AAA in case of non-3GPP access) are in the control of security setup

5.1.3.2.2
Security threats 

In Next Generation, mobility and session management functions may be located closer to the network edge, where those function are more exposed to attacks. In such deploymenet scenario, if an authentication and key management function is managed by an MME, compromising a single MME can break the security of a whole system if the MME is the security anchor in the serving network. Put another way, when the MME is the security anchor in a serving network, a compromise of an MME means that the compromise can affect other MmEs (a UEs data is still decryptable by an attacker even after the UE has moved to a different MME).  

5.1.3.2.3
Potential security requirements

-
The authentication functionality should be kept in a physically secure location in the network even if the MM and SM functionalities are located closer to the RAN or collocated with the RAN.
5.1.3.3
Key Issue #1.3: User plane integrity between UE and network
5.1.3.3.1
Key issue details

Legacy GSM/GPRS security provides no explicit integrity protection of either user plane data or control plane data.  User plane data is (in most countries) encrypted, but this still provides very limited protection against a Man-In-The-Middle attacker changing that data en route, because encryption is linear (a stream cipher) and any checksums are also linear.  UMTS and LTE include cryptographic integrity protection of  most of the signalling messages, but not for user plane data. For the  IoT-tailored GPRS (‘Enhanced-Coverage GSM’, 3GPP Release-13), however, user plane integrity protection was added, partly due to different security threats for user plane data for IoT compared for the human usage for which GSM-LTE were mainly tailored.

If data integrity is needed, it may be enforced at the transport or application layer (typically also with additional encryption).  In this case the security endpoints will align with the service endpoints – typically either a server on the internet or (for phone calls, messages etc) another device.  Adding another layer of integrity on the radio interface serves little purpose as far as protecting the traffic is concerned (although it may serve a purpose for overall system security assurance).

However, there may be cases in which transport or application security conflict with performance constraints (latency, battery life), and bearer level integrity provides a useful compromise (as considered in 3GPP TR 33.863 [13], for instance).

There is also a risk of a session as a whole being hijacked, and used to insert quantities of rogue data into a mobile connection (either to increase subscriber bills, or to waste resources carrying the data to the service end-point, where it will be rejected anyway).

The use of Message Authentication Codes is only appropriate for packets that should be received 100% correctly (after any error correction).  Bit errors are common in cellular transmissions.  Some user plane traffic is still valuable when received with a few bit errors, and should not be rejected just because one or two bits are wrong; voice and video codecs tend to be error tolerant, for instance, or else there may be error correction at a higher layer.

Since in Next Generation network different termination points for User Plane traffic should be supported, (i.e. the gateway where the User Plane is terminated may be located, for example, in the CN rather than  in the AN, depending on the scenario), also this user plane integrity protection mechanism may be located in different places.

In order to support UP security protection mechanism for the user plane in the next generation system, the following principles are proposed:

-
Put the security termination point of UP security protection at User Plane Gateway, located in CN or AN

-
The user plane security protection granularity could be per-session

-
The security policies negotiated from the security requirements, could apply for user plane security protection at per-session granularity

Descriptions on the security termination point, granularity and security policy could be referred to the Key issue #1.3: User plane confidentiality part.

5.1.3.3.2
Security threats

User plane security could be compromised if an attacker can influence the selection of the security termination point.

Next generation network will include middle nodes in open environments e.g. heterogeneous access, NFV, thus the termination point of the current UP-traffic protection is less secure.

In cases where end to end (transport or application layer) security protocols are ruled out by performance constraints, user plane traffic could be forged or modified by an attacker.

An attacker could inject rogue data into an established traffic channel, raising the subscriber’s bill (or simply wasting network or device resources).

5.1.3.3.3
Potential security requirements

-
Integrity protection is optional to support for UE and mandatory to support for network endpoint; even when both UE and network support it, it is still optional to use.  At least two alternative and substantially different algorithms should be supported.

-
The selection of the feature and the algorithms, according to the capabilities supported by the UE, shall be under network control.

-
A mechanism should be available to detect (substantial) unauthorised insertion of rogue data onto an established traffic channel.  Flexible UP-traffic protection shall be capable to support the flexible UP-traffic termination for different services with different security termination points. 

-
In order to support UP security protection between UE and UP Gateway mechanism for the user plane in the next generation system, the following 3 requirements should be included:

-
UP-traffic protection termination point should be the UP gateway, which can be located in CN or AN.

-
UP-traffic protection granularity should support the per-session mechanism.

-
UP-traffic protection mechanism should support the security policy negotiated from security requirements. Upon the security policy negotiation, the network (access network entity and core network entity) (i.e., SM, Policy Control) could have the final decision on which security policy including explicit security features and algorithms will be used. The network could negotiate the security policy through an independent procedure or pigged back in the other service procedures. It should be preferred that the next generation network can enable the network to have the flexibility to choose security mechanism according to different services requirements.

-
The selection of the different security termination points shall be under network control.

Editor's Note : The following 2 requirements need more explanation

-
Flexible UP-traffic protection shall support the network slicing. 

-
Flexible UP-traffic protection shall support heterogeneous access technologies.

5.1.3.4
Key Issue #1.4: User plane confidentiality between UE and network
5.1.3.4.1
Key issue details

As for user plane integrity, where confidentiality of user traffic is needed, it will usually be applied at the transport or application layer anyway.  Just encrypting over the radio interface is not enough, because most services terminate either at an internet server (so need to be protected over the internet leg too) or at another device (often transiting the internet in between).  Moreover, most of the same services may alternatively run over WiFi, which may be poorly protected, so again transport or application layer security will be applied to services that need it.

However, the overhead of radio interface encryption is low.  It does not extend packets (unlike integrity protection), if stream ciphers are used; and, again if stream ciphers are used, it does not lead to bit error propagation.  And there is some residual value in radio interface encryption, since it provides an additional layer of protection over what is one of the more exposed legs of its journey.  

Since in Next Generation network different termination points for User Plane traffic should be supported, (i.e. the gateway where the User Plane is terminated may be located, for example, in the CN rather than  in the AN, depending on the scenario), also this user plane confidentiality protection mechanism may be located in different places.

Considering the scenario where user plane is terminated in the CN or AN, the key issue would address the following general aspects:

-
The selection of the user plane security termination point

-
User plane protection granularity 

-
On-demand security policy

The selection of the user plane security termination point 

In the Next Generation network, different termination points for user plane are supported, (e.g., the gateway where the user plane is terminated). From TR 23.799, there will be multiple UP gateways located in different places depending on the service scenarios and requirements. Therefore, UP user plane security protection architecture could be implemented by locating the user plane gateway in these different locations.

Two concerns on user plane protection from heterogeneous access and IT-Driven network architecture are listed as following:

-
Heterogeneous access. The heterogeneous access network in NextGen may include 3GPP and non-3GPP accesses, and the number of the access points (e.g. base stations, APs etc) could be quite large. Therefore, user plane protection between UE and User Plane Gateway could reduce the security complexity caused by multiple access technologies.

-
IT-Driven Network Architecture. The next generation system is expected to support deployments in virtualized environments. So the network nodes would be virtualized, and that could lead to re-evaluation of security attacks based on the NFV (Network Function Virtualization). Therefore, UP protection between UE and User Plane Gateway for the user plane would imply avoiding the security impact from the network virtualization to UP data security.

In order to protect the user plane,  the security termination point of UP security protection shall be in a higher security domain, i.e. the user plane gateway located in CN or AN.

User plane protection granularity

The following analysis is given to compare different security protection granularities for UP security protection.

   Editor Note: The definition of Per-Slice is FFS.

Table 5.1.3.4.1-1
	Granularity
	Pros.
	Cons.

	Per-Slice
	- Simple and slice specific, guarantee the slice isolation from the security point of view
	- Can’t distinguish UEs, it’s almost impossible that all the UEs use the same security policy referring the same key and algorithms.

- Protections for all eMBB services of UE are the same.

- Packet routing schema should be re-designed. Protection has to be made on the whole packet.
- User plane integrity is good for some services (added security) but bad for others (too many rejected packets)

	Per-Session
	- One IP or non-IP traffic connectivity for one UE, having the explicit end users, UP security protection could be applied reasonable efficiently 

- Distinguish UEs, and distinguish different session of one UE

- For one UE may have only a few sessions, the security cost could be suitable

- Routing is fine. Protection can be made on the payload
	- If there are multiple services simultaneously in same session, then user plane integrity may be good for some and bad for others. 
- If Anti Replay protection of IPsec and QoS are active at the same time, they may conflict.  It’s an implementation issue, and several solutions already exist


	Per-Flow
	- More specific security protection for different services

- Routing is fine. Protection can be made on the payload.
	- Relying on the session implement procedures 

- Difficult to implement for there would be numerous flows for one UE

- High complexity on management

- If Anti Replay protection of IPsec and QoS are active at the same time, they may conflict.  It’s an implementation issue, and several solutions already exist


In order to provide security protection selections, UP security protection should identify proper granularities (e.g. per-slice, per-session, per-flow).

On-demand security policy 

In UP security architecture, there would be a number of types of security requirements required by the service, UE, or network, which should be considered together for deciding on the security policy.

Considering the security policies are various for different service and end user, thus, it would be necessary to negotiate the security policies for the UP regarding each protection. 

The following provides more potential security benefits of security policy negotiation:

-
For eMBB scenario, traditionally, the network side takes the decision for both NAS and AS security mode procedures which cover the cryptographic algorithms will be used for the security context in EPS. After the security mode procedure, all the service data of the UE will be protected by the same security policy in LTE. However, in future eMBB network, the situation would be a little complex for taking the service into account with specific service security requirements which are independent from MNO’s security, to its own service, so a dedicate security requirement may be provided by the service server, and with the traditional UE’s supported security capabilities and other security features from the network elements. Hence, the final security policy should be negotiated based on these provided security requirements from all the possible elements (but with the network having the final decision).

-
To meet the stringent requirements of Critical communications, such as, higher reliability, higher availability, higher accuracy positioning, the specific security requirements should also be taken into account which could cover longer key and stronger security algorithm or shorter key update cycle. However, there would be a tradeoff between the network performance and the security cost. 

-
For IoT, experts from 6.1 TR 22.891:  "[PR.6.1-001] The 3GPP system should support end-to-end integrity protection and confidentiality for data transmitted to/from a device, when the device is in indirect 3GPP connection mode." show that the UP security should be designed to meet the IoT service requirements. Some of the IoT devices are expected to be simple sensor kind of devices, in addition, the number would be large, thus, the security policy should be specific to support these devices’ capabilities and limited communication requirements (e.g., smart meter), such as, shorter key length, fast authentication mechanism and so on.   

5.1.3.4.2
Security threats 

User traffic that is not well encrypted at the transport or application layer would be somewhat more exposed to interception if it were not encrypted over the radio interface.

5.1.3.4.3
Potential security requirements

-
Confidentiality protection is mandatory to support for both UE and network endpoint and optional to use.  At least two alternative and substantially different algorithms should be supported in both devices and networks.

-
The selection of the feature and the algorithms, according to the capabilities supported by the UE, shall be under network control.NOTE: Confidentiality protection is recommended to be used unless confidentiality protection is provided at a higher layer. 

Editor’s Note: How a MNO can know the encryption used at a higher layer is FFS.

Editor’s note: It is ffs whether higher layer (transport or application layer) confidentiality protection is enough as information in lower level protocols will not be protected. 

Editor's Note: It is ffs whether requirements for mandatory support of confidentiality and / or integrity of the user plane should be relaxed for special use cases to be realized in dedicated network slices.

NOTE:
National regulatory requirements may not allow to disable confidentiality and/or integrity protection of the user plane on the radio interface.

· Flexible UP-traffic protection shall be capable to support the flexible UP-traffic termination for different services with different security termination points. 

-
In order to support UP security protection between UE and UP Gateway mechanism for the user plane in the next generation system, the following 3 requirements should be included:

-
UP-traffic protection termination point should be the UP gateway, which can be located in CN or AN

-
UP-traffic protection granularity should support the per-session mechanism

-
UP-traffic protection mechanism should support the security policy negotiated from security requirements. Upon the security policy negotiation, the network (access network entity and core network entity) (i.e., SM, Policy Control) could have the final decision on which security policy including explicit security features and algorithms will be used. The network could negotiate the security policy through an independent procedure or pigged back in the other service procedures. It should be preferred that the next generation network can enable the network to have the flexibility to choose security mechanism according to different services requirements. 

· The selection of the different security termination points shall be under network control.

Editor's Note : The following 2 requirements need more explanation

· Flexible UP-traffic protection shall support the network slicing. 

· Flexible UP-traffic protection shall support heterogeneous access technologies.

NOTE: 
In all of the above, lawful interception and other local regulations must be taken into account.

Editor’s note: It is FFS whether the Note immediately above can be adapted to include the separate Note earlier in this section saying "National regulatory requirements may not allow to disable confidentiality and/or integrity protection of the user plane on the radio interface".

5.1.3.5
 Key Issue #1.5 Integrity protection for the control plane between UE and network
5.1.3.5.1
Key issue details

The present key issue covers integrity protection for signalling between the UE and appropriate endpoints in the network.  

NOTE:
In EPS, the only form of user plane traffic protected between UE and core network is the Rel-13 feature "data via MME", which, however, could also be seen as part of the UE-CN control plane.

5.1.3.5.2
Security threats 

tba

5.1.3.5.3
Potential security requirements

-
Integrity protection is mandatory to support and mandatory to use for both UE and CN endpoint, except for emergency calls.

-
Integrity protection is mandatory to support and mandatory to use for both UE and AN endpoint, except for emergency calls.

5.1.3.6
 Key Issue #1.6 Confidentiality for the control plane between UE and network
5.1.3.6.1
Key issue details

The present key issue covers confidentiality for signalling between the UE and appropriate endpoints in the network.  

NOTE:
In EPS, the only form of user plane traffic protected between UE and core network is the Rel-13 feature "data via MME", which, however, could also be seen as part of the UE-CN control plane.

5.1.3.6.2
Security threats 

tba

5.1.3.6.3
Potential security requirements

-
Confidentiality protection is mandatory to support for both UE and CN endpoint and is recommended to be used.

-
Confidentiality protection is mandatory to support for both UE and AN endpoint and is recommended to be used.

NOTE:
Confidentiality protection is subject to local regulations
5.1.3.7
Key issue #1.7: Key hierarchy

5.1.3.7.1
Key issue details

Key hierarchy is required to provision confidentiality and integrity requirements presented in other key issues. 

5.1.3.7.2
Security threats

Using a flat key hierarchy, there is a greater attack surface for attackers due to multiple key agreements and the timing of these agreements. Additionally, there are opportunities to attack the keys when re-synchronization is required. Furthermore, using a hierarchy with common keys among network slices could cause other security problems, e.g., leakage of the information on the keys on one slice could affect other network slices. 

5.1.3.7.3
Potential security requirements

-
Keys for confidentiality and integrity of control plane shall be provided 

-
Keys for confidentiality and integrity of user plane shall be provided 

-
Keys to support network slicing shall be provided

-
Keys to support new radio (NR) shall be provided

-
Keys to support non-3GPP RAT (Radio Access Technology) shall be provided

-
Keys to support backward compatibility with SAE/LTE shall be provided

Security for different communications mentioned above shall be isolated.

5.1.3.8 
Key Issue #1.8: UEs with Asymmetric Keys

5.2.3.8.1 
Key issue details

Requirements across several key issues suggest that NextGen UEs will require asymmetric keys, or at least would strongly benefit from having such keys. In particular:

-
Equipment identifier authentication (Key Issue #2.4), would be difficult to do with symmetric keys. A symmetric key solution would require either binding a given equipment to a specific operator (so that only said operator can then authenticate it), or else would require that a non-operator party (most likely the equipment manufacturer) has to keep a copy of the equipment symmetric key and run the equivalent of an AuC. 

-
User authentication requirements are stated in 3GPP TR 22.861: "Enhanced authentication mechanism shall enable an operator to provide efficient means to authenticate a user and a device (e.g., using biometric information)." Instead of operators storing large quantities of biometric data, it would be more secure for the user to authenticate locally to the device (using a fingerprint etc.) and then for the device to report this fact securely to the operator. However trusting such a report in part requires the device to be suitably trusted.  

-
Non-AKA-based authentication (Key Issue #2.5) suggests that UEs will authenticate to non-3GPP access networks, or perhaps to NextGen factory networks, using public key methods like EAP-TLS. 

-
Remote credential provisioning for IoT devices (Key Issue #12.2), includes the requirement from TR 22.861 that “The 3GPP system shall support a secure mechanism to remotely provision a device that has not been pre-provisioned, with its 3GPP subscription credentials."  This may include i) Allowing limited temporary access to a mobile network for a device which does not yet have a 3GPP subscription. But doing that suggests that some form of secure device authentication is needed for subscription-less devices, or otherwise spoof devices may attempt to repeatedly join the network to request subscriptions and waste resources. ii) Ensuring that the destination point for the provisioning of subscription credentials is trustworthy enough to receive these credentials. This calls for authentication of the device or of a secure component embedded within the device (e.g. the existing GSMA eUICC solution relies on an elliptic curve keypair to authenticate the eUICC to multiple operators).

Further key issues suggest that NextGen UEs will need to verify asymmetric keys used by network components:

-
AS security during RRC idle mode” (Key Issue #4.1) includes the following potential security requirement:  Next generation system should provide a means to ensure a UE in idle state is able to determine the authenticity of a cell. The main goal is to prevent denial of service attacks from false networks. It is very difficult to imagine that a UE without a security context yet established could do this by symmetric key means. But if the UE could recognize the public key signatures from genuine networks, this requirement could be met. 

-
Key issue #7.1 “Subscription identifier privacy” discusses the leakage of permanent subscription identifiers, such as IMSI, on the radio interface. The ideal would, of course, be to ensure that permanent identifiers are never sent in clear over the radio interface, but are instead encrypted to legitimate network nodes. Again, it is very difficult to imagine doing this by symmetric key means before establishing a security context.  But if the UE could recognize the encryption public keys of genuine networks, this requirement could be met.

If there are several areas where public key authentication is needed, then the architectural implications should be considered early on, rather than being introduced on a piecemeal basis. For example: 

1.
It will be very messy and complex if UEs  have to get multiple key pairs/and or certificates from different sources, by different mechanisms, using different crypto-technologies, and perhaps stored in different parts of the equipment, in order to support each use case separately. 

2.
Some of the use cases could be architected using an operator-run database of public keys; but others appear to call for a public key certificate. This then raises the question of whether the device manufacturer has to arrange for a certificate in all cases (quite an overhead, especially for ultra-low-cost IoT devices), or whether it is better for an operator to generate one as and where it is needed, or whether a third party PKI becomes needed.  

3.
The operational consequences of using asymmetric keys vs symmetric needs to be taken into account when evaluating proposed solutions.

5.2.3.8.2 
Security threats

A UE with multiple asymmetric key pairs (or multiple components hosting keypairs) may present a larger attack surface than one containing a unified keypair (or a unified component for such keypairs). Security of the device may be reduced to that of the weakest key, weakest key-provisioning method or weakest component. 

If a UE has multiple different keys, an attacker may try to force the wrong key to be used (e.g. a signing key may be used for decryption, or may be used to sign a spoof protocol handshake).  Or on the verification side, an attacker may try to force the wrong public key to be used, to verify a spoofed signature or certificate.  

The cost of provisioning multiple key-pairs and/or certificates may force security compromises which would not be needed under a more unified solution (such as generating a single master equipment key within a single secure component). 

Public key technology may force operators to rely on so-called trusted third parties without having any real control over the security offered by such parties. 

Over-use of a single UE key-pair may harm user privacy (allowing a user’s actions to be linked and tracked across multiple domains and services). 

Public key cryptography may be vulnerable to advances in quantum computing over the lifetime of the NG system. 

5.2.3.8.3 
Potential security requirements

Where asymmetric keys are identified as being required as part of a solution:

· The UE shall support a component for generating, storing and using asymmetric keys which meets the security needs of all use cases calling for such keys.

· It shall be possible for operators to use UE keypairs for various means without necessarily trusting third parties. It shall be possible for operators to deploy keypairs for network components (to be verified by UEs) without necessarily using trusted third parties. 

-
UEs and network components shall be able to support at least one form of quantum-safe public key cryptography. This might be done by upgrading/patching over the lifetime of the UE / NG network.  

5.1.3.9
Key issue #1.9:  Security features for AN-CN Control Plane

5.1.3.9.1
Key issue details

The present key issue covers confidentiality and integrity for control plane traffic between appropriate entities in the access network and core network, respectively. 

NOTE:
This corresponds to backhaul link control plane security in EPS, cf. TS 33.401, clause 11.

5.1.3.9.2
Security threats 

tba

5.1.3.9.3
Potential security requirements

tba

5.1.3.10
Key issue #1.10:  Security features for AN-CN User Plane

5.1.3.10.1
Key issue details

The present key issue covers confidentiality and integrity for user plane traffic between appropriate entities in the access network and core network, respectively. 

NOTE:
This corresponds to backhaul link control plane security in EPS, cf. TS 33.401, clause 12.

5.1.3.10.2
Security threats 

tba

5.1.3.10.3
Potential security requirements

tba

5.1.3.11
Key issue #1.11:  Security features for CN-CN Control Plane

5.1.3.11.1
Key issue details

The present key issue covers confidentiality and integrity for control plane traffic between appropriate entities in the core network. 

NOTE1: 
This corresponds to network domain security in EPS, cf. TS 33.210 and TS 33.310.

NOTE2: 
This key issue is included in the security area "Architecture" so as to obtain a complete overview of the interfaces that need to be protected in this security area. Further details and solutions can be found in security area 10 "Network Domain Security".

5.1.3.11.2
Security threats 

tba

5.1.3.11.3
Potential security requirements

tba

5.1.3.12
Key issue #1.12:  Security features for CN-CN User Plane

5.1.3.12.1
Key issue details

The present key issue covers confidentiality and integrity for user plane traffic between appropriate entities in the core network. 

Editor's Note: This key issue has been added for completeness so that an explicit decision can be made. There is no equivalent in EPS as network domain security in TS 33.210 is explicitly limited to control plane traffic. It is ffs whether 3GPP should specify the equivalent of network domain security for user plane traffic in 5G. If so then further details and solutions can be found in security area 10 "Network Domain Security".

5.1.3.12.2
Security threats 

tba

5.1.3.12.3
Potential security requirements

5.1.3.13 
Key Issue #1.13: Security Implications of Low Latency 

5.1.3.13.1 
Key issue details

The following requirements are stated in [4], among others related to latency of Next Gen communications:

· [PR 5.1.3-001] The 3GPP system shall support cycle times of [1 ms to 2 ms]. Within the cycle time, both uplink and downlink transactions must be executed. Additional margin is needed for the sensor/actuator to process the request.

· [PR 5.2.3-001] The 3GPP system shall support very low latency (~1 ms).

· [PR 5.2.3-010] The 3GPP system shall support low end-to-end latency ranging from 1 ms up to 10 ms even in the high mobility scenario.

· [PR 5.3.3-001] The 3GPP system shall support 1 ms one-way delay between mobile devices and devices in the nearby Internet.

· [PR 5.3.3-002] The 3GPP System shall support very low one-way latency on the radio layer [1 ms].

· [PR 5.3.3-005] The 3GPP System shall minimize the delay (e.g. that caused by signalling, incl. for security) that is required prior to user data transmission.

The natural reading of these requirements is that they apply to user plane traffic; however it is not immediately clear what the implications would be for control plane latency (e.g. signalling to transition from idle mode to active mode, to run AKA and establish a security context). Certainly it could be argued from [PR 5.3.3-005] that the intention is to achieve ultra-low control plane latency as well, although a precise target is not given. 

However, both low user-plane and low control-plane latency requirements have serious security implications: 

a)
User Plane

In conventional cellular networks, billable traffic is routed into the core network (e.g. SGSN, PD-GW). During roaming, it is usually routed into the cores of both the visited and home network. This allows both networks to keep track of how much data is being consumed (and of what billable types etc.) and so helps prevent billing errors, or deliberate fraud. 

By contrast, to achieve very low latencies, significant data will need to be routed directly between the UE and the network edge, without passing through the core network (and without touching the home network at all in a roaming scenario). In particular, the visited network must rely on edge components to tell it what charging records to send to the home network, and the home network must also rely entirely on these components, despite having almost no control over how they are set up/secured. Since the edges of networks are more vulnerable to attack than the cores, this creates a significant risk both of billing errors (and disputed bills with the subscriber), and of deliberate billing fraud. 

A further concern is that operators are required to provide LEA Support including Lawful interception (LI) and Retained Data (RD) capabilities for traffic carried on their networks; typically this functionality is supported at nodes within the core network. However, traffic carried from the UE to an application at the network edge is currently designed to avoid the core, and hence would avoid the usual intercept points.

Moreover, in the context of mobile edge computing, placing multiple additional LI points around the network edge raises security risks: 

•
there will be many more LI points than in traditional deployments

•
and also edge nodes are likely to be more exposed to attack than core nodes. 

Finally, even basic crypto-operations become a challenge with <1 ms round trip time. If say 10% of that latency is consumed by the crypto, this requires at most 25 micro-seconds for each send and receive operation, or at most 12.5 micro-seconds for each crypto operation;

b)
Control Plane 

Overly aggressive latency targets for the control plane (e.g. <10ms or <1ms latency) may compromise system security, or else entail a completely new security architecture, without actually being justified by the envisaged use cases. 

3GPP security mechanisms include authentication and key agreement, with periodic re-authentication (which requires round trips to the home network), signalling to the core network to manage security associations and session key updates, secure handovers between cells, and basic cryptographic operations of encryption and decryption, creation and verification of MACs etc. 

Authentication to the home network becomes extremely difficult within a round trip of <10 ms (for speed of light reasons, the home network can be at most 1500 km away), and core network signalling is very challenging within a round trip of <1 ms (core network nodes can be at most 150 km away). It is important to note that currently we don’t have any business use case or service requirement for such low latency needs regarding the authentication or control plane between the UE and the core network

There is not always a clear motivation for the ultra-low latency targets which would give rise to these security issues. Latencies of 50ms seem to be acceptable for use cases with human interaction (nerve signals cannot transmit faster than this through the human body, so human reaction times are always measured in 10s of ms). Or for cases like automated driving, 10ms of latency corresponds to less than 25 cm of motion at typical speeds. Air bags deploy in 15 to 30 msec.

5.2.3.13.2 
Security threats

Fraudulent users and/or applications may disrupt accurate billing or create false billing records. Under-billing is an obvious risk (where the end user or edge application tries to use more data, or more valuable classes of data, than they will be billed for), but so is over-billing (if a hosted edge application has a revenue-share model, or pay-per-click model, it may try to inflate the amount of data billed for). Inter-operator roaming fraud may also be an issue. 

LI capabilities which are distributed to a large number of edge components may be hijacked and abused to spy on user traffic. LI targets may evade interception (by disrupting the LI function) or learn that they are being targeted (by observing a change in behaviour/performance).  

Traffic which cannot be fully encrypted (because the latency target does not permit this) may be read by an attacker from the radio interface, or elsewhere, leading to loss of user confidentiality. Traffic which cannot be integrity protected (because the latency target does not permit this) may be altered by an attacker. 

A subscription which cannot be authenticated at the home network may incur billable events that are never paid for or inject malicious traffic into a visited network without accountability/traceability. Replication of home network functionality (e.g. HSS) closer to the UE risks exposure of long-term secret keys. 

5.2.3.13.3 
Potential security requirements

 It shall be possible for visited networks and home networks to verify billing records supplied by potentially vulnerable components. when a lower level of security is used.

Editor's Note: Further research is needed to address LI issues. Liaisons have been already exchanged between ETSI MEC and ETSI TC LI. 

For some services, it shall be possible to encrypt the user-plane with a very fast stream cipher. If, based on the operator’s decision, security of user plane data is dropped entirely for some ultra-low latency services, the operator shall still be able to achieve some assurances on types and quantity of data carried via control plane signalling. 

It shall be possible to adequately authenticate subscriptions even if there is very low control-plane latency, without exposing sensitive assets (such as a long term authentication secret key) at the network edge.
5.1.3.14
Key issue #1.14: Security for serving functions in a less secure location
5.1.3.14.1
Key issue details

In a NextGen system, the serving functions in the core network may be virtualized. Some serving functions, such as SM, even MM, may be deployed close to AN, which may not be as secure as the core network location.

The following two deployment modes are identified:
-
Mode A: all serving functions are deployed in a secure location.

In this mode, a serving function (e.g. vSF-x in figure 5.1.3.14.1-1) can be deployed to handle UE-CN secure signalling (e.g. NAS in LTE), while the signalling latency between the NG UE and other vSFs needs to be considered as all UE-CN signalling shall pass through the vSF.

-
Mode B: some serving functions are deployed in a less secure location.

In this mode the serving fuctions are located typically close to the AN and as there are many AN locations this is typically less secure. If UE-CN secure signalling can only be terminated at one vSF (e.g. vSF-y in figure 5.1.3.14.1-2), then the signalling and data need to be verifiable and protected for privacy between the NG UE and the vSF as well as between the vSF and the rest of the core network. This will make the signalling security inefficient. As the secure tunnel between vSFs that across unsecured domain may be hacked, and the vSF itself may also be hacked, so there is a risk that subscription sensitive information (e.g. IMSI) may be eavesdropped even if it is sent in the secure tunnel. Hence, no subscription sensitive information should be send to a vSF that is in a less secure location.

NOTE1:
There may be a vSF in the middle of UE-CN security signalling path, e.g. serving function for slice selection.

It is recommended that mode A is the only case used for Next Generation, however, it is FFS whether both deployment modes need to be considered. If mode B needs to be considered, then security requirements need to be specified for mode B.
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Figure 5.1.3.14.1-1 Mode A
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Figure 5.1.3.14.1-2 Mode B

NOTE2:
An AN can be in secure location as well as in less secure location, depends on deployment.

Editor’s note:
Terminology of vSF need to be defined. For model B, new requirement maybe needed to let the vSFs to report its location status, so the network can use policy to control the security mechanism for the vSFs.

5.1.3.14.2
Security threats
There’s no special security threat can be identified for mode A.

For mode B, if subscription sensitive information (e.g. IMSI) is delivered to the vSF that is in a less secure location, then exposure of the subscription sensitive information to hacker may occur. As the vSF may be accessed, storage of the vSF maybe hacked, so, UE related information is not secure, if the information can be tracked, e.g. by temporary ID, then user related information may be retrieved. If the vSF is able to handle UE-CN security signalling, and the keys for handling UE-CN secure signalling in the vSF can deduce keys for handling UE-CN secure signalling in the other vSF, then the attacker can also eavesdrop information that is transferred between the NG UE and the other vSF.

5.1.3.14.3
Potential security requirements

If the vSF is in a less secure location:

-
Subscription sensitive information should not be delivered to the vSF.

-
Any UE related information should be assigned to pseudonymity in the vSF, and any temporary ID related to the UE shoud be changed frequently.

If the vSF handles UE-CN signalling then:

-
It should be possible that the vSF can handle UE-CN secure signalling (i.e. perform integrity and confidentiality process per UE) if needed.

-
The keys for handling UE-CN secure signalling in the vSF should not be able to deduce keys in any other vSF, which handles UE-CN secure signalling too.

5.1.3.y
Key issue #1.y: <key issue name>

5.1.3.y.1
Key issue details

5.1.3.y.2
Security threats 

5.1.3.y.3
Potential security requirements
5.1.4
Solutions
5.1.4.1
Solution #1.1: Radio interface user plane integrity protection

5.1.4.1.1
Introduction

This solution addresses key issue #1.3.

5.1.4.1.2
Solution details  

User plane integrity protection is mandatory to support in the network while optional in the UE, with at least two alternative and substantially different algorithms mandatory to support in devices.  Both 128-bit and 256-bit encryption keys should be accommodated.

In integrity protected signalling, the device states which algorithms it supports, and optionally also whether or not it desires user plane integrity protection.

Algorithms allow either 32-bit or 64-bit MACs to be produced, and the device can optionally indicate which it prefers.

The visited network decides whether or not user plane integrity protection is possible (for example do both ends support it and have at least one algorithm in common); if it is possible, then the network decides whether or not it should be used, and with which algorithm and which MAC length.  This also is indicated to the UE in an integrity protected signalling message.

A possible variation would be to have the decision made separately for uplink and downlink.  If this variant is adopted, then the UE should be able to indicate separately for uplink and downlink whether it desires user plane integrity protection.

5.1.4.1.3
Evaluation 

FFS

5.1.4.2
Solution #1.2: Periodic local authentication and packet count check

5.1.4.2.1
Introduction 
This solution addresses some aspects of key issue #1.3, namely the threat of an attacker inserting significant quantities of rogue data into an established traffic channel.

5.1.4.2.2
Solution details 
The solution is the same as the "Signalling procedure for periodic local authentication" (3GPP TS 33.102, clause 6.4.7, and 3GPP TS 33.401, clause 7.5), adapted as necessary to fit the Next Generation architecture.

Editor’s note: The detailed solution to fit the Next Generation architecture is ffs.

5.1.4.2.3
Evaluation 

FFS

5.1.4.3
Solution #1.3: Radio interface user plane encryption

5.1.4.3.1
Introduction

This solution addresses key issue #1.4.

5.1.4.3.2
Solution details 

User encryption is mandatory to support in UE and network, with at least two alternative and substantially different algorithms mandatory to support .  Both 128-bit and 256-bit encryption keys should be accommodated.

In an integrity protected signalling message, the UE states which algorithms it supports.

The visited network decides whether or not to apply encryption, and which algorithm to use.  This is indicated to the device in an integrity protected signalling message. 

The encryption should always be applied where regulations permit.

5.1.4.3.3
Evaluation 

FFS

5.1.4.4
Solution #1.4: Key hierarchy

5.1.4.4.1
Introduction

This solution addresses key issues of “#1 Architectural aspects of NextGen security” and “#8 Network slicing security”.

5.1.4.4.2
Solution details  

Figure 5.1.4.4.2-1 shows the proposed key hierarchy. We assume that (1) there is one common C-plane in the core network, (2) there is no slicing in radio access network thus the radio access technology keys as shown in the figure and (3) separate keys are required for each network slice. 

In this key hierarchy, there is one master key “K” and the key is used only to derive “Kng” used as a master key to provide subsequent keys. 

For security between a UE and core network, keys for C-plane “Kcp” and for U-plane in network slice A “Kns_a_up” are derived using the master key “Kng” and the identity information of the keys and the network slice. Other keys for integrity and confidentiality of C-plane (Kcp_i, Kcp_c) and U-plane (Kns_a_up_i, Kns_a_up_c) messages are derived from Kcp and Kns_a_up, respectively. Although keys for C-plane is derived once and commonly used among multiple network slices, keys for U-plane is derived for each network slice.

For AS security, a key “KRAT” used for the communication between a UE and RAT (Radio Access Technology) is derived using the master key “Kng” and identity information on the RAT. Keys for C-plane “Krat_cp” and for U-plane “Krat _up” are derived using the master key “Kng” and the identity information of the keys. Other keys for integrity and confidentiality of C-plane (Krat_cp_i, Krat_cp_c) and U-plane (Krat_up_i, Krat_up_c) messages are derived from Krat_cp and Krat_up, respectively. This key hierarchy also supports other RAT than 3GPP using “Krat_other” or “Knon-3GPP_other”, and could include legacy key hierarchy such as GSM/UMTS/E-UTRAN using “K3GPP_rat”.

Editor's Note : Definition of each key in detail including how it is derived and where it is stored, is FFS.

Editor’s Note: It is FFS to consider how to realize security isolation among network slices for single C-plane in core network.

Editor’s Note: It is FFS to consider RAN network slicing and impact of that on the key hierarchy.

Editor's Note: The current key hierarchy is based on the assumption that the protection of U-plane between UE and UP GW is per slice based. Whether it is applicable to per-session based U-plane protection is FFS. 
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Figure.5.1.4.4.2-1: Key hierarchy

5.1.4.4.3
Evaluation 

FFS

5.1.4.5
Solution #1.5: User plane security policy and key derivation

5.1.4.5.1
Introduction

This solution addresses Key Issue #1.3 and Key Issue#1.4. The terminologies are referred to TR23.799 solution #4.3 and solution #12.1.

5.1.4.5.2
Solution details  

5.1.4.5.2.1
Introduction 

In this document, it is assumed that policy control function is mainly for executing the security policy determination and that Session Management Function is service specific, mainly for controlling the establishment of the UE’s session, also, the UP-GW is user plane gateway serving the session

Editor’s Note: The name and location of policy control function is FFS. 

UP-traffic protection granularity should support the per-session mechanism. The solution proposes to put the security termination point at User Plane Gateway. And the user plane is protected on per-session granularity with a security policy determined from security requirements.From the security point of view, there would be many types of security requirement required by the service, UE, or network, which should be considered together for the security policy. For example: 

•
Security Requirement A: UE’s service requirement 

•
Security Requirement B: default security requirements pre-configured for the UE in HSS

•
Security Requirement C: security capabilities from the gateway side

•
Security Requirement D: security capabilities from Application Server

•
Security Requirement E: security capabilities supported by the UE equipment

The UP security policies are determined from the above requirements, the security policy could apply for security protection for granularity of UP session. The security policy could include e.g.:

-
Confidentiality protection algorithm, such as AES, Snow 3G, Zuc, Null.

-
Integrity protection algorithm, such as AES, Snow 3G, Zuc, Null.

-
Key length etc. 

The security policy could be decided by the policy control function or other elements. The security policy is applied to UP security protection, i.e. UP confidentiality protection and UP integrity protection between UE and UP GW.

The high level description is that: firstly, UE send the request to the network including the security requirement A. After retrieving the requirements, the policy control determines the final security policy. Next, based on the security policy, the CN generates and distributes the protection key K_SID_con, K_SID_int for confidentiality protection and integrity protection of the session.

5.1.4.5.2.2
Procedure

The following figure gives one solution to about how to implement the UP security protection. In this solution, the security policy decision is completed based on the session setup procedure which could be either session established with attach procedure or a dedicate session setup procedure after UE already attached to the network. The security policy is determined from security requirement A and requirement C.  
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Figure 5.1.4.5.2.2-1: User Plane security policy and key derivation at per-session granularity

NOTE:
Where is location of SM may have impact.

1.
UE initiates a session setup request. UE provides security requirement A, which would be the service specific that UE wants to use. UE ID may also be included. This step may be combined with the attach procedure in case the session is established with the attach procedure (EPS-like session establishment). It is assumed that this message is carried via an access function.  It is assumed that this message should be protected by control plane security.

2.
Upon receiving UE ID and security requirement A, SM generates the session ID, and sends policy request to policy control, including security requirement A.

3.
Policy control function determines the final security policy of the session based on the security requirement A and security requirement C, where the security requirement C could be the security capabilities of the UP-GW. 

4.
Policy control function sends policy response back to SM with the security policy.

5.
SM function sends the key request message to the CP-AU with the UE ID, session ID, and the corresponding security policy. 

6.
Firstly CP-AU generates the shared key K(e.g. Kasme in LTE) derived from the mutual authentication between UE and core network. Then, according to the content of the security policy, CP-AU generates confidentiality protection key K_SID_con and integrity protection key K_SID_int based on the session ID and the shared key K. The security policy can be an explicit input to the Key Derivation Function.

7.
CP-AU sends K_SID_con and K_SID_int back to the SM. 

8.
SM sends the session ID and security policy to UE.  It is assumed that this message should be protected by control plane security.

9.
After receiving the security policy, UE generate confidentiality protection key K_SID_con and integrity protection key K_SID_int based on the session ID and the shared key K, according the security policy.

Editor’s note: It is FFS how integrity keys and ciphering keys are derived from K.

10.
SM sends the session setup message to UP gateway (UP-GW) in order to setup the session, including session ID, K_SID_con, K_SID_int and the security policy.

11.
UP-GW sends ACK back to SM.

Thus, UE and UP-GW share confidentiality protection key K_SID_con, integrity protection key K_SID_int and the security policy for them. Therefore, UP security protection would be deployed for the above session between UE and UP-GW.

5.1.4.5.2
Evaluation

Tba

5.1.4.6
Solution #1.6: A new security anchor for NextGen

5.1.4.6.1
Introduction  

This solution addresses Key Issue #1.2. 

The solution addresses the issue of being able to separate the authentication functions in the CN from the Mobility Management (MM) and Session Management (SM) functions. This ensures that it is possible to store the keys resulting from an authentication in a secure location even if MM and SM functions are placed near the edge of the network in less secure location. The solution describes a key hierarchy and how that key hierarchy could be used in possible attach, idle mode mobility and handovers.

The solution makes no assumption on the actual authentication method used to authenticate the UE or on the storage of credentials in the UE as these are subject to their own key issues in different security areas.

5.1.4.6.2
Solution details  

5.1.4.6.2.1
Architecture   

This solution describes a new security anchor and the corresponding key hierarchy in the NextGen system. The 3GPP SA WG2 defines an authentication framework in subclause 6.12.1.1 of TR 23.799 [2]. Figure 5.1.4.6.2.1-1 describes the architecture (and is a copy of Figure 6.12.1.1.1-1 of version 0.5.0 of TR 23.799 [2]).
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Figure 5.1.4.6.2.1-1: Reference architecture for Unified authentication framework for in non-roaming scenario

Editor’s Note: The location of the CP-AU when the UE is roaming is FFS.

Editor’s Note: In TR 23.799 [2], the AAA is defined as follows ‘AAA Function: The profile repository and authentication function of the Home network, that stores the subscriber profile and the subscriber long-term credentials and authentication algorithms.’ It is FFS what the split of functionality is between the AAA and the HSS.

The architecture includes a control plane authentication function (i.e., CP-AU) that is involved in the authentication of a UE connecting to the NextGen core network (CN) via different access networks as shown in the figure. The CP-AU is a security anchor of the NextGen CN and is decoupled from the mobility management (MM) and session management (SM) functions that are abstracted in the control plane functions (i.e., CP-CN) as shown in the figure. As a security anchor, the CP-AU maintains the security context of a UE for an authentication session and derives/provides keys for other network functions (e.g., CP-CN, AN) to enable those functions to establish a security context for the UE.

Decoupling of the security anchor functionality from the MM and SM functionalities enables the security anchor to reside in a physically secure location in the NextGen CN independent of the MM and SM location (e.g., close to AN). This functional split requires a new key hierarchy and a corresponding security and key derivation procedure.

5.1.4.6.2.2
Key Hierarchy

A key hierarchy for the NextGen system is shown in Figure 5.1.4.6.2.2-1. In general, the key hierarchy is similar to that of LTE with the following differences:

 introduction of an additional layer of key hierarchy that allows a key resulting from the authentication to be held in a secure location (in effect this is splitting the KASME into KCP-AU and KCP-CN); 

ability to generate keys (KUP-GW) for termination of the UP security at a user plane gateway that is in the core network (see Key Issue # 1.4);

The latter change is partially out of scope for this key issue and solution, but shows how the proposed security anchor and key hierarchy can be extended to help fulfil other key issue.

The description of each key in the key hierarchy is as follows.

-
K: the subscription credential that is held in the UE and AAA

-
KCP-AU: anchor key for the authentication session from which subsequent keys (e.g., CN control plane keys and AN keys) are derived. 

NOTE:
The derivation of KCP-AU is authentication method specific.

-
KCP-CN: control plane key bound to a CP-CN. The CP-CN further derives NAS encryption and integrity protection keys from KCP-CN.

-
KAN/NH: The key provided to the AN (play the same role as KeNB/NH in LTE). AN further derives RRC encryption and integrity protection keys and UP encryption and integrity protection keys from KAN.

Editor’s Note: whether KAN needs to be derived directly by CP-AU is FFS. Even if the CP-AU directly derives KAN and provides it to the AN, CP-AU may derive an intermediate keys (e.g., KCP-CN) in order to respect the key hierarchy. In this case, the parameter(s) used for KCP-CN derivation should be informed to the UE so that the UE derives the same key. This may be considered as a collocated CP-CN with the CP-AU.

Editor’s Note: whether a new NH derivation is necessary is FFS, i.e. whether there is a need for handovers using a vertical key derivation like in LTE.

-
KUP-GW: user plane key for an UP-GW when the user plane security terminates at the UP-GW 

Editor’s Note: whether the user plane security terminates at an AN or an UP-GW is determined by the CN based on subscription information and service type and configured at the UE and the UP-GW.

The details on each key derivation (e.g., key derivation algorithm, input parameters) are FFS.

 [image: image8.emf] 


Figure 5.1.4.6.2.2-1: Key hierarchy of the NextGen system

Editor’s Note: Implications of deriving KAN from KCN-CP is in a less secure location is FFS.

Editor’s Note: The role of the KCP-CN in deriving KNASenc/NASint and KAN/NH needs some justification.

Editor’s Note: It is FFS whether the both sets of UP security keys will be needed simulataneously.

5.1.4.6.2.3
 Possible example procedures using the security anchor

5.1.4.6.2.3.1
General

The following subclause contains some possible procedures involving the security anchor. The procedures are based on LTE procedures and are provided to show how a security anchor may be used. 

Editor’s note: The procedures are only examples and may need to be updated to keep aligned with any SA2 decisions

5.1.4.6.2.3.2
Key derivation during the attach procedure

Figure 5.1.4.6.2.3.2-1 shows the security procedure and corresponding key delivery during the UE attach procedure.
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Figure 5.1.4.6.2.3.2-1: Security procedure during the attach


1. The UE sends an attach request to the network. The attach request is routed to the CP-CN based on a certain network function selection rule (e.g., CP-CN selection at AN).


2. The CP-CN triggers the authentication procedure. A successful authentication information results in an authentication session root key (i.e., KCP-AU) being available at the UE and sent to the CP-AU. The exact details of the flows here depend on the authentication method being used.


3. The CP-AU derives a key for the CP-CN that is managing the UE (i.e., KCP-CN) and sends the key to the CP-CN. Additionally, the CP-CN derives a key for the UP-GW selected for the UE (i.e., KUP-GW) and sends it to the UP-GW. 

Editor’s Note: A UP-GW selection procedure should be defined by SA2. Depending on the UP-GW selection procedure, KUP-GW may be delivered directly to the UP-GW or via the CP-CN.


4. The CP-CN establishes a NAS security context for the UE by performing a NAS security mode command procedure with the UE. 


5. The CP-CN derives a key for the AN serving the UE (KAN) and sends it to the AN.


6. The AN establishes an AS security context for the UE by performing an AS security mode command procedure with the UE. 

5.1.4.6.2.3.3
Key derivation during the NG2-based handover

The figure 5.1.4.6.2.3.3-1 describes the security procedure during the NG2-based handover, i.e., handover involving CP-CN relocation. The handover procedure is described based on that of LTE (i.e., S1-based HO). The difference from the S1-based HO in LTE is that when the Target CP-CN receives a Forward Relocation Request message from the Source CP-CN, it obtains a fresh key from the CP-AU, thereby deriving the AN key for the Target AN. 
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Figure 5.1.4.z.2.3.3-1: Security procedure during NG2-based handover


1. The source AN sends a Handover Required message to the source CP-CN.


2. The source CP-CN sends a Forward Relocation Request to the target CP-CN. 

Editors’ note: It is FFS whether handovers that support a change of CP-AU will be needed.


3. The target CP-CN request a key to the CP-AU. If the target CP-CN has a cached key for the UE, it removes the cached key.


4. The CP-AU derives a fresh key for the target CP-CN and sends it to the target CP-CN.


5. The target CP-CN derives a key for the target AN and sends it to the target AN along with the handover request message. 


6. The target AN sends the handover request acknowledgement message to the target CP-CN. By having the AN key, the target AN is ready to receive a protected RRC message from the UE. In case the target AN rejects the handover request, it shall discard the key received from the target CP-CN in step 5.


7. The target CP-CN sends a key acknowledgement message to the CP-AU to indicate that the key derived for the target CP-CN is in use. 

NOTE: 
This key acknowledgement may be optional. Whether the key ack is necessary may be determined based on the parameters used for key derivation.    


8. The target CP-CN sends a forward relocation request to the source CP-CN.


9. The source CP-CN sends a handover command to the source AN. The handover command contains the information on the target CP-CN and target AN with which the UE can derive the corresponding keys. 


10. The UE derives the key for the target CP-CN and based on which, derives the key for the target AN. The UE further derives the subsequent keys (RRCenc, RRCint) to protect RRC messages and user plane traffic. The UE sends a handover confirmation message to the target AN after protecting the message using the derived keys.

5.1.4.6.2.3.4
Key derivation for the idle mode mobility

The figure 5.1.4.6.2.3.4-1 describes the security procedure during the idle mode mobility, i.e., tracking area update procedure. The tracking area update procedure is described based on that of LTE. The difference from the LTE TAU is that the TAU request is verified by the old CP-CN and acknowledged to the new CP-CN because the old CP-CN does not share the security context with the new CP-CN in the presence of CP-AU.
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Figure 5.1.4.6.2.3.4-1: Security procedure during tracking area update


1. The UE sends a tracking area update (TAU) request to the network.


2. The new CP-CN identifies the old CP-CN based on the UE identifier (e.g., S-TMSI or GUTI) and requests TAU request message verification to the old CP-CN.


3. The old CP-CN verifies the TAU request and responds to the new CP-CN. 


4. The new CP-CN acknowledges the receipt of the response message to the old CP-CN.


5. The new CP-CN requests a key to CP-AU. 


6. The CP-AU derives a key for the new CP-CN and send the key to the CP-CN.


7. The new CP-CN and the UE performs NAS security mode command (SMC) procedure and tracking area update procedure as shown in step 7 – 10.

5.1.4.6.3
Evaluation 

TBD
5.1.4.7
Solution #1.7: Serving functions all deployed in secure locatoin
5.1.4.7.1
Introduction

This solution addresses key issue #1.14.

5.1.4.7.2
Solution details  
Deploy all serving functions in secure location, even close to AN, makes the development of NextGen system easier to satisfy security requirement.

5.1.4.7.3
Evaluation 

FFS
5.1.4.z
Solution #1.z: <solution name>

5.1.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.1.4.z.2
Solution details  

5.1.4.z.3
Evaluation 

5.1.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
5.2
Security area #2: Authentication 

5.2.1
Introduction 

This security area covers authentication between UE and 3GPP network. Authentication between 3GPP network elements or - as far as applicable - between 3GPP entities and non-3GPP entities are dealt with in other clauses. 
NOTE: 
Examples of authentication between 3GPP network elements are backhaul link security and network domain security between core network elements. Examples of authentication between 3GPP entities and non-3GPP entities covered in 3GPP specifications are the MB2 interface in MBMS or the Tsp interface in MTC. 

The support of a novel set of  use cases in Next Generation network requires to consider more efficient options for authentication to address all the authentication scenarios. 

Some security requirements related to the authentication aspects have been provided in 3GPP as part of the Feasibility Study on New Services and Markets Technology Enablers for Massive Internet of Things [3]. Here the support of a resource efficient mechanism to authenticate a device, when the device is in indirect 3GPP connection mode is required. Also an appropriate and efficient authentication mechanism for groups of IoT devices is requested. 

Authentication aspects related to the support of multiple access network by NextGen have been also considered in [6]. In this context it is required that NextGen system is able to support authentication to access NextGen network through a non-3GPP access using 3GPP credentials. Further, the security architecture of Next Generation System needs to provide means to handle authentication and security credentials towards Authentication Framework, supporting multi-RATs including non-3GPP. Signalling overhead and latency for authentication needs to be minimised

This security area includes the study of resilience against single points of major failure in authentication. The LTE security model is strong against what might be called traditional attacks.  But a broader set ofattacks can be considered.  One example is if the attacker attempts to learn the long term secret key directly, either via an attack on some part of the provisioning flow, or via an attack on the USIM.  Another example is if an attacker can observe session keys sent between operator core network nodes.  If either of these attacks is successful, they undermine the normal LTE security model.  This section deals with ways in which authentication in NextGen systems could be made more robust, so that the impact of some attacks is removed or reduced.

The UE to network perspective can further be characterized as follows: 

-
Subscription perspective: This is the traditional way of focusing on authenticating the identifier and the related subscription. This study area should clarify how the subscription is authenticated towards to network. Subscription authentication would need to be used over different accesses. TR 23.799 [2] mentions several access types for Next Generation systems which each could be studied from authentication point of view, e.g. authentication over Next Generation RAT(s), eLTE, and non-3GPP access (e.g. WLAN, or fixed access). Furthermore, the efficiency of subscription authentication should be taken into account under this security area (even tough authentication procedure may contribute very little to the total overhead of security signalling). Also, the UE may need to authenticate itself towards several networks as is currently described in TR 23.799 Annex D on Potential solution scenarios for support of multiple slices per UE. Finally, TR 22.891 [7] includes requirements for exchange of frequent and infrequent small bursts of data as well as large amounts of data without a lengthy and signalling intensive bearer establishment and authentication procedure. 

Editor's note: Device perspective: TR 22.864 [6] describes scenarios where secure mechanism is needed for unique device identifiers that are stored in a secure and tamper resistant manner on the device. Authentication of the device identifier could be further studied. The network to UE perspective can further be characterized as follows:  

-
Authentication of the network towards the UE: In the LTE authentication model, the freshness of the authentication challenges are verified (cf. SQN), the network side approves that it knows the long term secret (cf. Ki), and the master key (cf. Kasme) created during the process is cryptographically bind to the identity of the access security management entity. The secondary security association between the UE and the RAN (cf. AS security) is bootstrapped from the primary security association. There is no real authentication between the UE and the RAN. The model has approved to be efficient, and secure, however, the number of security end-points in the network side may change in the Next Generation systems (e.g. UEs accessing multiple core network instances possibly via a shared RAN as described in TR 23.799 [2]). This security area should clarify which network(s) is (are) authenticated towards the UE and how. 

-
Equipment perspective: TR 22.864 [6] describes scenarios where secure mechanism is needed for an authorized entity to disable/re-enable from normal operation of a device reported as stolen/found. This clearly implies a need for the device to be able to verify that the disable and re-enable commands come from an authorized party.
The UE to UE perspective and the network to network perspective are covered in different security areas. 

This scope of this security area covers the following:

1) Aspects related to the types of credentials, storage, and identifiers 

Editor's Note: The aspects of non-3GPP credentials and non-3GPP identifiers need clarification. 

-
Authentication using 3GPP credentials, storage of those credentials and subscription identifiers: USIM based credentials are currently the only way of authentication in 3GPP systems. There are several reasons for this. Firstly, the USIM provides a secure storage for the permanent identifier and credentials. Secondly, the permanent identities need to be routable to the home network if the UE is roaming in a visited network forming the foundation to the roaming model. Thirdly, the USIM guarantees the international interoperability. 

-
Authentication using non-3GPP credentials, storage of those credentials and identifiers: TR 22.862 [4] describes a use case in which the network access security (including the identity management and authentication) used in an industrial factory deployment is provided and managed by the factory owner. TR 22.862 states explicitly that "The 3GPP system shall support an authentication process that can handle alternative authentication methods with different types of credentials to allow for different deployment scenarios such as industrial factory automation." This security area should clarify what those non-3GPP credentials could be, how they should be stored, and if there are any requirements for the use of non-3GPP identifiers in Next Generation systems (e.g. related to roaming). 

-
Credential types related to networks could also be studied. For example, if the subscription is authenticated using non-3GPP credentials, the network would also need alternative credentials towards the UE. 

2) Aspects related to the authentication methods and key agreement: 

Editor's Note: The aspects of alternative to AKA need clarification. 

-
Authentication and Key Agreement (AKA), and its potential enhancements: This security area should clarify if it can be expected that the legacy AKA needs to be supported by the Next Generation systems in order to provide backwards compatibility to eLTE. However, this study could potentially also further study enhancements to the legacy AKA, e.g. enhancements to the actual AKA framework implemented in HSS and UICC or enhancements to the protocol exchange between the UE and access security management entity. 

-
Alternatives to AKA: This security area should study potential alternatives to AKA or its enhancements. This security area could study how the alternative methods could be integrated to 3GPP protocols in an unified way, and clarify what kind of interoperability and roaming requirements are assumed from the alternative authentication methods. For example, it should be clarified if the alternative authentication methods need to have a key generation capability creating a master key (cf. Kasme) to be used to protect the subsequent communication between the parties. Furthermore, if the EUTRA needs to be supported with the alternative authentication methods, the LTE-like interface towards the radio network would need to be supported. These may set requirements to the way alternative authentication methods are integrated to Next Generation system.  

5.2.2
Security assumptions
Authentication may involve at least one cryptographic key, for each subscription, that needs to remain secret.  (This may be a shared secret key for use in symmetric cryptography, or a private key used in asymmetric cryptography.)
5.2.3
Key issues
5.2.3.1
 Key Issue #2.1 Authentication framework

5.2.3.1.1
Key issue details

The next generation system is expected to accommodate various services defined in the 3GPP TRs 22.861, 22.891, 22.862. 22.863. In order to guarantee better support operator or 3rd party services, the 3GPP network should support a flexible authentication framework for network and service access.

The purpose of this key issue is to identify how the authentication framework could efficiently and adequately support different kinds of scenarios and applications.

This key issue would address the following general aspects:

-
establishment of mutual trust and security between 3GPP network operator and a 3rd party service

Editor's note: the inclusion of the word 'trust' is ffs

Editor’s note: It is ffs whether 3d parties are to be involved in the authentication between the UE and the network or services.

-
provide the authentication capability of the network to operator and 3rd party services 

Editor’s note: network uses the authentication capability of the service in order to enable service related or network access authentication

Since NexGen network is supposed to meet different service requirements such as broadband access, massive IoT, mission critical tasks, an authentication framework is highly desired to satisfy different authentication requirements in a fine-grained manner. 

The present key issue is assumed to start from the observations in TR 23.799 and TR 22.864. But it is meant to go further in defining methods how this support for a variety of access networks and authentication mechanisms can be achieved. 

The evaluation of solutions for the authentication framework should take into account the following criteria

•
Security: 

•
Possibility of a common transport for a variety of authentication methods: 

•
Efficiency: 

•
Interworking: 

Ease of handovers and idle mode mobility within NextGen and with other RATs

•
Migration 

Backward compatibility to LTE: 

•
3GPP control over possible enhancements of authentication method used over 3GPP-defined access network

5.2.3.1.2
Security threats 

Weak authentication could cause the resource of operators to be  misused or overloaded.

5.2.3.1.3
Potential security requirements

-
The authentication framework shall be protected against misuse and overload.

Editor's Note: The following requirements need more motivation, e.g. from threats. 

Editor's Note: It is ffs whether the authentication framework shall support establishment of mutual trust and security between a 3GPP network operator and 3rd party services.

· The authentication framework shall support authentication for network and service access. 

· The authentication framework shall support authentication based on network and service. 

· The authentication framework shall support authentication for 3GPP and non-3GPP defined access networks.

Editor's Note: It is ffs whether the authentication framework shall support alternative authentication methods with different types of credentials. The types of credentials and how to use these credentials are ffs.

· EPS AKA shall be supported for accessing to LTE network either during initial access or via mobility events.

-
The system shall support enhanced authentication mechanism while maintaining backward compatibility.

A NextGen authentication framework should take into account the following potential requirements from TR 22.864:

"The 3GPP network shall be able to integrate fixed and wireless access management and provide an efficient provision of services over 3GPP and non-3GPP accesses."

"The NextGen system shall be able to support:

-
Authentication to access NextGen network through a non-3GPP access using 3GPP credentials."

A NextGen authentication framework should take into account the following potential requirements from TR 23.799:

"Support authentication of UE connecting to the NextGen CN via different access network, including 3GPP technologies, non-3GPP wireless technologies, fixed broadband access, secure and unsecure Non-3GPP accesses."
"Authentication mechanism include 3GPP authentication mechanisms for the NextGen RAT and for evolved LTE, 3GPP authentication mechanisms for non-3GPP access networks (e.g. 3GPP mechanisms for trusted Wi-Fi scenarios), and possibly mechanisms for other access technologies that may not be defined by 3GPP. As an example, depending on the specific authentication mechanisms to be supported, the common authentication transport may be AAA to support authentication mechanisms based on EAP."
5.2.3.2
Key Issue #2.2: Reducing the impact of secret key leakage

5.2.3.2.1
Key issue details

The current mobile security architectures – GSM / GPRS, UMTS and LTE – rely almost entirely on the secrecy of the long term secret key (called Ki in GSM / GPRS, or K in UMTS/LTE – we will call it Ki here). 

The fundamental security assumption is that the attacker does not know Ki.  But if this security assumption fails, the loss of security is catastrophic.  

Ki might leak to an attacker for a number of reasons, e.g.:

a.
hacking at the factory (SIM vendor or subscription manager) where Ki is generated

b.
hacking of the communication channel over which Ki is transported from SIM vendor or subscription manager to mobile operator

c.
hacking into the mobile operators

d.
insider attack at a mobile operator or SIM vendor

e.
local attack (e.g. side channel) on the SIM card in the supply chain

f.
local attack (e.g. side channel) on the SIM card while temporarily "borrowed" from the customer

Operators and vendors should of course try to prevent any of (a) – (f) from happening.

5.2.3.2.2
Security threats 

Editor's note: reword into third person language

Suppose I’m an attacker, and I want to listen to your phone calls.  Assume that I know what authentication algorithm your USIM uses; some operators have proprietary algorithms, and some algorithms use additional secret constants, but these are all global secrets, and it would be very rash to assume that they’ll remain secret from a determined attacker.  (They may add extra security, and make my life harder, but you shouldn’t rely on that.)

If I also know your Ki, then intercepting and decrypting your calls is pretty easy, and completely passive – I don’t need to set up a false base station, or man-in-the-middle, or anything like that.  I listen out for the authentication challenge sent to your device from the network; I feed RAND and Ki into the algorithm, and I can compute the same radio interface encryption key (session key) that your device has; I record your calls, and use the session key to decrypt them.  I can also decrypt any sessions that I recorded before learning your Ki.

The Ki is one of several pieces of materials protecting the authentication mechanism.  If the Ki is known by an attacker, then it may be easier for the attacker to pretend to be a UE or network.

5.2.3.2.3
Potential security requirements

Editor's Note: The text below should be re-written as requirements

· It will be very difficult to achieve really robust security against an attacker who knows all of the secret keys and algorithms that a subscription is using.  But we can make sure that the attacks would be much harder in practice.  A realistic objective is that an attacker, even if she knows the secret key and Authentication and Key Agreement algorithm (including any global constants) that a subscription is using, would have to carry out a long-term active man-in-the-middle attack in order to eavesdrop on that subscription. That is, anti-passive attack capabilities shall be provided if the pre-shared root key Ki is stolen

-
Another useful objective is forward secrecy, i.e. an attacker learning Ki at any time should not be able to decrypt earlier encrypted radio interface traffic that that they may have recorded.

5.2.3.3
Key issue #2.3: Authentication identifiers and credentials  

Editor’s note: The meaning and purpose of "alternatives authentications methods and credentials" needs clarification. There is no agreement whether alternative methods are for connectivity access (i.e. whether industrial factory is the connectivity provider) or whether is it for the factory service access (i.e. factory is using 3GPP connectivity offered by the connectivity provider but is not relying on the security as provided by the connectivity provider but rather on its own security to access its services, application entities, etc.). The current SA1 consideration on security (approved in S1-161535) states that "The 3GPP system owned by a 3rd party (e.g., factory owner) shall support network access using identities, credentials, and authentication that is provided and managed by that 3rd party." SA1 needs to clarify to SA3 what the SA1 requirement in the preceding sentence means. This editor’s note applies also to the Definitions section where the terminology of alternative credentials is specified.

5.2.3.3.1

Key issue details

a) Subscription identifiers and credentials 

In UMTS and LTE, the IMSI uniquely identifies a mobile subscription globally. The IMSI is stored in the USIM application on the UICC issued by the MNO. In other words, the identifier of the subscription belongs to, and is completely under the control of, the MNO. 

TR 22.862 has the following requirement that mandates network access to equipment owned and managed by a 3rd party such as a factory owner. 

"The 3GPP system shall support industrial factory deployment where network access security is provided and managed by the factory owner with its ID management, authentication, confidentiality and integrity."

Editor’s note: Clarification of the above requirements is required. 

This key issue deals with the types of credentials and identifiers that are used to access Next Generation system. Solutions may describe how the credentials could be stored, as well as how the interoperability and roaming (if supported) related to credentials could be implemented. Figure 5.2.3.3.1-1 demonstrates the types of subscription credentials that are under discussion, and how the identifiers, and long term security keys are related to each other.   
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Figure 5.2.3.3.1-1: Different variants of subscription credentials 

Three types of credentials could be relevant for this key issue: 

-
Existing 3GPP subscription credential: This is a credential similar to (or exactly the same as) the legacy credential that has a 3GPP subscription identifier and a long-term shared key. 

-
Alternative 3GPP subscription credential: This is a new type of credential that is based on something else than the legacy credential. It includes an alternative key (e.g. shared, private, or public), however, it still has a 3GPP subscription identifier. 

-
Alternative subscription credential: This is a second type of new credential that is also based on something else than the legacy credential. It includes an alternative key (e.g. shared, private, or public), however, it does not have a 3GPP subscription identifier. 

It is assumed that one or both types of alternative credentials can be used to access the Next Generation system. 

Editor’s note: It is FFS which type(s) of alternative credentials should be supported in Next Generation system. For example, SA1 requirement on alternative authentication methods wait for further clarification, cf. LS in S3-160821.

NOTE:
The use of any alternative credential has many business aspects that are out of the scope of this TR. This key issue will focus on technical side of the problem, and it is motivated by TR 22.862’s [4] service requirement related to the 3GPP system supporting authentication process that can handle alternative authentication methods with different types of credentials. The service requirements in TR 22.862 [4] refer to the use of alternative credentials in factory context e.g. with robots, sensors and actuators over both licensed and unlicensed spectrum. 

The subscription identifiers in 3GPP-based systems are used for several purposes. They globally and uniquely identify the subscription; however, they are also used for identifying the home network and for routing the authentication vector request to the home network when the UE is roaming. Therefore when the use of an alternative subscription credential requires the support for roaming, a 3GPP subscription identifier shall also be associated with the alternative credential, and used for routing the authentication request to the home 3GPP network. It is understood that a non-3GPP subscription identifier is not routable to the home 3GPP network if the UE is roaming.

NOTE:
The use of alternative keys and the non-3GPP subscription identifiers may be subject to regional regulatory requirements. However, it is assumed as a general principle that if the Mobile Operator has not provided the alternative key for security, the Mobile Operator would not be responsible for providing the session key material to Lawful Interception. The regional regulation is assumed to be dependent on different network deployment scenarios and the services provided, e.g. different network slices may have different regulatory requirements. For example, a dedicated network slice for factory where the subscribers are not humans but robots, sensors and actuators or networks operated only over unlicensed spectrum may have different Lawful Interception requirements than the more traditional network deployment scenario. 

The acceptance of any type of alternative credentials (i.e. 3GPP or non-3GPP) could be a local decision of the serving access network, and consequently could be limited in terms of global roaming. In other words, alternative credentials could be limited to local usage in one access network, and not be accepted by other access networks. Furthermore, the use of different types of alternative credentials could be limited to certain services or for dedicated network slices that are isolated from other slices within the same PLMN. 

Editor’s note: Potential use of alternative credentials needs to be clarified in terms of using them in different "access networks", different "network slices" or "open network" vs. "closed network". For example, should the factory use case related credentials be used only in a closed network? Or the "locally" term could refer to "in a specific geographical region"?

b) Equipment identifiers and credentials 

In addition there are other requirements that relate to identifiers and possibly could be covered under the present key issue:

Separation of equipment identifier from subscription (TR 22.864)

 "The 3GPP system shall be able to support identification of subscriptions independently of identification of devices."
Two different types of identifiers are referred to in the above requirement – identifier of the device and identifier of the subscription. The TR is unclear on what these identifiers really mean. In LTE and earlier generations, equipment identifier referred to the IMEI of the device whereas subscription identifier refers to the IMSI stored in the UICC.  

The TR 22.864 section 5.8.1.1 "Device Theft Prevention", is the driving factor behind this requirement. It states the following:

"Smartphones and other high value devices such as drones and unmanned aerial vehicles potentially lead to increased numbers of devices with communications capability being stolen and modified to prevent tracing and recovery by civil authorities. This use case applies to devices that law enforcement requires to be traceable."
It further goes on to say:

"There are two facets employed for reducing device theft rates: theft prevention and stolen device recovery. Theft prevention involves disabling normal smartphone operation, preventing its illegal reuse, repurpose or resale, and deleting user sensitive data. Stolen device recovery involves identifying a recovered smartphone (by the user or civil authorities), verifying that it is stolen, and potentially restoring the smartphone to normal operation.

Unique equipment identifiers in the Next Generation system are needed that are stored in a secure and tamper resistant manner on the device. When a stolen device is recovered, the civil authority has a need to retrieve the equipment identifier but may not have sufficiently detailed knowledge of the specifics of the device's user interface. These protected device identifiers can then be used to reliably identify a recovered smartphone as stolen as well as support the tracing of illegal reuse, repurpose or resale of stolen smartphones."
Editor’s note: The storage of identifiers and credentials is not in the scope of this key issue. 

Secure storage of equipment identifiers (TR 22.864)

This suggests a need for having a piece of equipment identifier that is "securely" associated with a device and can be obtained independent of the user of the device. 

It should be noted that in LTE and earlier generations, the equipment identifier, i.e. the IMEI, was not considered an identifier that could be used in authenticating the equipment to the network. However, there is a requirement from GSMA that IMEI be securely implemented in the terminal. Furthermore, the IMEI is used for tracking stolen phones in the Equipment Identity Register (EIR) operated by the GSMA.  

There are currently mechanisms to cryptographically associate an identifier to equipment, for example, based on the 802.1AR DevID manufacturing certificates or TPM generated cryptographic identifiers. 

It is proposed to be ffs to determine the use cases where device identification based on secure equipment identifiers apply and evaluate its implication on the overall security architecture of Next Generation.

The requirement mentions "identifications of subscriptions". Assuming that this refers to the identifier of the subscription, it could mean one of the following in Next Generation system:

a)
MNO provided subscription such as IMSI

b)
User level identifier, used by a 3rd party to identify and authenticate the user.

c)
Service layer identifier, assigned by the application to an authenticated user. For e.g. MCPTT ID used in MCPTT service layer.

A subscription identifier has so far been specific to a subscription, irrespective of the service, and was not dynamically assigned. 

It is ffs what "identifications of subscriptions" really means, whether b) and c) of the above are needed and in which use cases, and what their implications for the security architecture are.

c) Group identifiers and credentials 

Need for group identifier (TR 22.861)

"The 3GPP System shall support a mechanism which provides an appropriate and efficient authentication mechanism for groups of IoT devices." 

One implicit requirement coming out of the above statement is the need to uniquely identify and manage identifiers of the group.

It is ffs how group identifiers are assigned and managed in Next Generation system, and which credentials are used for authentication.

5.2.3.3.2

Security threats

a) Subscription identifiers and credentials 

One motivation for allowing the use of alternative credentials in the Next Generation system is to re-use already existing identity management infrastructures (e.g. in a factory), and their credentials for network access security. However, this must not lead to the fragmentation of the market or to complexity in the UE and network side for supporting tens or hundreds of authentication methods. 

If the authentication end-point is located outside a 3GPP network, the interface between the 3GPP network and the external entity performing the authentication needs to be secured. Otherwise there is a risk for false charging and unauthorized access to network resources.

Editor’s note: Above threat is related to non-3GPP credential scenario. SA1 requirement on different types of credentials wait for further clarification. 

The alternative credentials could be compromised in the UE side if they are not stored in secure way. Compromised credentials may lead to false charging, impersonation and unauthorized access to network resources, and false identification for the purpose of Lawful Interception. 

If the long-term key is not stored securely, there might be risks for the subscription or the home operator being liable for unauthorized use. For this reason, it could be beneficial if the use of the credentials could be limited, e.g. to certain networks, or services, or limitations of usage could be given in the mutual agreements between two roaming partners. For example, if the alternative credentials were used for sponsored subscriptions where the sponsor is providing the credential and is paying the bill, the usage should be limited to sponsored services only. Or if some visited network does not provide dedicated network slice for IoT devices with alternative credentials, such limitations would need to be agreed beforehand in the roaming agreement. 

There could be baseline security requirements for the lengths of the permanent keys and/or the related authentication methods. Otherwise, the use of potentially weaker credentials could potentially impact negatively to the services offered by stronger credentials, e.g. indirectly if all credential types are used within a single network slice, and the slice becomes a victim of denial of service attack because of the weaker credentials. On the one hand, the use of the potentially weaker keys and authentication methods could be isolated in dedicated network slice in order to avoid attacks towards the network slices using stronger keys and authentication methods. 

b) Equipment identifiers and credentials 

Editor’s note: The storage of identifiers and credentials is not in the scope of this key issue. 

Insecure storage of equipment identifiers could lead to equipment identifier theft and impact security, especially when it is used to authenticate the equipment with the network

c) Group identifiers and credentials 

5.2.3.3.3

Potential security requirements

Editor’s note: Potential security requirements for subscriber credentials are FFS.

5.2.3.4
Key issue #2.4: Equipment identifier authentication

5.2.3.4.1
Key issue details

In existing 3GPP systems, the UE has two permanent identifiers, namely, the IMSI for identifying the subscription associated with the UE, and the IMEI for identifying the Mobile Equipment (or the equipment identifier) that is using the subscription associated with the IMSI. The network authenticates the IMSI using AKA (subscription authentication). Therefore, the network can trust the IMSI reported by the UE. However, the IMEI reported by the UE to network is not authenticated. Therefore, the network cannot place any trust on the reported IMEI of the UE.

IMEI is being used as a key identifier for blocking stolen MEs, to identify Emergency Calling originators when IMSI is not present or cannot be authenticated, and as one of the target identities for LI. In all of the above use cases, trust in the equipment identifier is of a great importance.
The NextGen systems will not only need to authenticate the subscription of the device based on the subscription identifier associated with the device but also may need to authenticate the identifier of the device (i.e., equipment identifier) that is using the subscription associated with the subscription identifier. 

5.2.3.4.2
Security threats 

NextGen systems are expected to support a large number of devices that are many orders of magnitude greater than today. These devices may also have varying levels of capabilities, including varying levels of security capabilities. In addition to the authorization based on subscription authentication, the network may additionally need to perform further authorization checks for access to different services based on the reported equipment identifier (e.g., based on the capabilities associated with the equipment identifier). In such cases, it should be possible for the network to authenticate the equipment identifier before authorizing services that are tied to equipment identifier. Otherwise, an attacker may be able to use victim equipment identifier to bypass the network authorization checks.

Furthermore, in case a security vulnerability (e.g., implementation or design vulnerability) is found with a class of devices with a certain set of capabilities (e.g., devices with the same model number), in order to protect the network from potential attacks, it is desirable that these devices are blocked or restricted from accessing certain networks or services, at least temporarily until their security vulnerability is remediated (e.g., through OTA security firmware/software update). Otherwise, an attacker may be able to exploit the vulnerability of these compromised devices in order to launch attack on those networks or services. In order to identify and block or restrict access to such devices, it should be possible for the network to identify these devices in an authenticated manner. If the network is not able to verify the claimed identifier of the device, the attacker may simply modify the equipment identifier reported to the network, thus bypassing any restriction that are enforced by the network. Furthermore, if unauthorised modification or spoofing of a equipment identifier is possible, then the NextGen System will not be able to distinguish spoofed devices from genuine ones. Therefore, it is desirable that NextGen systems are capable of authenticating the reported equipment identifier. Storage and processing of equipment identifier and associated credentials outside of a secure entity on the NG-UE could lead to unauthorised access, modification, and cloning of the equipment identifier and associated credentials.
5.2.3.4.3
Potential security requirements

-
Based on the use case, it should be possible for the network to authenticate the reported identifier of the device (i.e., equipment identifier).

Editor’s Note: It is FFS whether the above requirement needs to be modified or new requirement(s) added in order to take into account the necessity for the operator to not be dependent on a 3rd party for the authentication of the reported equipment identifier (e.g, the operator doesn’t need to make use of any entities outside of operator’s network).

Editor’s Note: The key issue #2.2 also discuss equipment identifiers (and in particular the storage of such identifier). It is FFS whether this key issue gets merged with the key issue #2.2 or any overlap between the key issues is removed by a latter change to the specification.

NOTE: 
Secure storage and processing requirements for device credentials and identities is covered in Security area #5: Security within NG-UE.

5.2.3.5
Key issue #2.5: Non-AKA-based authentication

Editor's Note: This key issue may have to be significantly revised depending on the reply to S3-160821 from SA1.

5.2.3.5.1
Key issue details

While AKA-based authentication has been a cornerstone for the success of UMTS and LTE security, there are service requirements that suggest that non-AKA-based methods need to be considered in NextGen as well. They can be found in TR 22.862 " Feasibility Study on New Services and Markets Technology Enablers - Critical Communications ", clause 5.1.3, as follows: 

"The 3GPP system shall support industrial factory deployment where network access security is provided and managed by the factory owner with its ID management, authentication, confidentiality and integrity." and

"The 3GPP system shall support an authentication process that can handle alternative authentication methods with different types of credentials to allow for different deployment scenarios such as industrial factory automation".

However, it is not clear from these requirements what it actually means for NextGen security to support these alternative authentication methods. E.g., it is not clear whether 3GPP AAA servers would support alternative authentication methods, or rather whether 3GPP serving networks would be required to interact with 3rd party AAA servers. 

What seems clear, however, is that it would not be appropriate to mandate the support for alternative authentication methods in all 3GPP AAA servers or in all NG UEs. There are likely to be operators wishing to support only traditional 3GPP credentials, i.e. USIM-based credentials, and there are likely to be NG UEs designed to support only enhanced Mobile Broadband using only traditional 3GPP credentials.

It is obvious that there is a relationship with the key issue "Authentication Framework". Such an authentication framework would be one way to make the use of alternative authentication methods transparent to the 3GPP NextGen serving network.

Possible EAP methods to study are EAP-TLS and EAP-TTLS, cf. e.g. Hotspot 2.0 that mandates their support. As explained above, mandating support of particular EAP methods in 3GPP AAA servers or in NG UEs seems not appropriate, but 3GPP could think about recommending a (quite limited) number of methods. Providing a security review of all available EAP methods by 3GPP seems out of the question. 

A review of non-3GPP access to the EPC, as defined in TS 33.402, with respect to its relevance for NextGen is likely to be needed: 

-
In trusted non-3GPP access to the EPC, the authenticator resides in the trusted access network; would the authenticator in NextGen rather reside in the core network?

-
It is ffs whether the analogy of the case of untrusted non-3GPP access to the EPC, using an ePDG, needs to be supported in NextGen. 

It is further not clear where credentials are stored and processed on the terminal side when alternative authentication methods with different types of credentials are used. It is ffs whether 3GPP would have to define any requirements on credential storage and processing on the terminal side.

5.2.3.5.2
Security threats 

-
Weak alternative authentication methods could lead to security breaches. 

-
Weak credential storage and processing on the terminal side could lead to security breaches.

-
The reliance on third parties for security of the NextGen network could make it difficult or impossible for 3GPP operators to vouch for the security of their networks. 

5.2.3.5.3
Potential security requirements

-
The NextGen system needs to support an authentication process that can handle alternative authentication methods with different types of credentials.

-
Impact of potential security breaches resulting from weaknesses in alternative authentication methods or in credential storage on the NextGen system as a whole has to be minimized. One possibility to consider is separation of the uses of different authentication methods into different network slices so that any negative effects of potential breaches are limited to one network slice.

-
If, based on architectural decisions, 3GPP serving networks are to interact with security entities, e.g. AAA servers, of third party then the impact on the trust model needs to be studied.
5.2.3.6 
Key Issue #2.6: Efficient in energy consuming and reduced signalling for resource constraint environment

5.2.3.6.1 
Key issue details

The Massive Internet of Things introduces new operational considerations to a 3GPP system.  While some support for IoT will be provided by current systems, there is a room for improvement in the operational aspects that can be designed into a NexGen system whereas they are not easily retrofitted into an existing system.

Especially for the energy consumption sensitive devices, the objective is to keep operation for years, the authentication scheme should be designed to save computation cost and signalling overhead as efficient as possible.

5.2.3.6.2 
Security threats

Editor’s note: Security threats need to be further clarified.

5.2.3.6.3 
Potential security requirements

Editor’s note: potential security requirements should be derived from security threats.

-
The lightweight but secure enough authentication scheme for energy consuming sensitive devices is required in NexGen network.

5.2.3.7 
Key Issue #2.7: Reduced signalling overload for massive number of UEs activating at the same time 

5.2.3.7.1 
Key issue details

There is a scenario that many IoT devices (e.g. meter devices) which are located in a given deployment need to access to operator’s network. Then, the authentication for these IoT devices will be addressed by the network. It will bring a significant signalling overhead to the operator’s network and even signalling storm may happen. 

Efficient authentication for a group of IoT devices to reduce the signalling overhead is required in NexGen network to lighten the impact on the network, and more importantly, to decrease the chance of signalling storm.

5.2.3.7.2 
Security threats

The attacker may control a number of IoT devices by compromising the IoT server (e.g. through intrude attacks). The attacker could invoke the authentication process between IoT UEs and network repeatedly. The amount of signalling overhead will occur when the authentication for these IoT devices are addressed by the operator’s network. The network resource will be maliciously occupied. Even there is no an attacker, a large amount of signalling overhead may also occur when authenticating a great number of IoT devices.

Furthermore, it is envisioned that a large number of devices (e.g. IoT devices) are expected to be supported and serviced by NextGen networks. Each of these devices may perform a full authentication procedure (e.g., EAP-AKA’) each time they connect or re-connect using different access network (e.g., non-3GPP). Such a volume of authentication requests / responses that may traverse back-and-forth between the UE and the network may cause the resources of the NextGen HSS / AuC to be exhausted thus causing a DoS scenario. 

5.2.3.7.3 
Potential security requirements

The 3GPP system shall support an authentication method which is resilient to DoS attacks caused by massive number of UEs authenticating at the same time.
5.2.3.8 
Key Issue #2.8: Authentication of the user 

5.2.3.8.1 
Key issue details

The following requirement is stated in clause 5.1.3.5 of [3]:

"Enhanced authentication mechanism shall enable an operator to provide efficient means to authenticate a user and a device (e.g., using biometric information)."

This could mean one or both of the following and it is not clear in [3] which is intended:

-
the operator needs to be able to determine and verify the identifier of a user already associated with that device; or

-
the operator needs to be able to determine and verify the identifier of a user, even if that user is using the device for the first time.

There may be some overlap here with the “identifications of subscriptions” issue discussed in clause 5.2.3.3.1. 

5.2.3.8.2 
Security threats

A device may be used by an attacker other than an intended user, compromising privacy of user data and/or integrity of data reported by the device (e.g. the user’s medical information may be contaminated with data pertaining to the attacker). If the same device has multiple users, then these users may be able to compromise each other’s privacy and/or the integrity of each other’s data.  If actions are billed on a per-user basis, then fraudulent usage may occur (by pretending to be a different user of the device, the fraudulent user transfers the bill to that other user).

An attacker may learn or compromise user authentication information (PINs, biometrics etc.) from a device or from a server. This may lead to loss of user privacy and authentication fraud. Use of a central server may lead to a mass compromise of multiple users’ information at once. 

User privacy may be compromised if the user is authenticated using the same credentials toward multiple services and relying parties. Use of a common credential may allow the user’s actions across services to be linked together, and so create pervasive tracking of the user beyond the user’s awareness and consent. 

Where IoT devices are authenticated as a group, an attacker may get his own IoT device registered as part of another user’s group, or may take control of a device which is part of some other user’s group. The actions of the attacker would then be attributed (e.g. billed) to the victim user. 

5.2.3.8.3 
Potential security requirements

It shall be possible for devices to securely authenticate a single registered user, or any one of a set of registered users. 

For any given device, it shall be possible for a mobile network and/or an IoT service to determine: whether a registered user has been authenticated; which user has been authenticated (if there are several registered users); the means that were used to authenticate the user (e.g. was it PIN, password or biometric); and/or other factors related to the reliability of authentication (e.g. how recently was this done, were there retries?)  

It shall be possible for devices to register new users, in such a way that an operator and/or IoT service can associate the newly-registered user with an already-known party (e.g. the known user of another device). 

Sensitive user authentication data (especially biometric information) shall be stored in a way which makes compromise very difficult. Mass compromise of many users’ data shall be prevented. Tracking of a user across different services without the user’s consent shall be prevented.

Where devices are joined into a group, for purposes of authentication of a user to a network and/or IoT service, each group shall have a designated owner who is recognized by the network and/or IoT service (for purposes of responsibility, billing etc). A device shall not join or leave a group without this action being confirmed by the owner of that group. For any given group-joined device, the owner shall be able to determine if a new user registers to the device, or if the user of the device otherwise changes; the owner shall then be able to decide whether the device remains part of the group. 

A device that asserts that a user is authentic shall be suitably trustable by the operator and/or the IoT service.

5.2.3.9
Key issue #2.9: Security for service provider connection

5.2.3.9.1
Key issue details

NOTE: 
In this key issue, when it is said that service provider or manufacture pays for the network connection, service provider or manufacturer means a 3rd party in general.

Next generation network will be designed to serve not only new functions for mobile handset, but also to connect industries (such as manufacturing and processing, intelligent transport, remote health care). Since next generation network is aimed at supporting new business models, such as “connection support by service provider” scenario in TR22.861, security needs to be taken in into account to enable the new business model. 

In the traditional mobile system, the authentication model evolves a subscription (UE) and the operator network, so the authentication mechanism is established between the subscription/UE and the operator network. This authentication model doesn’t wholly capture the evolved business and new services of next generation network. 
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Figure 5.2.3.9.1-1: Legacy two-party authentication model for UMTS/LTE
For next generation network, the business model may further include the network, service provider/ device manufacturer, user of the service, and device, according to the “connection support by service provider” scenario. 

TR 22.861 ve00 has the following requirements:

· [PR.5.1.3.5-002] The 3GPP system shall be able to support enhanced authentication, authorization and charging mechanisms to support various types of connectivity (e.g., subscribed, OTB or content-aware connectivity), with or without the presence of operator credentials in the device.

Based on the scenario and requirement, it’s necessary to consider security and trust issues for these roles in the new business model: 

-
The service and network need to trust each other.

-
The service needs to authorise device/user to get access to the network.

-
It is necessary to prevent fraudulent use of the provided connectivity, which means network access authentication and/or authorization is necessary.

-
When the user buy a device in order to access to the service cennectivity, user should trust the device with it’s service information, and device should serve the user exclusively, so there should be mutual trust between user and device (e.g. passcode). 

For the connection support by service provider, the business model may further include the network, service provider/ device manufacturer, user of the service, and device, as shown in the following figure. 
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Figure 5.2.3.9.1-2: Four-party model for the connection support by service provider

5.2.3.9.2
Security threats 

Next generation systems are expected to support a large number of devices that can be used by different service, as described in the “connection support by service provider” scenario. The following threats to the network and device/user needs to be taken into account

If there is no mutual trust between service provider and the network, there is a risk for manipulating the network connection and tampering the service data, which may cause fake service billing information to the network. 

If the device/user isn’t authorized or authenticated by the service, an attacker may be able to impersonate a legitimate device of the service, thus the service and its network resource could be misused.

If the device/user isn’t authenticated or authorised for the network access, the network resources (e.g., network spectrum) would be misused. 

If the device/user does not authenticate the network, malicious network attack could happen e.g. false base station.

5.2.3.9.3
Potential security requirements

TR 22.861 ve00 has the following requirements:

· [PR.5.1.3.5-002] The 3GPP system shall be able to support enhanced authentication, authorization and charging mechanisms to support various types of connectivity (e.g., subscribed, OTB or content-aware connectivity), with or without the presence of operator credentials in the device.

Based on the above requirement, the security requirements are the following:

-
Mutual trust should be established between the 3GPP network and the service provider.

-
Device/user should be authenticated and authorised to access to the network.

-
The 3GPP network should be able to mitigate malicious access.

-
The device should be able to authenticate the network to mitigate malicious network attacks, such as false base station attacks.

5.2.3.10
Key issue #2.10: Secondary authentication for network slice access by 3rd party service

5.2.3.10.1
Key issue details

In the next generation system, 3rd party services are hosted in a network slice, which is a dedicated logical network operating within the MNO owned infrastructure and configured to provide optimized solution for a particular 3rd party service. 

The Key issue #2.1, discusses the need for a flexible authentication framework for operator and 3rd party services. One of the identified goals of the authentication framework is to provide authentication services for UE access to a 3rd party service in a one or more network slices.

Editor’s Note: This is marked as ffs in clause 2.1 and above text is dependent on the resolution of that EN.

The 3GPP TR 22.862 observes that NextGen networks are supposed to provide authentication capability based on identities, credentials and AAA servers that is provided and managed by a 3rd party. 

Editor’s Note: There is an EN that these requirements from TR 22.862 require further clarification.

The purpose of this key issue is to identify specific issues when access authentication to a network slice is based on authentication by 3rd party AAA servers. This key issue looks at the scenario where the network access to a subscription is granted based on default MNO based authentication of the subscription, followed by a scenario/use-case specific 3rd party authentication of the subscription in a network slice. The case where the access to the network – or a particular network slice – rests entirely on authentication by 3rd party AAA servers without any MNO based authentication of the subscription, is not considered in this key issue.

For the purpose of this key issue, we call MNO based network access authentication as “Primary” authentication, and 3rd party based authentication authentication as “Secondary authentication”.

This key issue would address the following security aspects when secondary authentication is used for access to a network slice:

-
The subscription identifier used for secondary authentication may or may not be the same as the MNO provided identifier. 

- 
Credential provided to the subscription may or may not be provided by the MNO. 

-
Changes, if any, that are required in 3GPP defined Authentication function (CP-AU, as currently defined in TR 23.799) to accommodate 3rd party AAA servers. 


Note: The goal is to specify a unified authentication framework for next generation systems, with the expectation of a common authentication mechanism for both primary and secondary authentication. In a unified framework, Authentication function (CP-AU) would be standardized for both primary and secondary authentication. 

-
Need for a standardized secure interface between the 3GPP defined Authentication function, CP-AU and the 3rd party AAA server


Note: This aspect ties into the aim of coming up with a unified authentication framework, which should define a unified interface between CP-AU and any AAA server. 

-
Is there a need to define a “minimum” level of security requirements for secondary authentication methods? If so, how could 3GPP achieve this? Or should the MNO be content with the primary authentication the MNO performs and leave it to the third party to perform whatever authentication they prefer as it does not affect the security of the MNO network? 

-
Impact on Charging needs to be studied.

  
Note:  Charging is expected to be based on MNO records following a successful MNO authentication of the subscription, and may not depend on secondary authentication. 

-
LI aspects when 3rd party identifier is used in a network slice to identify subscriptions. Existing 3GPP LI mechanism is based on the following target identities - IMSI, MSISDN and IMEI. This aspect will study impact to LI when non-MNO identities are used to identify subscriptions in a network slice.

NOTE:
This aspect also depends on the key management hierarchy for network slice. For example, which keys are used for protecting signaling and user plane – ones from primary authentication or secondary authentication? 

5.2.3.10.2
Security threats

Access of UEs to network slice unauthorized by the third party.  

5.2.3.10.3
Potential security requirements

Editor’s note: Potential security requirements for secondary authentication are FFS.

5.2.3.y
Key issue #2.y: <key issue name>

5.2.3.y.1
Key issue details

5.2.3.y.2
Security threats 

5.2.3.y.3
Potential security requirements
5.2.4
Solutions
5.2.4.1
Solution #2.1: Updating the long term secret key, in such a way that the new key is less exposed to potential attack than the original one was

5.2.4.1.1
Introduction  

This solution addresses key issue 2.1.

It will be very difficult to achieve really robust security against an attacker who knows all of the algorithms and long term secret keys that a subscription is using.  But we can make sure that the attacks would be much harder in practice.  A realistic objective is that an attacker, even if she knows the long term secret key and Authentication and Key Agreement algorithm (including any global constants) that a subscription is using, would have to carry out a long-term active man-in-the-middle attack in order to eavesdrop on that subscription.

5.2.4.1.2
Solution details  

NOTE:
In this section we refer to the "UICC" and the "HSS".  These should be understood as shorthand, referring respectively to the "device’s UICC / secure element (or wherever the long term key is stored)" and the "HSS (or its Next Generation Systems equivalent)".

In section 5.2.3.1.1 we list a number of ways in which the original shared secret key might leak to an attacker.  Many of the possible leakage points (points a – e) arise from the initial provisioning process.  This solution involves a key exchange protocol being run between the UICC and the home network HSS, in order to create a newly agreed Ki value to replace the existing one.  Elliptic Curve Diffie Hellman would be a suitable key exchange algorithm.

Editor’s note: It is ffs how the key is generated. 

Editor’s note: More details on the DH security profile (e.g. Elliptic curves choice) are needed.

Exposing the HSS to update may in itself introduce new risks, and so should be handled with great care.  It may be better to run the key exchange protocol with a proxy for the HSS rather than with the HSS directly.

Editor’s note: It is ffs whether using a proxy reduces the risks on the HSS.

Editor’s note: It is ffs how the key is protected between the proxy and HSS.

The key exchange protocol should be authenticated using the pre-existing shared secret, so that an attacker who does not already know the secret cannot act as man-in-the-middle at all.  An attacker who does already know the secret may be able to act as man-in-the-middle during the key exchange protocol; however, a good protocol design can ensure that this attacker will have to remain as an active man-in-the-middle, essentially forever, in order to exploit that.

Editor’s note: It is ffs whether the risk described in the above paragraph is acceptable.

Editor’s note: The protocol design needs further details. This includes how this protocol fits the NextGen architecture.

Using a key exchange protocol raises a risk that this protocol itself might be compromised over the lifetime of Next Generation Systems (perhaps using quantum computers), and allow newly-exchanged keys to be recovered by an attacker. One counter-measure is that where parties to the protocol already have a shared secret (e.g. the UICC and HSS already share Ki), then this existing shared secret should be fed into the new key derivation function, together with the output from the key exchange protocol. That way, an attacker would have to know the existing shared secret and compromise the key exchange to learn the newly derived secret.

There are two alternative ways to carry the key exchange protocol messages:

1.
Over signalling messages.  In this case, signalling messages will have to be defined to carry the protocol messages between UICC / secure element (or wherever the long term key is stored) and the home network HSS (or its Next Generation Systems equivalent), across core and (potentially roamed-to) radio network.

2.
Over the user plane and the internet.

There are two alternative entities that could initiate the key exchange protocol:

1.
The UICC.

2.
The HSS.

Either way, the key exchange protocol should be run, and the long term key replaced, at the earliest feasible opportunity after the subscription is activated.  It is not necessary, though, to do this before any user traffic is allowed.

5.2.4.1.3
Notes on statefulness at the HSS 

Editor’s note: This section needs to be revised once the editor’s notes in the previous section are resolved.

Using something like Elliptic Curve Diffie Hellman for key agreement might suggest that the HSS would need to maintain state during the key agreement session – whereas HSS/AuCs today are generally stateless, not running multi-pass communication sessions.

If this is a concern, then there are a number of ways to mitigate it:

Editor’s note: The way to mitigate the risk is ffs. It also depends on the details on the protocol design that are ffs.

1.
It was already noted that it might be better to run the key exchange protocol with a proxy for the HSS, rather than with the HSS directly.  In that case the proxy would be new, and there would be less reason to avoid it being stateful.

2.
The "statefulness" could be managed by using the database that the HLR maintains with information for each subscription.

3.
If the UICC sends the first message in the two-pass ECDH key exchange then it’s the UICC, not the HSS, that needs to remember a secret ECDH parameter.  (The HSS could still initiate the overall protocol by first sending a trigger message to the UICC.)

4.
The HSS need not store its secret ECDH parameter at all, but instead can send it to the UICC – encrypted under an HSS public key, and signed under an HSS private key.  The UICC then simply sends this back to the HSS in the return message.  Neither the UICC nor any eavesdropper can read the secret parameter (because of the encryption), nor can they modify it without the HSS detecting that (because of the signature).

5.
The above mechanism could work in reverse, with the UICC sending its secret ECDH parameter to the HSS encrypted and signed, and the HSS returning it.

5.2.4.1.4
Evaluation

FFS 

5.2.4.2
Solution #2.2: Including a key exchange protocol into the derivation of the radio interface session keys

5.2.4.2.1
Introduction  

This solution is identical to solution #3.1. Please see the text there. 

5.2.4.2.2
Solution details  

This solution is identical to solution #3.1. Please see the text there. 
5.2.4.2.3
Evaluation 

FFS

5.2.4.3 
Solution #2.3: Device reporting on local user authentication

5.2.4.3.1
Introduction  

This solution addresses the first part of key issue 5.2.3.8:

 -
the operator needs to be able to determine and verify the identifier of a user already associated with that device;

The associated security requirements are achieved by avoiding central storage of user authentication information (PINs, biometric data etc.). Rather, such data is stored locally on the device: the device authenticates the user locally, and then securely reports (to the mobile network, service provider etc.) which user has been authenticated and how it was done.

5.2.4.3.2
Solution details  

Several specifications for this solution have been developed by the FIDO Alliance [19]. Some key points are as follows:

-
For each user authentication method (“Authenticator”) supported by the device (“FIDO client”), there is a preloaded attestation key. This enables the service (“FIDO server”) to be sure that the device is compliant to the FIDO specifications.

-
When registering a user of the device towards a service, the device generates a unique cryptographic key-pair for that (user, service) pairing; and then proves the public key belongs to the device using the attestation key

-
The (user, service)-specific key is then used to sign reports to the service, indicating whether the user has been authenticated, how recently this was done etc.

These mechanisms protect user privacy: as well as preventing the central storage of biometric data, keys used with different relying parties will not allow any such party to link all the actions to the same user.

As the FIDO mechanism allows reporting to several different parties, it can address the requirements for a group owner and/or IoT service provide to be able to tell who is using which devices, as well as for the operator to learn this info. 

5.2.4.3.3
Evaluation 

5.2.4.4 
Solution #2.4: Authenticating a new user for a device using a known device

5.2.4.4.1
Introduction  

This solution addresses the second part of key issue 5.2.3.8:

 -
the operator needs to be able to determine and verify the identifier of a user, even if that user is using the device for the first time.

The proposed solution is to verify the new user by messaging a device and subscription that is already associated with that same user (e.g. a personal smartphone that the user already possesses). Provided that the new user has already registered such a “master” device with the operator, then the operator is able to identify the same user when he or she attempts to register to additional devices. 

5.2.4.4.2
Solution details  

Several specifications for this solution have been developed by the GSMA, called “Mobile Connect” [20]. 

In brief, an online service captures the user’s (claimed) MSISDN, and then a challenge message is sent to the “master” device associated with that MSISDN, asking the user to confirm his identifier (and actions) within that service. The specific service here would be the act of registering to a new device i.e. using that device for the first time.  

Several different levels of authentication are available on the master device, ranging from simple SMS and pushed USSD to SIM applets. These can be used for single factor authentication (proof of possession of the master device) or two factor authentication (proof of possession + PIN etc.)  GSMA has defined four Levels of Assurance (LoA) in total.

5.2.4.4.3
Evaluation 

5.2.4.5
Solution #2.5: Timed attach for UEs

5.2.4.5.1
Introduction  

This solution addresses key issue 5.2.3.7 of overload of network signalling. In particular, it addresses the issue where a large number of UEs try to access the network at the same time.

5.2.4.5.2
Solution details 

In order for this solution to work, the network should monitor related signalling messages, such as attach messages. In case the number of signalling messages reach beyond a certain threshold (or the network detects otherwise that an overload situation occurs), the network may instruct the UE to 'back off' for a time X. A UE receiving such a message should refrain from sending signalling messages until the time X has passed.

The network may decide to grant the UE a time interval during which the UE is allowed to send signalling messages. In that case the network provides the UE with a time X and a time Y and asks the UE to send signalling messages between time X and time Y. The UE can randomly decide when to send signalling messages within this time interval.

NOTE: 
The back-off timer in the UE should be protected against tampering.

5.2.4.5.3
Evaluation 

To be determined

5.2.4.6 
Solution #2.6: Binding a serving network public key into the derivation of the radio interface session keys

5.2.4.6.1
Introduction  

This solution addresses key issues 2.2 and 3.1. It is an enhancement to Solution #2.2 in that it achieves the same prevention against purely passive attacks, and also makes active attacks harder. 

In particular, the solution ensures that an attacker who:

a) either knows the long term secret key and Authentication and Key Agreement algorithm, including any global constants, that a subscription is using (Key Issue 2.2),

b) or is able to observe or request keys sent between network nodes (Key Issue 3.1),

can still not abuse radio interface confidentiality in a purely passive attack, or abuse radio interface integrity by simple injection of a single spoofed message, but will instead have to carry out an ongoing active man-in-the-middle attack – which is harder, and more likely to be detected.

Further, by using a serving network public key NPUB to authenticate the key exchange, we can ensure that an attacker of type b)  is unable to act as a full man-in-the-middle, but is only able to unilaterally impersonate the UE towards the serving network. This will prevent an eavesdropping attack on the genuine UE. And since the genuine UE will fail the connection and attempt to re-authenticate, the attack is very likely to be detected.

5.2.4.6.2
Solution details  

The key exchange proceeds much as described in Solution #2.2 but with some additions to steps 1,2, 4 and 5. These additions are shown below in bold: 
1. UE and CP-AU perform mutual authentication.  The authentication vector received from the AAA is a function of a serving network id, and a serving network public key NPUB. 
a. Each CP-AU may generate a separate key-pair (NPRIV, NPUB). Or a single CP-AU may generate multiple key-pairs (e.g. it may refresh the key-pair regularly).

b. If the AAA does not already have the intended NPUB then the CP-AU must provide this to the AAA. The communication of a new NPUB to the AAA must be integrity-protected. 
c. Using a USIM, the authentication vector might include a key KN = KDF(CK||IK, Network Id, NPUB) binding the authentication vector to the specific serving network, like the KASME  in LTE. 
2. UE and CP-AU derive K1 after mutual authentication. K1 is a function of the serving network id and of NPUB. If the UE does not already have the intended NPUB, then the CP-AU must provide this to the UE. 
a. Using a USIM, K1 may be derived from, the above key KN.

3. CP-AU generates a private Diffie-Hellman key APRIV and a corresponding public key APUB.  

4. CP-AU sends message 1 to UE, which contains APUB, a  MAC computed using K1 and a signature computed using the serving network private key NPRIV. 

5. UE verifies the MAC, verifies the signature using NPUB, decodes APUB, and further generates a Diffie-Hellman private key BPRIV and corresponding public key BPUB. UE also derives a symmetric key KDH from BPRIV and APUB with Diffie-Hellman procedure. UE derives a session key Ksession from KDH and K1.
6. UE sends message 2 to CP-AU, which contains BPUB and a MAC computed using K1. 

7. CP-AU verifies the MAC, decodes BPUB, and derives the same symmetric key KDH from APRIV and BPUB with Diffie-Hellman procedure. CP-AU derives the same session key Ksession from KDH and K1.

Both UE and CP-AU now own the same shared session key Ksession. They use Ksession to derive other keys for encryption and integrity protection. The Diffie-Hellman technique used in this authentication protocol can also be Elliptic Curve Diffie-Hellman.

Editor’s note: The next paragraph should move to the Evaluation section when this is added. It is included here to demonstrate the security advantages of this proposal.  

Observe that the only ways an attacker can become a full man-in-the-middle are: determine NPRIV or APRIV; make the AAA use the attacker’s own NPUB; or make the serving network private key sign the attacker’s own APUB. If the attacker is able to create both a spoof serving network and a spoof AAA (e.g. because the attacker knows the long-term secret K and the AKA algorithm) then this is possible. Otherwise, in the absence of such a powerful capability, even an active attacker will not be able to impersonate the network towards the UE; the attacker can only unilaterally impersonate the UE towards the network. 
5.2.4.6.3
Evaluation 

5.2.4.7
Solution #2.7: Authentication framework

5.2.4.7.1
Introduction  

This solution addresses key issue #2.1 Authentication framework. It is a framework for subscription authentication (as opposed to device authentication or (human) user authentication). It covers access to the NextGen Core via 3GPP-defined access networks, in particular E-UTRAN and NextGen-NewRadio, as well as via trusted non-3GPP access networks. 

Editor's Note: Access via untrusted non-3GPP access networks would necessitate somewhat different considerations as the NextGen-equivalent of the ePDG would have to become part of the picture and the transport from and to the UE would be via IKE. 

All UEs considered here are NG-UEs, i.e. UEs that are able to communicate with a NextGen Core over the NextGen NG1 interface, cf. TR 23.799. LTE UEs are not considered here. 

Editor's Note: It is ffs whether LTE UEs need to be considered. 
Editor's Note: The document may have to be revised depending on the final mapping of the roles of EAP authenticator, EAP server, and repository for permanent credentials and subscriber profiles to the functions CP-CN/SCKM, CP-AU, AAA and – possibly – HSS/3rd party AuC. The EAP authenticator acts as a pass-through, except that it optionally initiates the method-independent Identity request and consumes the MSK sent from the EAP server. This contribution assumes the following mapping:  EAP authenticator to CP-AU, EAP server to AAA, repository to HSS/3rd party AuC.
5.2.4.7.2
Solution details  

5.2.4.7.2.1
Candidate authentication methods

The present solution shows how support for 

· EPS AKA

· Any EAP method

can be provided in a uniform way. 

Editor's Note: It is for further study in SA1, SA2, and SA3 whether authentication not based on AKA-credentials should be allowed in NextGen, and, if so, whether it should be allowed over 3GPP-defined access networks.

If authentication methods not based on AKA-credentials are admissible in NextGen then the present solution envisages that only support for such methods that are EAP methods needs to be provided, irrespective of the type of access network. Examples of EAP methods not based on AKA-credentials are EAP-TLS and EAP-TTLS. 

Non-3GPP access networks: 

For non-3GPP access networks attached to a NextGen core network, the present solution envisages that only support for EAP authentication methods needs to be provided, irrespective of the type of credentials used. This applies to both trusted and untrusted access.

When AKA-credentials are available in the UE then the present solution proposes to use EAP-AKA' for access over trusted non-3GPP access networks.

Editor's Note: Both EAP-AKA or EAP-AKA' would be suitable as the client authentication method in IKE for access over untrusted non-3GPP access networks. It is ffs whether, in NextGen, EAP-AKA' should be used as the client authentication method in IKE in a way that would allow getting rid of server certificates in IKE, while still addressing the so-called lying NAS (Network Access Server) problem. 

3GPP access networks: 

The present solution describes three alternatives for authentication over 3GPP-defined access networks for the case when AKA-based credentials are used (more details in 5.2.4.7.2.5 below):

1) EPS AKA is always used for AKA-based authentication over 3GPP-defined access networks or

2) EAP-AKA' is always used for AKA-based authentication over 3GPP-defined access networks or

3) the choice between EPS AKA and EAP-AKA' for AKA-based authentication over 3GPP-defined access networks is taken by the AAA server. 

Only one of these alternatives should be standardized. 

Editor's Note: If authentication methods with non-AKA credentials over 3GPP access networks are admissible in NextGen then text further above states that these methods will be EAP methods in the context of the present solution. It is expected that the suppport for any EAP method over 3GPP-defined access networks would be very similar to the support for EAP-AKA' envisaged in alternatives 2 and 3 above and detailed in 5.2.4.7.2.5. 

NOTE1: 
The issue of EAP-AKA vs UMTS AKA has already been discussed for EPS in Rel-8, cf. TR 33.821, clause 7.2.2, and, as a result, UMTS AKA was selected, which was later enhanced to become EPS AKA. (EAP-AKA' was not available at the time when TR 33.821, clause 7.2.2, was written as EAP-AKA' was motivated by EPS AKA.) This does not imply, of course, that the outcome of this discussion should be the same for NextGen. Note also that the independence of the authentication framework from the access network was already required for EPS in Rel-8, cf. TR 23.882, clause 5, bullet 19.

NOTE2: 
The UE needs to support both, EPS AKA and EAP-AKA‘ anyhow: EPS AKA for legacy LTE access to the EPC (backward compatibility); EAP-AKA‘ for legacy non-3GPP access to the EPC.
5.2.4.7.2.2
Transport considerations

It is assumed that, for this solution, authentication messages need to be transported over three interfaces: 

· UE to AU (Authentication Unit in the serving network. The EPS-equivalent of this interface is realized by the NAS protocol.)

· AU to AAA (AAA may be in home or visited network. The EPS-equivalents of this interface are S6a - for 3GPP-access - and SWd for non-3GPP access.)

· AAA to HSS (This interface may not always be present, depending on the authentication method. The HSS is always in the home network. The EPS-equivalent of this interface is SWx.)

Editor's Note: it is ffs whether AU can be placed in the home network as well. 

Over all three interfaces, authentication messages can be transported in a uniform fashion, independent of the particular authentication method, in the following way: 

UE to AU:

Transport for EAP messages is provided already today over a variety of access network types, e.g. WLAN, Ethernet, and WiMAX. Transport for EAP messages is currently not defined for 3GPP-access networks, but no obstacle is seen for this in principle. E.g. EAP messages and EPS AKA message could be transported over a NextGen-version of the NAS protocol in a uniform way. The messages between UE and AU are quite similar for EAP-AKA' and EPS AKA. 

AU to AAA: 

It is envisaged that this interface is DIAMETER-based. Authentication messages relating to different authentication methods may be carried in the same or different DIAMETER AVPs.

AAA to HSS:

When AAA is in the home network then this interface may be identical to SWx today. For the case that AAA is in the visited network (which is discussed for the purpose of performance improvements), a roaming version of SWx would need to be defined. This roaming version of SWx would be expected to be rather similar to S6a between MME and HSS today.

Editor's Note: The final decision over the format of the transport for authentication messages will be taken by CT1 and CT4 respectively. If EAP is carried over RRC then also RAN is to be included in the decision process.
5.2.4.7.2.3
Efficiency considerations

Identity exchanges

The EAP frameworkin RFC 3748 describes an optional EAP-method-independent identity exchange initiated by the authenticator that may be followed by an EAP-method-specific identity exchange initiated by the EAP server. These exchanges introduce additional roundtrips and conflict with the NextGen objective of increased efficiency of security procedures. 

The present solution avoids the need for identity exchanges between the UE and the AU by including the needed identity in the Attach request sent from the UE to the MM (Mobility Management function in the serving NextGen core network). 

· The subscription identifier included in the Attach request may have the form of an IMSI or a NAI, or a concealed version of an IMSI or NAI (e.g. temporary identifier or pseudonym or encrypted identifier used for enhancing user identity confidentiality). Any concealed version of an IMSI that cannot be mapped to an IMSI by the MM is assumed to leave the MCC and MNC parts in the clear. Any concealed version of a NAI is assumed to have the information used for routing in the clear. 

· The MM forwards the identifier to the AU.

· If the identifier is a (concealed) IMSI then the AU canonically transforms it into a NAI. If the identifier is a NAI then the AU does not transform it.

· Then the AU sends a message containing the NAI obtained in the previous step to the AAA. This message starts the authentication procedure. This message may be of the form of an EAP identity response for all authentication methods. 

Editor's Note: The final definition of the Attach procedure is within the remit of SA2. 

Editor's Note: Enhanced forms of subscriber identity confidentiality are still under study. 

Roundtrips between serving network and home network

In general, EAP methods may have many roundtrips between authenticator (AU in a NextGen setting) and AAA. In a NextGen setting, EAP-AKA' would have two roundtrips between AU and AAA, while EPS AKA would have one. The performance impact of the additional roundtrips for EAP methods could be reduced by

· placing a AAA server in the serving network; this would, at least for EAP-AKA', but potentially many other cases, necessitate a roaming interface between AAA and HSS, or between AAA and some other form of authentication centre holding the long-term secrets. The exchange between AAA and HSS would consist in only one roundtrip; additional roundtrips would occur inside the serving network, which would reduce delay. 

Editor's Note: For this approach, it needs to be further considered how the uniformity of the authentication framework could be ensured as the interface between the AAA and the backend authentication centre (e.g. HSS) could be dependent on the authentication method. 

· using the concept of EAP Re-authentication Protocol (ERP) as in RFC 6696. With ERP, the initial authentication would necessitate the full number of roundtrips between serving and home network, as required by the EAP method; but subsequent authentications could be run between the UE and ERP server in the serving network. 

Statelessness of AAA

· For EAP methods, the AAA needs to keep state between roundtrips. If statelessness is considered a performance advantage then EPS AKA may be used. For EPS AKA, strictly speaking no AAA would be needed. If there is a AAA for the sake of the uniformity of the authentication framework then the AAA can simply act as a pass-through function, and keeping state in the AAA would be avoided. In neither case would the HSS have to keep state. 

Computation effort

· The computation effort for EPS AKA is lower than that for EAP-AKA' for both UE and server. It is ffs whether this would be a decision criterion, e.g. for low-power UEs with very limited capabilities. 

Length of messages



text tba
5.2.4.7.2.4
General information flow

The following figure (5.2.4.7.2.4-1) depicts the general information flow for the present solution. The flow applies to all candidate authentication methods described in 5.2.4.7.2.1, i.e. to any EAP method used over 3GPP- or non-3GPP access networks as well as EPS AKA over 3GPP-access networks. 

The information flow for the authentication procedure is described as follows: 

· The flow starts with an Attach request from UE to MM

· MM extracts the identifier and forwards it to AU

· AU transforms identifier into NAI (if needed, cf. clause 5.2.4.7.2.3).

· AU and AAA exchange one round of authentication request / response message.

· Depending on the authentication method, AAA requests authentication vectors or other authentication material from an HSS or a 3rd-party authentication centre, before sending the response to AU

Editor's Note: it is ffs whether 3rd-party authentication centres will be available in NextGen, based on service requirements.

· AU and UE exchange one round of authentication request / response message.

· If the authentication method is EPS AKA, the authentication procedure stops here. (In the figure below, n=1 for EPS AKA.)

· If the authentication method is an EAP method, AU and AAA exchange further rounds of authentication request / response messages as required by the EAP method. Each such round is followed by either a Success message from AU to UE or a further round of authentication request / response messages between AU and UE. (In the figure below, n>1 for EAP methods; n=2 for EAP-AKA'.) The authentication procedure stops when the UE receives an EAP Success message. 

After the completion of the authentication procedure AU has an intermediate key available. This intermediate key is called MSK in the case of EAP methods and KASME in the case of EPS AKA (but the name does not matter, it is just a key). It will be used for deriving further keys. 

Editor's Note: It is assumed for the sake of simplicity here that AU performs these key derivations (but this is ffs). 

The further steps in the figure are not part of the authentication procedure any more. They show for informational purposes what happens after the end of the authentication procedure (based on the corresponding steps in EPS; these steps are not known for NextGen yet). 

· AU derives keys for protection of NAS signalling and forwards them to MM

· MM runs Security Mode procedure with UE.

· MM sends Attach Accept protected with NAS keys. 

Note that neither the AU nor the MME need to obtain any knowledge about the type of the access network. The choice of the authentication method is implied in the subscription identifier. So, this information flow realizes an access network-agnostic framework. More on this can be found in the next subclause 5.2.4.7.2.5. 
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Figure 5.2.4.7.2.4-1 

5.2.4.7.2.5
Alternatives for AKA-based authentication over 3GPP-defined access networks 

NOTE: 
Depending on the alternative, the form of NAI should allow the AAA to distinguish between protocols. An approach similar to the one for root NAIs in TS 23.003, 19.3.2, that allows distinguishing between EPS AKA and EAP-AKA‘, could be taken (use of different leading digits). 

Alternative 1: EPS AKA is always used for AKA-based authentication over 3GPP-defined access networks

A UE using a 3GPP-defined access network always includes IMSI in Attach request, and AU transforms it canonically into NAI. This transformed NAI must be of a type different from any NAI received by the AU directly from the UE. AAA determines, based on type of NAI, that authentication method of choice is EPS AKA. From that point onwards, DIAMETER AVPs as in S6a could used between AU and AAA (but this is within the remit of CT4). AU determines, based on received DIAMETER AVP, that this is the case of EPS AKA, i.e. it runs one authentication request /response roundtrip with the UE, which completes the authentication. 

If the AAA determines, based on the NAI, that the authentication method is an EAP method, it acts as an EAP server. The AU recognises from the response from the AAA that this is the case of an EAP method and AU acts according to the EAP framework. (This then implies, according to the assumption for Alternative 1, that the access network is non-3GPP, but the AAA server need not know this.)

Alternative 2: EAP-AKA' is always used for AKA-based authentication over 3GPP-defined access networks

A UE using a 3GPP-defined access network always includes NAI in Attach request, as used in EAP. AU forwards NAI unchanged. (Variant: UE includes IMSI and AU transforms it canonically into NAI. Note that the latter would have the advantage of making the Attach request shorter as an IMSI is typically shorter than NAI.) AAA decides, based on NAI, that EAP method of choice is EAP-AKA‘. EPS AKA does not occur at all in this alternative, so AU acts according to the EAP framework.

Alternative 3: The choice between EPS AKA and EAP-AKA' for AKA-based authentication over 3GPP-defined access networks is made by the AAA server

A UE using a 3GPP-defined access network always includes IMSI and AU transforms it canonically into NAI. This transformed NAI must be of a type different from any NAI received by the AU directly from the UE. AAA determines, based on type of NAI, that either some sort of EAP method shall be used or a choice has to be made between EPS AKA and EAP-AKA'. In the latter case, AAA decides (presumably based on overall policy and not on a per-UE basis) whether to use EPS AKA or EAP-AKA‘. AU acts depending on the DIAMETER AVP(s) in the received response. 

Editor's Note: For all three alternatives in this subclause, compliant UE behaviour is assumed. It is ffs whether network-side policing for non-compliant UEs trying to use a different authentication method (e.g. non-AKA-based EAP method) would be required. 
5.2.4.7.3
Evaluation 
Security: 

o
No attacks on EAP-AKA' nor on EPS AKA are known that would speak against the use of these protocols in NextGen.

o
EAP-AKA' offers some additional security compared to EPS AKA in that it provides proof to the home network that the subscriber was actually present in the authentication whereas in EPS AKA the home network has to trust the visited network in this respect. However, this proof provided by EAP-AKA' cannot guarantee the subscriber's continued involvement in any communication following the completion of the authentication procedure. The relevance of this security property for NextGen is ffs. 

Handovers and idle mode mobility within NextGen and with other RATs: 
o
It should be studied whether there are any advantages associated with the use of either EAP-AKA' or EPS AKA in this respect. 

Backward compatibility to LTE: 

o
For services like wireless broadband access and VoLTE, AKA has been proved to be an applicable way for authentication and key distribution and negotiation. It may be necessary to reuse the mechanism since it’s widely supported in core network, terminal and proved to be effective in previous communication systems. If EPS authentication is not supported, users who are only allowed to access a fully next generation network and may not be able to roam back to an LTE network or may not be able to access the next generation network that is tunnelled via LTE network. It is expected that the initial deployments of next generation systems will be an overlay system.

Possibility of enhancements and 3GPP control: 

o
It should be also borne in mind that EPS AKA is under complete control of 3GPP, which may facilitate future enhancements if needed. On the other hand, EAP methods are under the control of the IETF, and the IETF WG "EAP Method Update" has the status "concluded". 
5.2.4.8
Solution #2.8: EAP Authenticator Location and EAP encapsulation protocol

5.2.4.8.1
Introduction  

This solution addresses key issue # 2.1. 

When considering EAP for NextGen System (based on unified authentication framework under consideration in the TR 23.799 [2]), it is essential to consider the location of the authenticator and the encapsulation protocol for EAP transportation. 

Editor’s note: The document may have to be revised depending on the final mapping of the roles of EAP authenticator, EAP server, and repository for permanent credentials and subscriber profiles to the functions CP-CN/SCKM, CP-AU, AAA and – possibly – HSS/3rd party AuC. The EAP authenticator acts as a pass-through, except that it optionally initiates the method-independent Identity request and consumes the MSK sent from the EAP server. This contribution assumes the following mapping:  EAP authenticator to CP-AU, EAP server to AAA.

5.2.4.8.2
Solution details  

5.2.4.8.2.1
Authenticator Location  

Based on the potential security requirement in clause 5.1.3.2.3 of this TR, the EAP authenticator functionality specified in the RFC 3748 [21], needs to be in the core network (physically secure location) and not at the edge of the network (exposed locations). The authenticator functionalities are performed by the CP-AU. The EAP server is the AAA server (backend authentication server). The CP-AU operates as a "pass-through authenticator" and forwards the EAP messages from the NextGen UE to the AAA server and vice versa. The New Radio (NR) access technology relays the EAP messages from the NextGen UE to the CP-AU and vice versa. The CP-AU decides to allow access to the NextGen UE. 
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Figure 5.2.4.8.2.1-1: EAP based Authentication Framework for Next Generation System

Editor’s note: The EAP based Authentication Framework for roaming scenario to be addressed.

Figure 5.2.4.8.2.1-1 depicts the authentication framework for the NextGen System. The mutual authentication is performed between the NextGen UE and the AAA server via the CP-AU. The CP-AU interfaces with the AAA server for carrying out the authentication. The AAA server interfaces with the HSS to retrieve the authentication information and subscription details. The authentication signalling may pass through AAA proxies. 

Unlike the existing mechanisms in 3GPP system, the NextGen System authentication procedure is separated from mobility management and session management procedures. Performing authentication procedure independently allows decoupling and independent evolution of CN/AN and also supports decoupling of authentication server functionality from MM and SM functionality in the network. 

After the successful mutual authentication, the CP-AU obtains the keying material from the AAA server and provides the security context to the NR entity(s) and other core network entities for communication protection. The NextGen UE performs the mobility management and session management procedures, after successful authentication and security association establishment procedure.

5.2.4.8.2.2
EAP encapsulation protocol  

FIG. 5.2.4.8.2.2-2 shows the authentication encapsulation protocol for NextGen system. RRC and NG2 signalling protocol encapsulates the EAP payloads between the UE and the CP-AU. The NR access network performs relay functionality for the EAP payloads. The NR takes care of filtering of packets from the non-authenticated NextGen UEs. The NR allows only the EAP messages to pass through until it receives the security context from the core network. 
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Figure 5.2.4.8.2.2-2: EAP based Authentication Framework for Next Generation System

Editor’s note: The protocol stack needs to be revisited based on the progress in other working groups.

5.2.4.8.3
Evaluation 
5.2.4.9
Solution #2.9: EAP authentication framework 

5.2.4.9.1

Introduction 

This solution addresses key issues #2.1 Authentication framework, #2.3: Authentication identifiers and credentials and #2.5: Non-AKA-based authentication. 

Editor's note: The use of this solution with network slicing is FFS. 

This solution assumes that the NextGen system requires an authentication framework that is capable of delivering more than one authentication mechanism in a uniform way. The purpose is to further explore how the Extensible Authentication Protocol (EAP) [21] could be deployed in NextGen system. 

Some reasons for making the EAP framework appealing for NextGen system are: 

-
EAP would make the integration of non-3GPP and 3GPP accesses easier by introducing a uniform framework for all accesses. 

-
EAP would facilitate new use cases, and business opportunities for Mobile Operators. EAP would make it easier to integrate various authentication methods into the system. Such methods may be needed to support use cases related to new types of actors, such as factories or corporations, using their own identity management, credentials and authentication methods in the authentication process to access the 3GPP network.  

Editor's note: Interworking with and migration from earlier 3GPP network(s) is FFS. 

5.2.4.9.2

Solution details 

5.2.4.9.2.1
Introduction 

NOTE: In order to make the solution more readable to people familiar with earlier 3GPP protocols, this solution refers to NAS protocol and messages in order to demonstrate the principles of the solution. These messages should be taken examples. 

This solution assumes the following reference architecture: 

Editor's note: The document may have to be revised depending on the final mapping of the roles of EAP authenticator, EAP server, and repository for permanent credentials and subscriber profiles to the functions CP-CN/SCKM, CP-AU, AAA and – possibly – HSS/3rd party AuC. The EAP authenticator acts as a pass-through, except that it optionally initiates the method-independent Identity request and consumes the MSK sent from the EAP server. This contribution assumes the following mapping:  EAP authenticator to CP-CN/SCKM, EAP server to CP-AU, repository to AAA.

· CP-CN function: control plane function in the core network, used e.g. for mobility and session management. 

· SCKM function: security context and key management function maintains the Authentication Root Security Key (ARSK) upon successful UE authentication. This is one potential realization of the "security anchor" discussed in key issue #1.2. SCKM could be co-located with CP-CN as it is in LTE (cf. MME) or it could be separate and located deeper in the network. 

· CP-AU function: control plane authentication function performs the UE authentication process, and interacts with AAA functionality for carrying out authentication. 

· AAA function: the profile repository and authentication function of the home network. 

The EAP authentication framework is presented as a collection of generalized phases that can be referred to and discussed separately in the solution. There are several ways to deploy the EAP framework for authentication, and some deployments and network configurations may be more optimized than others. This solution analyses different options of deploying EAP into the NextGen. 

The generalized phases are: 

1.
Identity exchange 

2.
Optional EAP method specific identity exchange 

3.
Rest of EAP method specific signalling (including the signalling with the potential back-end server)

4.
EAP Success/Failure and exchange of the Authentication Root Security Key (ARSK) over AU-SCKM interface. 

The connection establishment (phase 0 in Figure 5.2.4.9.2-1) or how the ARSK is used between the UE and the CN are out of the scope of the solution. 
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Figure 5.2.4.9.2-1: Generalized EAP framework 

Editor's note: EAP assumes unreliable transport. This means that the authenticator may retransmit Requests that have not yet received Responses. Since EAP defines its own retransmission behavior, it is possible for the retransmission to occur both in the lower layer (e.g. NG "enhanced NAS" or equivalent) and the EAP layer. It is FFS if the potential 3GPP profile for EAP should implement retransmission or not. 

5.2.4.9.2.2
Phase 1: Identity exchange  

EAP framework provides an initial set of EAP Types used in Requests/Responses exchanges. Identity is one of EAP Types, and it is mandatory in all EAP implementations. However, it is optional to use within the EAP conversation. The identity information can be sent by using means outside EAP. 

The purpose of the (initial) EAP identity exchange is mainly to locate the right AAA server that is able to authenticate the UE, and to choose the correct EAP method. In theory, the first identity presented by the UE could be abbreviated or encrypted identity as long as it identifies the AAA Server. The exact content of the identity response may depend on EAP method or deployment. 

Variant p1-1: Front-end identity exchange within EAP conversation 

In this variant, illustrated in Figure 5.2.4.9.2.2-1, the identity exchange is done within the EAP conversation. More precisely, after the connection establishment, the CP-CN/SCKM sends the EAP Identity Request to the UE (Figure 5.2.4.9.2.2-1 assumes that an enhanced NAS protocol (eNAS) is used to carry EAP packets). The UE responds with its identity in the EAP response. Afterwards, the CP-CN/SCKM initiates the Diameter EAP application with the CP-AU. 
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Figure 5.2.4.9.2.2-1: EAP identifier carried within EAP conversation 

Variant p1.2: Identity exchange in eNAS Attach 

In variant p1.2 shown in Figure 5.2.4.9.2.2-2, the identity exchange is done outside EAP conversation. The UE sends an Attach (or an equivalent) with the identity, and the CP-CN/SCKM initiates the EAP conversation with the CP-AU. 
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Figure 5.2.4.9.2.2-2: EAP identifier carried outside EAP conversation 

5.2.4.9.2.3
Phase 2: Optional EAP method specific identity exchange

The CP-AU may send another Identity Request to the UE in case it is not able to choose the appropriate EAP authentication method, or identify the UE if required before proceeding with the authentication. The identifier used in the initial identity response may be different than the one used for authentication within the EAP method (e.g. for privacy reasons). The optional identity exchange is demonstrated in Figure 5.2.4.9.2.3-1. 
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Figure 5.2.4.9.2.3-1: Optional EAP method specific identity exchange

5.2.4.9.2.4
Phase 3: Rest of EAP method specific signalling

The EAP authentication methods have different number of round-trips but they all run end-to-end authentication between the UE and the CP-AU. The intermediate nodes are typically just pass-through entities. Nevertheless, it is also possible that the intermediate nodes implement some EAP methods locally, and that the authentication is terminated closer to the serving network. 

NOTE:
It is often assumed that the home control of authentication is an inseparable characteristic of the EAP-architecture i.e. the AAA-server always resides in the Home Network. However, more flexibility on the termination of EAP methods could be possible if EAP methods were implemented in the Visited Network, and the Home Network acted as a back-end server (cf. LTE). Similar deployment model in which EAP was terminated in MME was considered in TR 33.821. 

Variant p3.1: EAP-AKA' 

This solution assumes that it would be beneficial to specify only one AKA variant for Next Generation. The proposal is that this would be EAP-AKA'. There might be backwards compatibility reasons for the UE to support both EAP-AKA' and EPS AKA. However, support of both is not necessary for the Next Generation CN. 

EAP-AKA' is already used in TS 33.402 [22] for non-3GPP accesses. In figure 5.2.4.9.2.4-1, the CP-AU is terminating the EAP-AKA' conversation and requesting AKA AVs from the AAA Function. EAP-AKA' Request and Response messages are exchanged between CP-AU and UE. 
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Figure 5.2.4.9.2.4-1: EAP method specific signalling – EAP-AKA' 

Variant p3.2: EAP-TLS 

Alternative authentication methods are being discussed in the co-called "Factory" use case [4]. It is assumed that the NextGen system is owned by a third party, and that third party would need to use alternative authentication methods with different types of credentials. The EAP framework provides means to use alternative methods with different types of credentials. 

This variant assumes that the authentication is done using existing third party credentials and identity management system. In other words, the CP-AU function performing the authentication may be owned and managed by a third party (the Factory owner). The exact details of the authentication method are transparent to the CP-CN/SCKM, and any other EAP method (than EAP-TLS) could be used if agreed between the Factory and the mobile operator. 

EAP-TLS described in RFC 5216 [23] is based on TLS 1.1. The protocol itself includes the TLS version number, so in theory any TLS version above 1.1 could be used. TLS version is important because some TLS variants are more optimized than the others, and may have different security properties.

Figure 5.2.4.9.2.4-1 demonstrates the initial EAP-TLS handshake done between UE and CP-AU. Authentication is done by using both server and client certificates, and requires a root of trust (i.e. certificate authority, CA). After the initial handshake, EAP-TLS session can be "resumed" making the handshake more efficient. 

This scenario assumes that the owner of the CP-AU only takes care of authentication. The rest of the subscriber data management that may be needed in the Next Generation system is done in the AAA Function. After successful or unsuccessful (re-)authentication, the CP-AU and the AAA Function may need to exchange subscriber related information. 
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Figure 5.2.4.9.2.4-2: EAP method specific signalling – EAP-TLS 

5.2.4.9.2.5
Phase 4: EAP Success/Failure and exchange of the ARSK 

The EAP Success/Failure messages are part of the EAP authentication layer. These messages are not delivered to the EAP method. It is important that these messages are sent over reliable transport because they are not retransmitted by the authenticator. It is also important that the CP-CN/SCKM understands the semantics of these messages because the EAP Success message carries the master security key ARSK, and the EAP Failure means unsuccessful authentication, and potentially an unauthorized UE. 
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Figure 5.2.4.9.2.5-1: EAP Success or EAP Failure  

5.2.4.9.2.6
Security context transfer

One of the arguments against of the EAP-AKA and the EAP framework when evaluated in TR 33.821 [24] was related to handovers and idle mode mobility. It was considered that transfer of keying material without re-authentication was contradictory to the EAP keying framework. EAP keying material was not allowed to be transported to another entity, i.e. between MMEs. One reason for splitting the security context and key management functionality outside the CP-CN entity could be to allow faster re-authentication in such scenarios. 

The earlier work focused on evaluated EAP-AKA only, and considered the method specific fast re-authentication as one option to optimize the procedure. There has been further progress in IETF on a EAP method independent framework for re-authentication that should be further analysed from Next Generation point of view. RFC 6696 [25] specifies the EAP extension for EAP re-authentication protocol (ERP). ERP is common for all EAP based authentication methods and can be used for efficient re-authentication between the peer and EAP re-authentication server. The re-authentication server may locate in the visited network. 

ERP could be used in NextGen system to provide faster re-authentication, for example if/when the security end-point (i.e. CP-CN) in the network side is changing. In figure 5.2.4.9.2.6-1, the SCKM is decoupled from the CP-CN. 
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Figure 5.2.4.9.2.6-1: Re-authentication using ERP   

Editor's note: Details on if/how to use the ERP in Next Gen system are FFS.  

5.2.4.9.3

Migration and interworking with LTE/eLTE 

Editor's note: Architectural and service related requirements on migration and interworking with LTE/eLTE are still open in other 3GPP WGs, and needs to be clarified. 

5.2.4.9.4

Evaluation 

Tba 
5.2.4.10
Solution #2.10: Device Identifier Authentication using the Device Certificate
Editor's note: The terminology used in this solution needs to be updated (e.g.it should use the terms "equipment" or "equipment identifier" instead of "device" or "device identifier".
5.2.4.10.1
Introduction  

This solution addresses the Key issue #2.4: Device identifier authentication. In this solution, during the manufacturing of the device, it is securely provisioned with a device certificate and the private key associated with the certificate. The device certificate includes the device identifier (e.g., IMEI in EPS) within a field of the certificate. 

The device certificate is signed by a Certificate Authority (CA). The CA can be a device manufacturer CA or a 3rd party CA that is trusted by the manufacturer. Irrespective of the CA used to sign the device certificate, the operator (or the entity that is performing authentication of the reported device identifier) makes the decision (e.g., as part of operator device certification process) on whether to trust the CA used to sign the device certificate. 
5.2.4.10.2
Solution details  

In this solution, the device authentication is proposed to be performed using NAS messages after the NG-UE’s subscription is successfully authenticated and the security protection is established using keys derived from subscription authentication (similar to NAS Identity Request and Identity Response in EPS). The method proposed here is very similar to the variant 1 of the solution described in clause 5.4.4.2.2 (Enhanced AKA authentication) in TR 33.868 [26].

Providing device authentication requires that the device has been provisioned with the device certificate. A secure part of the device stores the sensitive device keys such as the private key associated with the device certificate and performs all cryptographic operations that make use of these sensitive keys are performed within the secure part.
NOTE: 
Secure storage and processing requirements for device credentials and identifiers within the NG-UE is covered in key issue 5.y.

The high-level message flow for NG-UE attachment with device authentication to the NextGen systems using the device certificate is given in the figure below. 

Editor’s Note: The split of functionality between the CP-CN and CP-AU for device authentication is FFS. 
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Figure 5.2.4.10.2-1: NG-UE attach with device authentication

Editor’s Note: It is FFS whether some of the steps in the message flow in the above figure can be optimized (e.g., by combining some of the steps).

1) NG-UE is pre-provisioned (e.g., during device manufacturing) with the device certificate. The certificate (or the public key) of the CA used to sign the device certificate is provisioned in the AAA by operator. Alternatively, this information can be provisioned in the HSS, in which case the AAA has to retrieve the CA certificate from the HSS. Note that the AAA may be configured with the CA certificate(s) for the device(s) that are authorized by the operator.

Editor’s Note: It is FFS exactly where the CA cert (or public key of the CA cert) used to sign the device certificate is stored within the Next-Gen system (e.g., AAA or HSS or another network entity).

Editor’s Note: It is FFS whether the EIR has a role in device authentication (e.g., for revoking services to devices reported stolen).
Editor’s Note: In this solution, it is assumed that the device manufacturer trusted CA cert is used to authenticate the device certificate. It is for FFS whether a service provider trusted CA issued device certificate can be used for device authentication (e.g., OEM issued device certificate is used to secure the issuance/enrollment of service provider trusted CA issued device certificates). The latter approach has the advantage that the service provider doesn’t have to trust the manufacturer trusted CA certs once the devices are enrolled. 

Editor’s Note: The assumption that the CA used sign the device certificate needs to be trusted by the service provider or operator that is performing the device authentication may not meet requirements of all use cases/service providers or operators. It is FFS how to meet these use cases/requirements.

2) The NG-UE sends attach request to the network. After successful subscription authentication (e.g., EPS AKA) by the network, secure communication is established between the UE and the network.

3) CP-AU/CP-CN decides to perform device authentication. This decision may be made based on either the subscription information retrieved from the AAA/HSS or the local policy of the CP-AU.

4) CP-AU/CP-CN sends the request for device identifier and the certificate associated with the device and receives it using protected NAS messages (e.g., Identity Request / Identify Response).  Use of protected NAS messages ensures that the device identity privacy is maintained. The device certificate is only requested by the CP-AU/CP-CN if it wants to perform device authentication and can be skipped if CP-AU/CP-CN wants to only retrieve the device identifier of the device or can obtain the device certificate by other means (e.g. from UE subscription profile).

5) CP-AU/CP-CN retrieves from AAA the information necessary for performing the device authentication. This step can be skipped if the CP-AU/CP-CN has all the information necessary for performing the device authentication.

6) CP-AU/CP-CN sends the device authentication challenge. Optionally, if the network wants to refresh the security context by binding it with the device authentication credentials, it may request the UE to generate a key (KDevice) during the device authentication process.

7) UE generates the device authentication response and sends it to CP-AU/CP-CN.

8) CP-AU/CP-CN verifies the device response and optionally calculates the KDevice.

9) If the network decides to bind the security context using keys derived from device authentication (e.g. to provide a binding between IMSI and IMEI), the network initiates a security mode command and completes the attach procedures.

5.2.4.10.3
Evaluation 

FFS
5.2.4.z
Solution #2.z: <solution name>

5.2.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.2.4.z.2
Solution details  

5.2.4.z.3
Evaluation 

5.2.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
5.3
Security area #3: Security context and key management 

5.3.1
Introduction 

Editor's Note: This clause gives background information on the security area. 
5.3.2
Security assumptions
Editor's Note: This clause will document security assumptions related to each security area. 
5.3.3
Key issues
5.3.3.1
Key Issue #3.1: Interception of radio interface keys sent between operator entities

5.3.3.1.1
Key issue details

In all of GSM/GPRS, UMTS and LTE, it is the case that the keys from which the for radio interface encryption keys are derived (and integrity, where applicable) are computed in the home core network – the AuC – and then transmitted to the visited radio network over signalling links such as SS7 or Diameter.  This is a clear point of exposure, and it has been demonstrated repeatedly how keys can leak.  Each operator network has to respond to signalling messages, which may come from any roaming partner – including roaming partners that are either hacked or misbehaving in any way. It should therefore be studied further whether and how EPS AKA and/or EAP-AKA' should be complemented with measures to counter the threat of insecurity of the Interconnect network. Such measures have to be standardized at least as far as they affect the interface between UE and visited network.
The most direct, and clearly recommended industry approach is for operators to improve SS7 / Diameter security, e.g. by introducing SS7 firewalls.  But well-designed key management protocols for Next Generation Systems could also reduce the threat significantly.

In GSM terms, this key issue is about the leakage of the cipher key KC when sent between network nodes, whereas Key Issue a.1 is about the leakage of Ki.  So the problems are different.  There may, however, be some overlap in the set of possible solutions.

5.3.3.1.2
Security threats 

An attacker who can successfully obtain current radio interface keys for a subscription can straightforwardly eavesdrop on that subscriber’s traffic.  A wide range of abuses is also possible if the attacker can spoof MACs on UMTS / LTE messages that should be integrity protected.

The following key theft attacks and re-routing attack are expected to be relevant for a NextGen Interconnection network. Many of these threats are likely to evolve from threats seen in today's SS7 networks; at least it has been explicitly stated in publications, e.g. [28], that many of the threats seen in SS7 networks are likely to carry over to DIAMETER Interconnection networks. These may in turn be used in NextGen Interconnection networks. 
Key theft attacks:

An attacker could obtain keys in several different ways: 

1. by passively eavesdropping on the communication between an HSS sending authentication vectors (AVs) to a genuine serving node. Attack 1 is not commonly described in the literature as an attack on SS7 networks (which does not, of course, mean that it could not be performed.);

2. by impersonating a genuine serving node towards the HSS and obtaining AVs in this way; [28, 29]

3. by impersonating a genuine serving node towards another serving node to obtain a current security context (e.g. sending a forged context request between SGSNs or MMEs used in handovers or idle mode mobility) [30]

Re-routing attack: The attacker could also impersonate a genuine serving node by sending a forged Location Update message to the HSS [30]. In this way, the downlink traffic could possibly be re-routed towards the attacker's serving node.
5.3.3.1.3
Potential security requirements

-
An attacker who is able to observe or request session keys sent between network nodes should not be able carry out a passive eavesdropping attack on the subscriber’s radio interface traffic (assuming that radio interface user plane encryption is in place).  
5.3.3.2
Key Issue #3.2: Refreshing keys

5.3.3.2.1
Key issue details

In GSM/GPRS, UMTS and LTE it is entirely down to the visited network to determine when a reauthentication, and consequent change of radio interface keys, takes place.  There is no way for the UE (or a service running on the UE) to demand – or even request – that keys should be refreshed.  The only route open to the UE is to drop the connection and then reconnect, and hope that this triggers a reauthentication; even then, there is no guarantee.

5.3.3.2.2
Security threats 

The main threat here arises when a UE roams onto a visited network that has a lax security policy, allowing the same radio interface keys to remain in use for a long time.  There are two drivers to update a cryptographic key: either the length of time that the key is used for, or the volume of data that it’s used to protect.

Also, a false network that has somehow managed to get hold of valid session keys can continue using those session keys indefinitely, unless the UE can demand an update.

After handover from a different generation (e.g. UMTS), which may have run a less strong authentication and key agreement procedure than the NextGen one, the same (or derived) session keys may continue to be used.  Even if the standards recommend that a network should reauthenticate after handover, some networks may not do so.

5.3.3.2.3
Potential security requirements

-
The UE should have some ability to trigger a refresh of security keys.  Care must be taken not to create network overload, however.  

-
The UE should not congest the network by frequently requesting the radio interface keys to be refreshed.

Note1:
The decision to refresh the keys is the responsibility of the network. 

Editor’s Note: The exact keys that a UE may be able to trigger a refresh of are FFS.

Editors' note: The action of the UE if the network fails to change the security is for ffs. 

5.3.3.3
Key issue #3.3: Principles of security negotiation

5.3.3.3.1
Key issue details

In EPS, the security mode procedures for NAS and AS serve to establish, which cryptographic algorithms will be used for the security context about to be established. The network side takes the decision for both NAS and AS security mode procedures. The only security feature to negotiate is encryption, the decision on whether encryption is switched off or on is implicit in the choice of the encryption algorithm (NULL or non-NULL). 

This situation already started to get a little more complex in the GPRS security enhancements defined in the EASE work item in Rel-13. According to EASE, cf. TS 43.020, Annex H, the MS informs the SGSN whether it supports user plane integrity or not. Furthermore, the subscriber profile optionally contains information about whether user plane integrity is required for this subscription or not. Finally, it was decided for EASE that the same set of cryptographic algorithms shall be used for both user plane and control plane.

Like in EASE, not all NG UEs will be required to support user plane integrity. Hence, again like in EASE, the UE will need to indicate to the network whether the UE supports this feature. 

It is expected that, for NextGen, even more flexibility than already provided by EASE will be required. Many UEs will establish end-to-end or end-to-middle security associations with other devices or with application servers, providing confidentiality or integrity or both. In this case, confidentiality and/or integrity will not be needed over the air interface from the UE point of view. However, the network may still require one or both of these features, e.g. for protecting the network from attacks. Hence, the UE should be able to indicate whether it requires confidentiality and/or integrity. But it should still be the network to decide which security feature is provided, based on these indications from the UE and possibly additional information from the subscriber profile. 

Note that there is no room for negotiation of integrity for the control plane as integrity is mandatory to use and little room for negotiation of confidentiality for the control plane as confidentiality is recommended to be used, subject to local regulations, which means that, in practice, the network will decide its use based on these local.

5.3.3.3.2
Security threats 

tbd

5.3.3.3.3
Potential security requirements

-
The UE shall support at least two encryption algorithms and at least two integrity algorithms. All of them shall be usable for both control plane and user plane. 

-
The UE shall support signalling to the network whether the UE supports user plane integrity.

-
The UE may support signalling to the network whether the UE prefers to use or not to use user plane confidentiality. 

NOTE1: 
The motivation for the above requirements is as follows: If the UE knows that there is e2e confidentiality it will signal "confidentiality not preferred" to the network. If the UE knows that there is no e2e confidentiality and the data sent by the application is confidential it will signal "confidentiality preferred". If the UE sends no signalling the UE leaves the decision entirely to network policy. 

-
The UE may support signalling to the network whether the UE prefers to use or not to use user plane integrity.

NOTE2: 
The motivation for the above requirements is as follows: If the UE knows that there is e2e integrity it will signal to the network "integrity not preferred". If the UE supports integrity and knows that there is no e2e integrity and the data sent by the application requires integrity it will signal "integrity preferred". If the UE sends no such indication the UE leaves the decision entirely to network policy. 

-
The network (access network entity or core network entity) shall take the final decision on which security features and algorithms will be used, taking into account what the UE has signalled and potential additional information in the subscriber profile. 
-
The network shall select one ciphering algorithm and one integrity algorithm to be used for both control plane and user plane. 
-
The network shall indicate whether user plane integrity is used. 

-
The UE may decide to refuse a connection that does not meet criteria set in a policy in the UE. A UE that has refused a connection may attempt to set up a connection at a later time again.

-
UEs that use a local policy to refuse connections that do not meet the criteria should have a recovery mechanism to avoid a total lock-out. Such a recovery mechanism could be that the UE should be able to inform the end-user and allow the end-user to overrule the policy or could be that the UE should accept an unsecure connection after a number of failed tries.-
Security negotiation shall not be susceptible to bidding down attacks.
5.3.3.4
 Key Issue #3.4: Security context sharing 

5.3.3.4.1
Key issue details

In the LTE networks, authentication for 3GPP and Non-3GPP access technologies are performed separately. For example, the authentication point for 3GPP connection is at MME and the one for WLAN is at AAA server. For the same UE with two connections using different access technologies, it has to perform two full authentication procedures with the core networks. This not only increases delay for security association establishment between UE and network, but also incurs overhead in signalling transmission. 

For next generation networks, a unified authentication framework for different access technologies is adopted by 3GPP.  Security context for different access technologies may reside on the same entities at both UE and core network side. This makes the security context sharing among different access technologies easier. 

5.3.3.4.2
 Security threats 

In next generation networks, security contexts of one UE, e.g. keys used for data and signalling protection, for different access technologies may be coorelated. If one security context is compromised in one access technology, then this may compromise a security context on another technology in the same UE.
5.3.3.4.3 
Potential security requirements

-
To optimize the security association establishment procedure with authentication framework, security context information sharing mechanism for same UE among different access technologies should be studied.  Keys used in different access technologies shall be cryptographically separated and bound to the access, e.g. by suitable key derivation

5.3.3.5
Key issue #3.5: Unnecessary dependence of keys between security layers
5.3.3.5.1
Key issue details
In LTE, there is an unnecessary dependence between the NAS security context and the AS security context. This issue only manifests itself when the MME is rekeying the whole key hierarchy and has succeeded in updating the NAS security context to a new KASME, but has not rekeyed the AS context to be based on the new KASME. For example, if an S1-handover involving MME relocation happens at this point, it is necessary to send both the old and new KASME to the new MME. While this is not an issue for LTE, due to the assumption that all MME are deployed in secure locations, it does unnecessarily allow the new MME to calculate previous keys (NAS layer and AS layer keys that were derived from the old KASME). It is preferable to avoid such a feature in NextGen as in particular it may be that MMEs (or the NextGen equivalent of an MME) are deployed in less secure locations. 

Looking at the LTE Key Hierarchy, the reason the above problem exists is that KASME is required to calculate fresh NH values. Hence in effect the KASME is the root key needed for the operation of two different layer of security contexts. As NAS and AS security contexts are not changed simultaneously, this means that even after an MME has run and an AKA and NAS security mode procedure to take a new NAS security context based on a new KASME into use, it cannot effectively delete the old NAS Security context as it must retain the previous KASME. This is contrary to good security practise where it is preferable to remove old security keys as soon as possible. 

In summary, it is preferable in NextGen that the security context at a higher layer (as soon as it is finished with) can be completely deleted without affecting the ability to use lower layer security context (e.g. the same keys should not need to be used in both security contexts). Such a definition of the security contexts should not result in breaking the authorisation model, i.e. it is still possible to know that the two security contexts are associated with the same UE. 

5.3.3.5.2
Security threats 
When security contexts at different layers share a common key, it means that it is impossible to completely replace (for example in LTE replacing the NAS security context in an MME after an AKA) the higher layer security context until the lower layer security context has become obsolete. It may also result in this key being passed to another entity which then be capable of decrypting data that it would otherwise not get access to.
5.3.3.5.3
Potential security requirements

TBD

5.3.3.6

Key issue #3.6: Top-level key for access-network-specific keys

5.3.3.6.1
Key issue details

Authentication between UE and network will establish an authentication session key. This authentication session key may be derived in an access-network-independent manner. Further keys will be derived from this session key. Access-network-specific keys may be derived either directly from the authentication session key or from an AN-specific-top-level key. It matters for the overall security of the system where this top-level key, from which all access-network-specific keys are derived, resides.

The present key issue deals with the following questions: 

•
Whether an AN-independent authentication session key is to be maintained throughout a 'session' or 'registration period';

Editor's Note: The terms 'session', 'registration period' will be clarified as SA2 work progresses. 

•
Whether an AN-specific-top-level key is required, and, if so, whether it is different from the authentication session key;

•
For any of the above keys, whether it shall reside in the NextGen core network and / or in a physically protected location. 

•
The relationship with the entity 'security anchor' in key issue #ARCH.2 needs to be clarified. 

5.3.3.6.2
Security threats 

tba

5.3.3.6.3
Potential security requirements

tba

5.3.3.7
Key issue #3.7:  The storage of security context

5.3.3.7.1
Key issue details

Based on the types and states of EPS security context, different principle is applied for storage, e.g. the USIM shall never store a mapped security context. In NextGen system, the storage of security context may be different both from USIM and EPS system.

Editor’s note: LTE principle should be used as a working assumption for now.

5.3.3.7.2
Security threats 

The main threat is when the security context stores in an unsecure environment both at the UE side and the NextGen system side where the security context can be obtained by attackers. The leakage or disclosure of security context can lead to serious attaks. The attacker can imitate to the user, as well as the network. The most serious thing is that neigher the user nor the NexGen system can not distinguish the attacker from the legitimate user.

5.3.3.7.3
Potential security requirements

The security context shall securely be stored both at the UE side and the NextGen system side.

5.3.3.8
Key issue #3.8:  Security context for small data mode

5.3.3.8.1
Key issue details

One aim of the NextGen system is to support the services for Massive IoT devices. In SMARTER TR 22.891[7], a small data mode has been defined to support short data bursts. For supporting small data mode, a new type of security context may be introduced.

5.3.3.8.2
Security threats 

Tba.
5.3.3.8.3
Potential security requirements
Tba,
5.3.3.y
Key issue #3.y: <key issue name>

5.3.3.y.1
Key issue details

5.3.3.y.2
Security threats 

5.3.3.y.3
Potential security requirements
5.3.4
Solutions
5.3.4.1
Solution #3.1: Including a key exchange protocol into the derivation of the radio interface session keys

5.3.4.1.1
Introduction  

This solution addresses key issues #2.2 and #3.1.

It ensures that an attacker who:

-
either knows the long term secret key and Authentication and Key Agreement algorithm (including any global constants) that a subscription is using,

-
or is able to observe or request keys sent between network nodes,

can still not abuse radio interface confidentiality in a purely passive attack, or abuse radio interface integrity by simple injection of a single spoofed message, but will instead have to carry out an ongoing active man-in-the-middle attack – which is harder, and more likely to be detected.

5.3.4.1.2
Solution details  

NOTE:
In this section we refer to the "UICC" and the "HSS".  These should be understood as shorthand, referring respectively to the "device’s UICC / secure element (or wherever the long term key is stored)" and the "HSS (or its Next Generation Systems equivalent)".

As in GSM/GPRS, UMTS or LTE, the Authentication and Key Agreement algorithm is run in the HSS, with a resulting authentication vector sent to the visited network, and also in the UICC to establish shared secret keys between the UE and a node in the visited network.  However, instead of using those keys directly for radio interface security, or as inputs to a key derivation algorithm to produce radio interface security keys, they are instead used to authenticate a key exchange algorithm between the device (possibly its UICC) and that visited network node.  Elliptic Curve Diffie Hellman would be a suitable key exchange algorithm. 

In Figure 5.3.4.1.2-1, "Node X" represents whatever visited network node carries out the key exchange protocol with the device.  It is premature to attempt to identify the most suitable node in Next Generation Systems, but if this solution were being retrofitted to LTE then the MME would be a natural choice.  

Editor’s note: The above paragraph needs to be revised to fit the NextGen architecture.

 
[image: image28]
Figure 5.3.4.1.2-1: Key exchange to derive radio interface security keys 

It is a good idea for both the initial shared secret keys (that were in the authentication vector, and were used to authenticate the key exchange) and the output of the key exchange protocol to be fed into a key derivation function, whose outputs are then used as the radio interface security keys.  That way, an attacker would have to know the original shared secret and compromise the key exchange to learn the new radio interface keys.  A suitable key derivation algorithm can use HMAC-SHA256, as defined in 3GPP TS 33.220 [27], as follows:

new radio interface key = KDF (key exchange protocol output, initial shared secret key)

where “key exchange protocol output” refers to the shared secret resulting from the key exchange protocol, and “initial shared secret key” refers to the initial shared secret keys that were in the authentication vector, and were used to authenticate the key exchange.
Editor’s note: The following procedure needs to be revised once the authentication and key agreement mechanism in NextGen is defined.

Solution 12.1 in TR23.799 [2] proposed a unified authentication framework for Next Generation  network. The unified authentication framework is shown in figure 5.3.4.1.2-2. It consists of supplicant, CP-AU and AAA. Therefore, the DH procedure shall be integrated with the proposed authentication framework. 
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Figure 5.3.4.1.2-2: Unified Authentication Framework for Next Generation Networks

To integrate the Diffie-Hellman procedure into the authentication and key agreement protocol for session key enhancement, we proposed a possible procedure which is compatible to the Next Generation Systems unified authentication framework. The procedure is as follows:, .

1.
UE and CP-AU perform mutual authentication.  

2.
UE and CP-AU derive K1 after mutual authentication. The K1 derived in a similar way to the derivation of KASME in LTE.
3.
CP-AU generates a private Diffie-Hellman key APRIV and a corresponding public key APUB.  

4.
CP-AU sends message 1 to UE, which contains APUB and a MAC computed using K1. 

5.
UE verifies the MAC, decodes APUB, and further generates a  Diffie-Hellman private key BPRIV and corresponding public key BPUB. UE also derives a symmetric key KDH from BPRIV and APUB with Diffie-Hellman procedure. UE derives a session key Ksession from with KDH and K1.

6.
UE sends message 2 to CP-AU, which contains BPUB and a MAC computed using K1. 

7.
CP-AU verifies the MAC, decodes BPUB, and derives the same a symmetric key KDH from APRIV and BPUB with Diffie-Hellman procedure. CP-AU derives the same  session key Ksession from KDH and K1.

Both UE and CP-AU now own the same shared session key Ksession. They use Ksession to derive other keys for encryption and integrity protection. The Diffie-Hellman technique used in this authentication protocol can also be Elliptic Curve Diffie-Hellman.
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Figure 5.3.4.2.2-3: Integration of Diffie-Hellman procedure with key exchange protocol

5.3.4.1.3
Evaluation 

The solution #3.1 described in clause 5.3.4.1 basically consists in applying a Diffe-Hellman handshake after the intermediate key obtained from the authentication vector (e.g a KASME key) has been successfully established between UE and serving node (e.g. MME). The security context that results from the intermediate key combined with the DH handshake would then be used to derive further keys to protect the radio interface. 

We discuss how well the threats described in clause 5.3.3.1.2 are countered by solution #3.1 in the following.

· The first threat described in clause 5.3.3.1.2 seems to be the only attack that solution #3.1 counters reasonably well: as stated in the requirements in clause 5.3.3.1.3, the attacker would indeed have to give up his passivity and become a long term, active man-in-the-middle.

But solution #3.1 seems ineffective against the following attacks:

· Key theft attack 2 means that the authentication vector is sent to the attacker and, hence, not available at any genuine serving node that would perform an Attach procedure with a user. So, the attacker could not sit back, record the encrypted traffic and decrypt later using the knowledge of the eavesdropped key. 

However, the attacker could proceed to impersonate a genuine serving node towards a UE (using one or more false base stations in the vicinity of the victim that would be attached to the serving node). In this way, the attacker could eavesdrop on the UE's traffic for some significant amount of time. The attacker could repeat this attack many times (as long as the attacker would be able to obtain fresh authentication vectors). 

The underlying assumption in the formulation of the requirement in clause 5.3.3.1.3 seems to be that the involvement of the attacker as " long term, active man-in-the-middle " would make the attack unrealistic. But  attack 2 can be seen as a false base station attack that would be just as practical as its well-known analogue in GSM (with the difference being that the attack does not exploit a weakness in the air interface security - as in GSM - but in the Interconnection network security).  

· Key theft attack 3 is an attack not on SS7 or DIAMETER, but on GTP. It would use e.g. false messages on the NextGen-equivalent of the interface between SGSNs or MMEs. The attacker would record the encrypted communication over the air. The attack on the serving node would only start after the security context, from which the radio encryption and integrity keys were derived, had been established. In particular, it would start only start after the DH handshake proposed in solution #3.1 would have been applied. Hence, solution #3.1 cannot help in mitigating this attack. 

· The re-routing attack is an attack exploiting a weakness of the Interconnection network. But it could not be countered by solution #3.1 as the attack does not exploit the knowledge of keys. 


Clause 5.3.3.1.1 "Key issue details" states: " The most direct, and clearly recommended industry approach is for operators to improve SS7 / Diameter security, e.g. by introducing SS7 firewalls."  This is most certainly true. Solutions approaches can be found in security area#10. 

The text in clause Clause 5.3.3.1.1 continues: " But well-designed key management protocols for Next Generation Systems could also reduce the threat significantly." According to the above evaluation, at least solution #3.1 is unlikely to mitigate some common threats seen in today's SS7 networks and could be easily circumvented. It appears that these common threats need to be mitigated by security enhancements to the Interconnection network. But then it is likely that also the only threat, against which solution #3.1 really helps, namely passive eavesdropping on authentication vectors, could be mitigated by similar security enhancements to the Interconnection network. 

Conclusion:

Solution #3.1 is costly in terms of performance, especially delay, and it does not help against key theft attacks 2 and 3 nor against the re-routing attack. 

5.3.4.2
Solution #3.2: UE can request a radio interface key refresh

5.3.4.2.1
Introduction  

This solution addresses key issue #3.2.

5.3.4.2.2
Solution details  

Editors' note: more details are needed here

Signalling messages should be defined to allow a UE to request the visited network to carry out a radio interface key refresh.  (This may equate to a reauthentication, but we don’t know that yet for Next Generation.)  It is too early to say exactly whether a new message type will need to be defined, or an existing message type adapted; and it is too early to say which node in the visited network will be the recipient of this message.  If this were being retrofitted to LTE, however, then a natural approach would be to introduce a new set of parameter values and new cause code in the Tracking Area Update and/or Routing Area Update messages.

Note that this is a request that the visited network may (and normally will) fulfil – not a demand that it must fulfil.  This means that the visited network retains ultimate control.

A possible, optional extension is that the UE drops the connection if the request is not fulfilled.

Note that this in no way reduces the network’s ability to reauthenticate / update keys whenever its policy requires.

5.3.4.2.3
Evaluation 

TBD

5.3.4.3
Solution #3.3: Security Context Management for UE with Multiple Access Technologies 
Editor's note: The terminology used in this solution needs to be updated (e.g.it should use the terms "equipment" or "equipment identifier" instead of "device" or "device identifier". 
5.3.4.3.1 
Introduction

The next generation network system will support multiple access technologies, including previous generation radios, next generation radio, Wi-Fi access technologies, etc. Many of the UE support multiple access technology and UE may establish multiple connections simultaneously to the network with the same 3GPP credentials after the initial authentication based on unified authentication framework. In TR 23.799 [1]， a solution (6.12.1) in key issue 12 for authentication framework has been included. It includes a uniformed authentication framework and a security context structure at the network side.  But a security context structure has not been defined for UE yet. Therefore, we proposed a security context structure at UE side with the uniform authentication framework and network side security context structure taken into consideration. 

5.3.4.3.2 
Solution details

With the Next Gen system, a UE may have several simultaneous connections to the network. Different connections may utilize different access technologies. However, different access technology may authenticate with network using the same 3GPP credentials. This solution outlines how the UE authenticates with network and derives security context for each access technology. 

In this solution, different access technology shares the same supplicant at UE side. The supplicant is responsible for the authentication for different access technologies. 

-
When the supplicant performs mutual authentication with authentication unit at the network side (CP-AU), if an authentication security context has not been established at the supplicant, then the UE establish a security context within the supplicant. 

Editor notes: UE, device and supplicant need further clarification with SA1 and SA2 respectively

-
If the supplicant already has an established authentication security context, then the UE can use the existing authentication security context for mutual authentication with the network authentication entity. If the authentication succeeds, then both the Supplicant and CP-AU update the authentication security context.

-
Supplicant transmits the derived security context to the relevant access technology module for the protection of communications. 

Editor notes: Use of term security context in various places need ffs.

Figure 5.3.4.3.2-1 shows an example structure of the security context.
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Figure 5.3.4.3.2-1: Security Context Structure for UE with Simultaneous Connections

Figure 5.3.4.3.2-2 shows the detailed procedure for UE with two different access technologies to establish security context with the uniform authentication framework and the security context derivation method proposed above:

1.
The device with access technology 1 within the UE sends a request to Supplicant for authentication. 

Editor Notes: whether device inside UE can request supplicant to perform authentication is ffs.

2.
Supplicant authentication with CP-AU within the core network, during which supplicant communicates with Secure Storage and Processing at UE side and CP-AU communicats with credential repository at network side for authentication vectors respectively（2a and 2b）. 

3.
Supplicant and CP-AU establish Authentication Security Context with both CP-AU and Supplicant (3a and 3b)

4.
Supplicant and CP-AU transmit security context to the relevant device at the UE side and Access Newtork at network side. 

5.
Both devices and AN installs the security context and use them for data/signalling protection.

6.
The device with access technology 2 within the UE sends a request to Supplicant for authentication. 

7.
Supplicant authentication with CP-AU within the core network. The authentication procedure reuses the security context established through the authentication for the first access technology. 

8.
Supplicant and CP-AU update Authentication Security Context.

9.
Supplicant and CP-AU transmit security context to the relative device (device with access technology 2) at the UE side and Access Newtork at network side.

10.
Both devices and AN installs the security context and use them for data/signalling protection.
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Figure 5.3.4.3.2-2: Authentication and Security Derivation with Simultaneous Connections. 

Authentication Security context:

•
Kauth:  key derived after authentication procedure

•
Counter: maintained at both supplicant and CP-AU per authentication security context. It is increased by one after each authentication.

•
Fast Reauthentication ID: an ID used by supplicant to perform fast reauthentication. 

•
Timer: a value specifies the validity of the keys

Editor Notes: Counter and fast authentication ID need for further clarification

After the authentication is finished successfully, the supplicant needs to derive security context for an individual access technology. To isolate the authentication security context from access technologies, the authentication security context is protected and is inaccessible to the individual acces technology. A key derived from Kauth is transmitted to an access technology for data and signalling protection. An example key derivation can be as follows:

•
KAT = KDF(Kauth, counter )

The Kauth is always kept within the supplicant and only the KAT is passed to the access technology. Therefore, the session key for an individual access technology is securely isolated from each other.

5.3.4.3.3
Evaluation 
5.3.4.z
Solution #3.z: <solution name>

5.3.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.3.4.z.2
Solution details  

5.3.4.z.3
Evaluation 

5.3.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
5.4
Security area #4: RAN security 

5.4.1
Introduction 

The security area "RAN security" focuses on the key issues related to the signalling protocols such as the disclosure of unnecessary or unprotected transmission of sensitive data in the signalling messages or the lack of authentication and integrity mechanisms in the core. This security area also covers issues like the signalling overload  and the mechanisms which need to be integrated in the network to avoid or at least limit the impact due by DoS attacks towards the network infrastructure or against others devices/users. Besides, in this security area the protection of signaling over the radio air interface is also studied.   

In particular this security area deals with concerns such as:

-
The insecure/unprotected transmission of sensitive data in the signalling messages  

-
The unnecessary disclosure of sensitive data in the signalling messages.

-
The possibility for an attacker  to link temporary identities with real user identities at any time during the network operation

-
The use of predictable radio identities.

-
The lack of integrity protection of all unicast Radio signalling messages when a security context is established, including messages between RAN nodes and between RAN nodes and Core Network.

-
The persistence of radio identities (not refreshed) when a radio procedure or a state transition occurs .

-
The overload of signalling messages.

5.4.2
Security assumptions
Editor's Note: This clause will document security assumptions related to each security area. 
5.4.3
Key issues
5.4.3.1 
Key Issue #4.1: 
AS security during RRC idle mode

5.4.3.1.1 
Key issue details

In the LTE system, UE obtains some services in the RRC idle state. In the RRC idle state, UE acquires the system information from the camped cell and uses them to receive paging and obtain other services such as MBMS, D2D, etc. in RRC idle state. When the UE select a cell in RRC idle mode, it does not validate whether the eNB is authentic or fake. As a result, UE may camp to a rogue cell leading to denial of services (such as public safety warnings, incoming emergency calls, real-time application server push services, proximity services, etc.).

So far the mobile communication system has been focused on providing AS secure communication in the RRC connected state and security aspects in RRC idle state are not considered. As some services are offered to the UE in the RRC idle mode through System Information Blocks, it is necessary to consider and ensure the security of the messages carrying the service/service information, even when the UE is in RRC idle mode for the next generation systems. 

5.4.3.1.1 
Security threats

If the UE camps on a fake cell during RRC Idle state (and there is no authenticity verification done), then the attacker can successfully mount DoS attack on the UE for the following services obtained when the UE is in RRC Idle state:

a) Detection of mobile terminated services (for example, incoming calls, connection request from application servers, etc.), system information change; 

b) UE interested in the D2D service can acquire the broadcasted system information and uses the radio resources configured via the system information for the D2D discovery/communication transmission/reception; 

c) UE interested in the MBMS reception can acquire relevant system information and uses the control information indicated in the system information for MBMS reception.

Mounting of these attacks without knowledge of UE is highly possible, especially in auditoriums, play grounds, shopping malls, corporate buildings, conference venues and theatres. Unless the UE initiates any service, the UE will not come out of the fake cell and all the mobile terminated services and service information are blocked by the fake cell. 

5.4.3.1.3 
Potential security requirement

-
Next generation system should provide a means to ensure a UE in idle state is able to determine the authenticity of a cell.

Editor’s Note: It should be studied to have a possible solution for the above requirement with minimal impact to the system.

5.4.3.2

Key issue #4.2: Security requirements on gNB

5.4.3.2.1
Key issue details

The gNB may, in contrast to other nodes, in many cases be located in a vulnerable location. Hence security requirements on the gNB may be in scope of 3GPP, even if security requirements on other nodes are up to implementation.

In the LTE system, there are a number of security requirements on the eNB, covered in clause 5.3 of [a]. There are security requirements for eNB setup and configuration, for key management inside eNB, for handling User plane data and Control plane data, and for the secure environment of the eNB. 

Possible security requirements on the gNB depend on the NG architecture. The security requirements on gNB may be similar to the security requirements on eNB, but differences between the EPS and the NG architecture may also result in different requirements for gNB compared to eNBs. Possible co-deployments of gNB and eNB may also influence the security requirements on gNB.

Editor’s note: More explanation is needed for co-deployment of gNB and eNB.

Security requirements on the gNB should take possible virtual deployments into account and be formulated in a way that is applicable for both virtual and non-virtual deployments.

Editor’s note: Security requirements on gNB should be studied further when the NG architecture is defined. 

5.4.3.2.2
Security threats 

An attacker may modify the gNB’s setting or software configurations via local or remote access.

An attacker may obtain keys, user data or user identifiers from the gNB.

5.4.3.2.3
Potential security requirements

Editor’s Note: The potential security requirements are ffs.

5.4.3.3

Key issue #4.3: Security aspects of dual connectivity

5.4.3.3.1

Key issue details

The next generation system is expected to cover different cases of dual connectivity. The purpose of this key issue is to study security aspects of dual connectivity in the next generation system.

Dual connectivity in the next generation system may involve not only next generation nodes, but also LTE radio access and possibly also the EPC. The options that may be relevant to study are listed in Table a.

Table 5.4.3.3.1-1: Architecture options for dual connectivity

	Main node
	Secondary node
	Core network

	gNB
	gNB
	NextGen core

	eNB
	gNB
	EPC

	gNB
	eNB
	NextGen core

	eNB
	eNB
	NextGen core

	eNB
	gNB
	NextGen core


Most of the scenarios involve both the LTE system and the next generation system. Similarities and differences between the systems will hence influence the study of the security aspects of dual connectivity. For example, the following aspects may have an influence:

-
Similarities and differences in the PDCP layer of LTE and corresponding layer(s) in the next generation system;

-
The endpoint of user plane data encryption in the next generation system; and

-
Possible user plane integrity protection in the next generation system.

The study of the security aspects of dual connectivity will of course also depend on the technical work on dual connectivity.

Editor’s Note: The security aspects of dual connectivity should be studied further when similarities and differences between LTE and NR and the technical work on dual connectivity have progressed.

5.4.3.3.2

Security threats 

An attacker may eavesdrop on traffic involved in dual connectivity.

An attacker may impersonate an eNB, gNB or UE involved in dual connectivity.

Editor’s Note: The security threats should be updated when the security aspects of dual connectivity are studied further.

5.4.3.3.3

Potential security requirements

Editor’s Note: The potential security requirements are ffs.

5.4.3.4

Key issue #4.4: Security aspects of intra-NR mobility


Editor’s Note: This key area is ffs. It will discuss handovers, idle mode mobility and possibly inactive mode mobility.

5.4.3.4.1
Key issue details

5.4.3.4.2
Security threats 

5.4.3.4.3
Potential security requirements

5.4.3.5
Key issue #4.5: Security aspects of WLAN aggregration

Editor’s Note: This key area is ffs.

5.4.3.5.1
Key issue details

5.4.3.5.2
Security threats 

5.4.3.5.3
Potential security requirements

5.4.3.6
Key issue #4.6: User plane DoS attacks 
5.4.3.6.1
Key issue details

NextGen systems are expected to host diverse services and to provide connectivity/services to a massive amount of devices simultaneously. Such devices include IoT devices that send small amount of data infrequently. The key issue in subclause 5.4 of TR 23.799 [2] is on session management for those IoT devices. 

NOTE: 
This attack was not dealt with in LTE, but the introduction of user plane integrity in NextGen allows the possibility to protect against this attack.

Some solutions in TR 23.799 are proposing the absence of user plane AS security. However, in the absence of user plane AS security, the network may be exposed to denial of service (DoS) attacks. It is desired for the NextGen systems to have a way to deter or filter bogus user plane packets injected by unauthorized devices or applications (e.g., malware). At the same time, in the normal operations (i.e., in case of no identified ongoing attacks), the NextGen network should support efficient transmission of small data by IoT devices as intended. 

5.4.3.6.2
Security threats 

In the absence of integrity protection being provided by AS security, attackers can launch DoS attacks on the user plane against the NextGen network by sending bogus packets to the network. Though the bogus packets may be identified and filtered at the network node that can verify packets based on the security context of a device, the path towards the network node can still be flooded by bogus packets. This would lead to denial of service or at least throughput degradation caused by congestion to devices whose traffic shares the same network links as that of the bogus packets.
5.4.3.6.3
Potential security requirements

The NextGen system should support an efficient method to filter bogus user plane packets at an access node to prevent DoS attacks for uses cases where there is no per UE AS layer user plane security context.
5.4.3.y
Key issue #4.y: <key issue name>

5.4.3.y.1
Key issue details

5.4.3.y.2
Security threats 

5.4.3.y.3
Potential security requirements
5.4.4
Solutions
5.4.4.1
Solution #4.1: Network signs selected signalling messages

5.4.4.1.1
Introduction  

This solution addresses key issue #4.1.

Editor's note: The impact of global certificates is for ffs.

Editor's note: the operational impacts of these solutions (e.g. managing PKI ) are ffs.

5.4.4.1.2
Solution details  

5.4.4.1.2.1
Background 

In this solution, NextGen networks need to have private keys, and UEs can obtain the corresponding public keys and verify their authenticity.  The network then uses the private key to append a digital signature to sensitive (broadcast or UE-specific) downlink signalling messages, and the UE can verify the authenticity of those messages.  This prevents a false network from spoofing those messages successfully.

Editor’s note: It is ffs which messages should be signed.  It is also ffs how exactly message formats should be adapted to accommodate an appended signature.

The mechanism is mandatory to implement and mandatory to use in networks.  It is optional to support and optional to use in UEs.  Legacy UEs, or UEs for which signature verification would be in some sense too demanding, can ignore the appended signatures and treat all network messages as genuine.

5.4.4.1.2.2
Provisioning and management of keys  

This solution requires one or more global Certification Authorities (CAs).  Each network needs to have a root key pair, with the public key certified by one of the CAs.

NOTE:
An alternative approach, avoiding centralised CAs, would be to have every home network sign visited network certificates to be used by the home network’s own subscriptions.  The list of visited network certificates available to a subscription could be maintained by an OTA mechanism.  This alternative seems harder to maintain, however.

All CA root public keys should be programmed into each UE that supports the present solution.  These root keys could in principle be either in the USIM (or its NextGen equivalent) or in the ME.  The solution proposed is as follows:

-
The UE first looks for three lists on the USIM:

o
A list of Permitted CA Certificates.  Each entry on this list is a full root certificate.

o
A list of Forbidden CA Certificates.  Each entry on this list is an unambiguous certificate identifier.  

o
A list of Forbidden Network Certificates.  Each entry on this list is an unambiguous certificate identifier.  

-
Dependent on what lists are present on the USIM, then UE may also look for lists on the ME, as follows:

o
If there are no Permitted CA Certificates listed on the USIM (either no file or an empty file) then the UE looks for a list of Permitted CA Certificates on the ME.

o
If there are no Forbidden CA Certificates listed on the USIM (either no file or an empty file) then the UE looks for a list of Forbidden CA Certificates on the ME.

o
If there are no Forbidden Network Certificates listed on the USIM (either no file or an empty file) then the UE looks for a list of Forbidden Network Certificates on the ME.

By initially including a dummy Forbidden CA Certificate on the USIM, the MNO can in effect indicate to the UE that it (via OTA to the USIM) will manage the Forbidden CA Certificate list.  Similarly, by initially including a dummy Forbidden Network Certificate on the USIM, the MNO can in effect indicate to the UE that it (via OTA to the USIM) will manage the Forbidden Network Certificate list.  (An alternative would be to have a flag on the USIM indicate this intention to the UE.)  Otherwise, the two forbidden certificate lists can be managed in ME software updates.

Each NextGen network generates one or more (Network Private Key, Network Public Key) pairs, and obtains corresponding Network Certificates signed by one of the global CAs.  The Network Private Key is not used directly for signing signalling messages.  Instead, individual network nodes generate or are provided with (Network Node Private Key, Network Node Public Key) pairs, with the Network Node Public Key signed by a Network Private Key in a Network Node Certificate.

Network Node Certificates have a relatively short duration, e.g. one day.  The UE should cache at least the most recently seen Network Node Certificate, and may cache more.

The Network Node Private Key is then used to sign messages.  The network node broadcasts its Network Node Certificate, which the UE will be able to verify.  Having verified the Network Node Certificate, the UE will also be able to verify signatures on signalling messages.

5.4.4.1.2.3
Revocation  

There are three levels of certificate: Global CA Certificates, Network Certificates, and Network Node Certificates.

Revocation of Global CA Certificates is managed by the use of Certificate Revocation Lists on the UE.  The home network can send OTA messages to update the list of Forbidden CA Certificates, or the list of Permitted CA Certificates, or both.  Device vendors may also update the ME-based list of Forbidden CA Certificates and/or the ME-based list of Permitted CA Certificates in software updates.  Trusted online revocation servers may also be used, in which case the UE will check the revocation server periodically, and use relevant information found there to update its own local list of Forbidden CA Certificates.

Revocation of Network Certificates is also managed by the use of Certificate Revocation Lists on the UE.  The home network can send OTA messages to update the list of Forbidden Network Certificates.  Device vendors may also update the ME-based list of Forbidden Network Certificates.  Trusted online revocation servers may also be used (in particular, managed by the CAs that issued the Network Certificates), in which case the UE will check the revocation server periodically, and use relevant information found there to update its own local list of Forbidden Network Certificates.

Network Node Certificates are not revoked – just allowed to expire, and not renewed.

5.4.4.1.2.4
Signature algorithms and algorithm selection  

UEs supporting this solution must support the ECDSA signature algorithm [32].

NOTE:
An alternative signature algorithm would be RSASSA-PSS (specified in PKCS #1 v2.2 and RFC 3447).

Editor’s note: It is ffs how best to support new algorithms in future, such as quantum computing resistant algorithms.  Options include 

(a) New algorithms are supported by new UEs, and where possible in current UEs via patching; new algorithms are mandatory to support in networks, and network appends multiple signatures computed using all available algorithms.  The UE pays attention only to the "best" algorithm that it supports.  The biggest downside of this approach are that all networks must be upgraded before a new algorithm can be introduced on the UE side.

(b) Networks broadcast which algorithms they support, and the UE chooses the "best" algorithm that it has in common with the network.  The network appends multiple signatures computed using all available algorithms.  The biggest downside of this approach is that a false network can say that it only supports the weakest algorithm.

(c) A list on the UE, updated by the home network, tells the UE which visited networks support the new algorithm(s).  An attacker who can’t break the new algorithms then can’t pose as one of those networks, but can pretend to be another network instead.

5.4.4.1.2.5
UE actions

A UE supporting this solution will reject a signalling message that it expects to be signed, unless the following conditions are all true:

-
the message has a signature that the UE can verify using a Network Node Public Key;

-
the Network Node Public Key has a certificate that the UE can verify a Network Public Key;

-
the Network Public Key has a certificate that the UE can verify using a root CA certificate in its Permitted  CA Certificates list;

-
the root CA Certificate is not in the UE’s Forbidden CA Certificates list;

-
the Network Certificate is not in the UE’s Forbidden Network Certificates list.

If the UE rejects a message then it does so silently, with no error message being returned.

5.4.4.1.3
Evaluation 

TBD

5.4.4.2
Solution #4.2: Verification of authenticity of the cell during RRC idle mode
5.4.4.2.1
Introduction  

This solution addresses key issue # 4.1. 

A cell periodically broadcasts synchronization signals and system information (SI). UE detects a cell based on the synchronization signals. If the signal quality of detected cell is above a defined threshold then UE determines whether the cell is authentic or not, to camp on it. A cell is authentic, if the authenticity verification of the system information received from the cell is successful.
5.4.4.2.2
Solution details  

5.4.4.2.2.1
System Information verification using Digital Signatures  

In order to enable the UE to validate the authenticity of received system information, the NR digitally signs the broadcasted system information as shown in Figure 5.4.4.2.2.1-1. System information to be broadcasted, Private security key (K-SIGPrivate) and Time Counter are input to security algorithm to generate the digital signature. The generated DS together with some least significant bits of Time Counter is added to the system information before transmitting over the air. K-SIGPrivate is specific to the Tracking area. The private key (K-SIGPrivate) is provisioned in the NR by the MNO. The public K-SIGPublic key is provisioned by the core network to the UE, when performing location update procedure. Time Counter is maintained based on UTC time and can be units of seconds or minutes. The Time Counter input to the security algorithm is the value of counter corresponding to time slot in which system information is transmitted. The usage of Time Counter ensures that received system information cannot be replayed. There can be differences in the Time Counter maintained in the UE and the AN because of different UTC source or implementation errors. To take care of these errors least significant bits of Time Counter are also transmitted along with system information.
On receiving the system information the UE generates digital signature.  The system information with digital signature received, public security key (K-SIGPublic) and Time Counter of the time slot in which system information is received are used to check the authenticity of the SI. If authenticity verification is successful, then the system information is authentic and the UE considers the cell as authentic.

The size of the digital signature leads to increase in the signalling overhead. In order to reduce the overhead, digital signature can be generated for multiple system information together instead of generating the digital signature for each system information. System information is periodically broadcasted, in order to reduce the overhead; protection can be applied once every ‘N’ period instead of every period.

Editor’s note: The solution to be revised to update the Tracking Area equivalent for NextGen System based on the progress in other working groups.

Editor’s Note: Provisioning of K-SIG-Pubs needs to be clarified. And it is FFS to determine if provisioning multiple K-SIG-Pubs in UE is feasible.

Editor’s Note: Provisioning of K-SIG-Priv needs to be clarified. And it is FFS to determine if provisioning K-SIG-Private in multiple NRs during each TAU is feasible.

Editor’s Note: It is FFS whether the K-SIG-Priv of all eNBs within a TA are same or different. The possible key leakage if the same K-SIG-Priv is shared by all eNBs needs to be considered.

Editor’s Note: It is FFS  to define the UE behaviour in reading the SIB before the network attach and UE authentication and during the idle mode.  
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Figure 5.4.4.2.2.1-1: System Information verification using Digital Signatures
5.4.4.2.2.2
System Information verification using Identity Based Cryptography

The network provisions UEs and NR with a set of credentials for Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption (ECCSI), as defined in IETF RFC 6507 [33] along with the public key of the CN.  Furthermore, UEs are provisioned with the Public Validation Token (PVT) specific to each cell and the NR are configured with the Secret Signing Key (SSK) associated with its cell identity.  In order to verify the authenticity of the cell, the NR act as “signer” and the UE act as the “verifier” (according to the definitions in RFC 6507).  The NR uses SSK associated to the cell to sign the system information, and the UE uses the public key of the CN and the cell ID specific PVT to verify the signature.  

As mentioned in the clause 5.4.4.2.2.1, the time counter is used as the input for signature generation and also to reduce the overhead; digital signature can be generated for multiple system information together and protection can be applied once every ‘N’ period instead of every period.

Editor’s Note: It is FFS to determine if signing all the SIBs by an NR is feasible, considering the resource and processing overhead in the eNB and the UE.
Editor’s Note: It is FFS to determine if signing only some of the SIBs by an NR is sufficient.
Editor’s Note: It is FFS to determine if radio bandwidth can be optimized by not transmitting extra information, such as timestamp as done now. Some examples are - to use timeslot, subframe number etc. in signing, which are known both to the UE and the network and therefore need not be transferred in radio.
5.4.4.2.3
Evaluation 
5.4.4.z
Solution #4.z: <solution name>

5.4.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.4.4.z.2
Solution details  

5.4.4.z.3
Evaluation 

5.4.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
5.5
Security area #5: Security within NG-UE 

5.5.1
Introduction 

This clause deals with the security of sensitive data handled within the User Equipment. 
5.5.2
Security assumptions
Editor's Note: This clause will document security assumptions related to each security area. 

5.5.3
Key issues
5.5.3.1
Key issue #5.1: Secure storage and processing of credentials and identities

5.5.3.1.1
Key issue details

The Next Generation System requires the storage of credentials and identities (human and machine) in the User Equipment. 

Subscription (human and machine) credentials and identities allow the network operator to authenticate its subscribers. Subscription authentication is needed to identify the origin and destination of the communication, to guarantee the Quality of Service and fulfill contractual, legal and regulatory obligations. 

5.5.3.1.2
Security threats 

An attacker may perform software and/or hardware attacks on the UE in order to extract the subscription credentials and identities that the attacker could then (re)use to clone the subscription. 

The extraction of subscription credentials and identities would have the following threats for the subscriber, e.g.:

-
The attacker could intercept the communications of the subscriber.  

-
The attacker could use the cloned subscription credentials and identities with his/her Mobile Equipment to impersonate the subscription. For example, the subscription would be billed for communications he/it is not the originator of. 

The extraction of subscription credentials and identities would have the following threats for the network operator, e.g.:

-
The operator could lose income because:

o
The attacker could use the cloned subscription credentials and identities with Mobile Equipment and impersonate the subscription and thereby using another subscribers subscription for his/her own good. 

o
The attacker could use the cloned subscription credentials and identities with both his/her original Mobile Equipment and in other Mobile Equipment for which the attacker does not pay, e.g. in cases,  (where a subscription is intended for use in one single Mobile Equipment at any given time).

o
The attacker could distribute the cloned subscription credentials and identities to other users such that an unlimited data plan could be shared between several users across many User Equipment.

Editor's Note: Subscriber versus user is for further study.

-
The operator could no longer guarantee the origin and destinations of communications. This could have impacts on the billing, on the quality of service of the network, on the subscriber confidence in the network operator (brand reputation). 

-
The attacker could retrieve a secret allowing the remote administration of the subscription parameters which could eventually, in turn, lead to a denial of service attack. 

-
The network operator could no longer fulfill contractual, legal and regulatory obligations. 

5.5.3.1.3
Potential security requirements

Editor’s Note: the following requirements are ffs.

Within 3GPP Next Generation System: 

-
The subscription (human and machine) credentials and identities shall be stored within the User Equipment in a secured and tamper resistant hardware entity. 

-
It shall be possible to perform a security evaluation / assessment according to the respective security requirements of the entity storing and processing the subscription credentials and identities.

Editor's Note: The security assurance scheme to be used for evaluation is ffs.

5.5.3.y
Key issue #5.y: <key issue name>

5.5.3.y.1
Key issue details

5.5.3.y.2
Security threats 

5.5.3.y.3
Potential security requirements
5.5.4
Solutions
5.5.4.z
Solution #5.z: <solution name>

5.5.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.5.4.z.2
Solution details  

5.5.4.z.3
Evaluation 

5.5.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
5.6
Security area #6: Authorization 

5.6.1
Introduction 

This security area covers both, authorization of the UE to access the network and authorization of the network to serve the UE. 

5.6.2
Security assumptions
Editor's Note: This clause will document security assumptions related to each security area. 
5.6.3
Key issues
5.6.3.1
Key issue #6.1: UE authorization

Editor’s note: This key issue may have to be significantly revised depending on the reply to S3-160821 from SA1.

5.6.3.1.1
Key issue details

Traditionally, UE authorization has been achieved through the use of subscriber profiles. This concept is expected to continue for operator-controlled authentication and authorization procedures. 

However, TR 22.862 contains the following requirements (cf. also key issue AA.3):

"The 3GPP system shall support industrial factory deployment where network access security is provided and managed by the factory owner with its ID management, authentication, confidentiality and integrity." and

"The 3GPP system shall support an authentication process that can handle alternative authentication methods with different types of credentials to allow for different deployment scenarios such as industrial factory automation".

Although authorization is not explicitly mentioned in these requirements, it may need further study whether subscriber profiles are still feasible for providing UE authorization to the NextGen serving network.

When 3rd party AAA servers are used to authenticate the user, there may be a need to propagate authorization information through a secure connection between the 3rd party AAA server and NextGen core network. This mechanism needs further study.

5.6.3.1.2
Security threats 

-
Unauthorized access by UEs to NextGen networks and services. 

5.6.3.1.3
Potential security requirements

5.6.3.2
Key issue #6.2: Network authorization

5.6.3.2.1
Key issue details

Background on the situation in LTE:

EPS AKA, which is used in LTE access to the EPC, provides serving network authentication, i.e. the UE can securely identify the PLMN ID of the network that serves the UE. The UE can then compare the received PLMN ID with lists of preferred PLMNs and forbidden PLMNs stored in the UE. This can be used as a means to authorize the network. Furthermore, the UE can display the network name to the user, and the user can decide whether they want to connect to the network. In this way, the user could e.g. detect an unfamiliar operator name in a familiar area. This sort of network authorization by preference lists or user decision may become more important in NextGen than today if the number of serving networks a UE can connect to will multiply. 

EAP-AKA', which is used in non-3GPP access to the EPC, provides access network authentication, i.e. the UE can securely identify the Access Network Identity (ANID) of the network that serves the UE. The ANID has a rich structure and is composed of a prefix and none, one, or more additional character strings up to a maximum length of 253 octets. However, this rich structure of the ANID is currently hardly used at all: The ANID is used only to identify the type of the access network, i.e. its value is one of the four constants 'HRPD', 'WIMAX', 'WLAN', 'ETHERNET'. Furthermore, no lists of preferred and forbidden access networks are defined for the UE in non-3GPP access to the EPC.

The present key issue is about further studying the possibility to allow more fine-grained network authorization decisions by the UE or by the user than available in LTE. Informing the UE or user that the home network authorized an access network of a particular type to serve the user may just not be good enough in the future if the number of serving networks a UE can connect to will multiply. 

5.6.3.2.2
Security threats 

-
Unauthorized networks serving the UE that may eavesdrop on the UE or impersonate the UE or overcharge the UE. 

5.6.3.2.3
Potential security requirements

5.6.3.y
Key issue #6.y: <key issue name>

5.6.3.y.1
Key issue details

5.6.3.y.2
Security threats 

5.6.3.y.3
Potential security requirements
5.6.4
Solutions
5.6.4.1
Solution #6.1:  Network authorization by UE
5.6.4.1.1
Introduction  

This is a solution for key issue #6.2: Network Authorization. It also includes cross-references to Security Areas #10 "Network domain security" and #11 "Security visibility and configurability".
5.6.4.1.2
Solution details  

A UE may proceed as follows to authorize a network:

The UE extracts the identity of the network serving the UE, e.g. SN-id = Serving Network Identity (in case EPS AKA is used) or ANID = access network identity (in case EAP-AKA’ is used) from a received authentication message. If a list of authorized serving/access network identities is available in the UE then the UE checks whether the received serving/access network identity is contained in this list. If so the UE proceeds. If a list of forbidden serving/access network identities is available in the UE then the UE checks whether the received serving/access network identity is contained in this list. If so the UE aborts the procedure by sending a reject message. If an identity was broadcast in a user-friendly (human-readable) form over the radio then the UE compares this broadcast identity with the received serving/access network identity. If they do not match then the UE aborts the procedure by sending a reject message. In all other cases, the UE displays the received serving/access network identity to the user. The user can then identify serving network identities that do not belong in the geographical area he is located in. In addition, the UE may block certain services, depending on risk model.

NOTE: 
The authentication of the serving/access network identity in EPS AKA or EAP-AKA’ by the UE is no end in itself, but is used as a basis for a decision either by the UE (based on lists) or by the human user whether to proceed with connecting to this network. Merely comparing the serving/access network identity received with a broadcast identity (cf. next paragraph) is not enough as both may match, but may point to a network name not acceptable to the user. Therefore, unless there are lists of trusted or forbidden access networks in the UE, the serving/access network name needs to be displayed to the user for making a decision.

There are variants of this: Security area#10 on Network Domain Security contains a solution that proposes the use of Circles of Trust. The list of authorized serving network identities available in the UE could reflect membership of the network in one of these Circles of Trust. Due to the guarantees provided by the Circles of Trust, the UE can be assured that the received serving network identity has not been spoofed by means of impersonation in the Interconnection network. For the steps above, where something is displayed to the user, or where lists can be configured in the UE, there is an obvious dependency on Security area#11 on" Security visibility and configurability".
5.6.4.1.3
Evaluation 
5.6.4.z
Solution #6.z: <solution name>

5.6.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.6.4.z.2
Solution details  

5.6.4.z.3
Evaluation 

5.6.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
5.7
Security area #7: Subscription privacy 

5.7.1
Introduction 

The subscription privacy is very important area for Next Generation system as can be seen by the growing attention towards it, both inside and outside the 3GPP world. 
Outside the 3GPP, an alliance of mobile network operators, vendors, and universities called NGMN [9] has identified security and privacy as an enabler and essential value proposition of NextGen system and has presented that built-in privacy should be included as a design principle [10]. Similarly, a 5G PPP project called 5G-Ensure [11] has also identified privacy as one of the topmost priorities for the NextGen system stating that the privacy has an important social impact [12]. 

In the 3GPP, privacy is a topic that is addressed in several specifications. For example, the TR 33.849 [5] is a study on subscription privacy impacts in 3GPP that presents privacy key issues and risk mitigation approaches. The study identifies that the privacy needs to be addressed as a separate topic in its own. The TR 22.864 [6] also identifies subscription privacy as very important. It is mentioned that the privacy of personally identifiable information needs to be protected, for example from a less trusted access or a rouge network element. The study contains several potential security requirements related to subscription privacy, e.g. protecting the user identifying information from active and passive attacks, protecting user location information from active and passive attacks, and not allowing UE location or application usage information to be related to an individual user identity. Similarly, the TR 22.891 [7] contains privacy requirements such as possibility for the UE to hide its long-term identifier by using temporary identifier even for initial attach and protecting the subscription privacy during system information collection. The TS 22.185 [8] has also identified privacy requirements in V2X context that need to be further elaborated in the Next Generation system context as well, e.g. ensuring that a UE cannot be tracked or identified beyond a short time-period. 

Subscription privacy itself is a wide area that spans many key issues e.g. identifiers, mobility pattern, location or presence information, data usage pattern, etc. Relevant key issues and solutions are discussed in clause 5.7.3.

5.7.2
Security assumptions
The subscription privacy can potentially be compromised in various ways such as attack on 3GPP protocol interfaces, malware infection on 3GPP nodes, and illegitimate use of resources by an insider (i.e. inside attack). Figure 5.7.2-1 (TR 33.849 [5]) shows various sub-processes (e.g. collect, transmit, use, share, etc.) during a communication process that may impact subscription privacy. All these sub-processes need to be considered while defining privacy related key-issues and potential solutions.
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Figure 5.7.2-1: Conceptual view of privacy in 3GPP system 

For the Next Generation system, along with the requirements on privacy, there are also requirements on minimizing signaling overhead (e.g. in the TR 22.864 [6]). Therefore, it is important for the solutions, which will be designed to fulfill the subscription privacy requirements, to be simple and to minimize signaling overhead. 
5.7.3
Key issues
5.7.3.1
Key Issue #7.1: Refreshing of temporary subscription identifier
5.7.3.1.1
Key issue details

GSM/GPRS, UMTS and LTE already use temporary subscription identifiers such as the Temporary Mobile Subscriber Identity (TMSI), which is randomly assigned and kept local to a location area.  This is done partly as a privacy measure to mitigate subscription identification and tracking by eavesdroppers on the radio link, making it harder to track the location or activity of a particular subscriber.  
However, in the past, acquiring or tracking the temporary subscription identifiers has been one of the most important attack strategies in compromising the subscription privacy. As longer a temporary identifier remains unchanged, as easier it is for an attacker to identify or track the corresponding subscriber, thereby compromising the privacy of the subscription.

Therefore, developing mechanisms to regularly refresh temporary subscription identifiers, that are used in a Next Generation system and that could compromise privacy, is one of the most important key issues towards achieving the subscription privacy.
5.7.3.1.2
Security threats 

If the subscription identifiers are not appropriately protected, an inside or outside attack might lead to privacy incidents (and possibly privacy breaches) such as: 

-
unlawful exposure of subscription identifier; 

-
unauthorised detection of subscriber’s presence in certain location;  

-
unintentional tracking of subscriber’s movement; or

-
unauthorised knowledge of subscriber’s activity patterns, etc.

Such incidents might ultimately have more serious consequences such as: 

-
damage to the victim’s reputation;

-
compromise of the victim’s safety; 

-
damage to the operator’s reputation, or 

-
financial loss to both the victim and the operator. 

Therefore, potential threats are

-
The subscription identifier might be disclosed or made inferable to an unauthorized party.

-
The subscriber’s location might be linked to its identifier by an unauthorized party.

-
The subscriber’s communication or activity data might be linked to its identifier by an unauthorized party.

-
The subscription identifiers across different services might be correlated by an unauthorized party.

-
The subscription identifiers might be spoofed by an attacker.

5.7.3.1.3
Potential security requirements

-
Temporary subscription identifiers shall be refreshed regularly with a frequency that avoids their persistent use. 
Editor’s Note: It is FFS to determine if it is feasible to regularly refresh RAN level temporary subscription identifiers.

5.7.3.2
Key issue #7.2: Concealing permanent or long-term subscription identifier
5.7.3.2.1
Key issue details

In a 3GPP system, permanent or long-term subscription identifiers are used during a communication process (e.g. in case of current LTE system: IMSI and MSISDN).

In the past, actively or passively acquiring such permanent subscription identifiers (especially the IMSI) has been one of the most important attack strategies in compromising the subscription privacy (especially the subscription location). Therefore, concealing permanent identifiers used in a Next Generation system, that are relevant to privacy, is one of the most important key issues towards achieving the subscription privacy.

In order to determine the scope of this key issue, it is important to first identify the network functions and interfaces where it is important and allowed to conceal the permanent identifier. Whether it is technically possible to conceal the permanent identifier is in the scope of solutions clause. 

The following analysis is in reference to a current LTE system, based on a likely assumption that the Next Generation system will also have similar functions and interfaces, i.e. UE (device), eNB (serving RAN), MME (serving CN), and HSS (home CN). The Figure X illustrates various points where permanent identifiers (IMSI and MSISDN) are available in the current LTE system. The Figure X also shows a passive and an active IMSI catcher. The UE, the MME, and the HSS, all have the IMSI of a subscription. The eNB may have the IMSI, if the UE attaches using the IMSI. The passive IMSI catcher can eavesdrop on the Uu interface and collect the IMSI when the UE attaches using the IMSI. The active IMSI catcher, however, can ask the UE to provide its IMSI. The MME and the HSS have the MSISDN of the subscription. Note that the MSISDN might be available to the UE as well, e.g. optionally stored in USIM or requested via MSISDN notification procedure. However, the UE does not use the MSISDN for operational purposes.

Editor’s Note: This analysis may be moved to the annex as LTE reference and replaced by Next Generation architecture analysis, once SA2 has settled on architecture.
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Figure 5.7.3.2.1-1: Various points where IMSI and MSISDN are exposed in a current LTE system
Interfaces and functions that do not need to be considered further in this key issue

The UE has the IMSI. Protecting the leakage of IMSI due to hardware or software vulnerability in the UE is out of scope of this key issue. Similarly, the HSS has both the IMSI and the MSISDN. Protecting the information leakage in the HSS is out of scope this key issue. The use of IPsec in S1-MME and S6a is not mandatory. However, when IPsec is adopted, the interfaces S1-MME and S6a are protected and are safe from eavesdrop. These interfaces can therefore be left out from further discussion.
NOTE: 
Storage of long-term identifier in the UE is covered in security area #5.
Interfaces and functions that are susceptible to IMSI exposure

The Uu interface is clearly susceptible to IMSI exposure due to passive and active attacks. If sending unprotected IMSI in the Uu interface can be avoided, then the existing IMSI catcher attacks will not be effective anymore. 
The IMSI concealment can either terminate in the eNB or in the core (MME or HSS). In the latter case, the consequence is that the eNB will not know the IMSI either, which is fine because not knowing the IMSI does not hinder the functionality of the eNB. This is different than the use of S-TMSI. The eNB uses S-TMSI to choose which MME it should route the message to, but IMSI is not used for any such purpose. If the eNB does not get the IMSI, then internal attacks on the eNB also become ineffective in leaking the IMSI. There is also no LI requirement on the eNB for using IMSI to intercept the communication. Therefore, concealing IMSI at Uu and eNB is important and allowed.
For knowing the correct home network, the MME needs to know at least the MCC and MNC part of the IMSI. So, if MCC and MNC are indicated in some way, it is fine if MME does not know the full IMSI. This means the IMSI concealment terminates at HSS. Doing so would help relax the trust between the home network and the serving network. However, there are two concerns in doing so: 
a)
The first concern is that in the current LTE system, the MME knows or can know the MSISDN of the subscription from the HSS. So just concealing the IMSI does not solve the privacy issue. A solution for this could be to not give the MSISDN to the MME.

b)
The second concern is about the LI requirements. Referring to the 3GPP TS 33.106 and 3GPP TS 33.107, following LI requirements do not allow IMSI concealment from the MME:

-
a target shall be identifiable through its IMSI;

-
a lawful intercept target can be a roaming user with a subscription belonging to another 3GPP network; and

-
a visited network shall be able to support the interception of all services without home network assistance or visibility.

It means that concealing IMSI at MME, although important, is not allowed. Therefore, the scope of concealing the permanent identifier can be summarized as follows:

· left out of scope



: at UE, S1-MME, S6a, and HSS (home CN);

· important and allowed

: at Uu and eNB (serving RAN); and

· important but not allowed
: at MME (serving CN).

The IMSI is used here just as a representation of an identifier that can be used for LI. For example, even if one permanent or long-term identifier (e.g. IMSI) is concealed from serving CN in the Next Generation system, it is likely that LI will require some other permanent or long-term identifier (e.g. MSISDN). The consequence is that concealing one identifier (e.g. IMSI) does not solve the privacy issue. If all the permanent or long-term identifiers are concealed from the serving CN and a mechanism is developed so that the home CN needs to be involved for identifying the LI targets, then the third LI requirement listed above will be violated. 

Therefore, concealing the permanent or long-term identifiers from the serving CN, though important, would not be legal unless the LI requirements are revised or relaxed.

5.7.3.2.2
Security and privacy threats 

NOTE: 
Similar threats as in clause 5.7.3.2.2.

5.7.3.2.3
Potential security requirements

-
The subscription identifier protection shall be at least as strong as provided by existing UMTS and LTE system.

-
Permanent subscription identifiers shall be concealed in communication, whenever feasible. 
Editor’s Note: It is FFS to determine if the permanent subscription identifiers could be concealed even during the first communication, e.g. initial ATTACH REQUEST. 
-
Temporary subscription identifiers shall be used instead of permanent subscription identifiers in communication, whenever feasible.

Editor’s Note: It is FFS to determine if only the temporary subscription identifiers could be used in all communications.

5.7.3.3
Key issue #7.3: Concealing permanent or long-term equipment identifier
5.7.3.3.1
Key issue details

In a 3GPP system, permanent or long-term equipment identifiers are used during a communication process (e.g. in case of current LTE system: IMEI and MAC address).

Editor’s Note: MAC address usage within this security area is FFS. 

In a current LTE system, IMEI of the device is included in two types of NAS messages, i.e. IDENTITY REQUEST and SECURITY MODE COMPLETE. Both of these messages are protected when IMEI is transferred. However, during emergency bearer service request, when there is no valid subscription, a device includes its IMEI in an unprotected ATTACH REQUEST message. 

The Next Generation system should also maintain the protection of permanent equipment identifier. It could also be studied if transferring permanent equipment identifier unprotected can be avoided completely, even for emergency services.

5.7.3.3.2
Security and privacy threats 

NOTE: 
Similar threats as in clause 5.7.3.2.2.

5.7.3.3.3
Potential security requirements

-
Permanent equipment identifiers shall be concealed in communication, whenever feasible.

Editor’s Note: It is FFS to determine if permanent equipment identifiers could be concealed in all communication, e.g. also during an emergency bearer service request.

5.7.3.4
Key issue #7.4: Using effective temporary or short-term subscription identifiers

5.7.3.4.1
Key issue details

In a 3GPP system, many types of temporary or short-term subscription identifiers are used during a communication process (e.g. in case of current LTE system: GUTI, TMSI, C-RNTI, and IP address). The use of temporary identifiers, instead of permanent identifiers, makes it more difficult for an attacker to identify or track the subscriber, thereby enhancing subscription privacy. 

However, if the temporary identifiers are poorly generated, it becomes easier for an attacker to identify the subscription. Let’s take some unrealistically naive example, just for making the point clear. If a TMSI is generated by appending a counter to an IMSI, then an attacker can easily figure out the IMSI. If a TMSI or a CRNTI is generated using a sequential counter, an attacker can know how many subscribers are attached to a network or if any new subscriber entered an area.

Therefore, in order to preserve the subscription privacy, it is important in the Next Generation system to mitigate the chance of poor implementations for generating temporary subscription identifiers. 

5.7.3.4.2
Security and privacy threats 

NOTE: 
Similar threats as in clause 5.7.3.2.2.

5.7.3.4.3
Potential security requirements

-
From one or more temporary identifiers, it shall not be feasible for an unauthorized party to identify the corresponding permanent identifier.

-
From one or more temporary identifiers, it shall not be feasible for an unauthorized party to predict next temporary identifier.
5.7.3.5
Key issue #7.5: Transmitting permanent identifiers in secure interface

5.7.3.5.1
Key issue details

It is important to mitigate the risk of accidental or intentional exposure (e.g. due to sniffing of some interface by an insider) of permanent identifiers (subscription and equipment identifiers) in the radio access network (RAN) or the core network (CN, including interconnects). In a current LTE system, the RAN interface (Uu) is protected except for some initial RRC and NAS messages. The Next Generation system should at least maintain or improve the RAN interface security. In a current LTE system, the CN interfaces (e.g. S1-MME and S6a) are protected when IPsec is deployed, but the adoption of IPsec is not mandatory, only recommended. The Next Generation system should at least maintain or improve the CN interface security.
5.7.3.5.2
Security threats 

NOTE: 
Similar threats as in clause 5.7.3.2.2.

5.7.3.5.3
Potential security requirements

-
Core Network traffic, which carries permanent subscription and equipment identifiers, shall be protected from eavesdropping.

-
Radio Access Network traffic, which carries permanent subscription and equipment identifiers, shall be protected from eavesdropping.

Editor’s Note: It is FFS if it is feasible to prevent eavesdrop of permanent subscriber and equipment identifiers in the radio interface in all scenarios, e.g. in a current LTE system - initial ATTACH REQUEST and emergency bearer service request.
5.7.3.6
Key issue #7.6: Transmitting permanent subscription identifiers only when needed 

5.7.3.6.1
Key issue details

In a current LTE system, permanent or long-term subscription identifiers are available to multiple network functions (e.g. eNB, MME, and S-GW). In the Next Generation system, it can be fairly assumed that there will be not only different network functions, but also different network slices, services, and deployment scenarios. Therefore, the risk of exposing subscription's permanent identifier will increase. Hence it is important to design the protocols or interfaces so that permanent subscription identifiers are not transmitted to the entities where the permanent subscription identifier is not necessary for services and network operations. Moreover, when identification of a subscription is not necessary or when required by regulations, it should be possible to anonymize the permanent subscription identifiers before transmitting them.
5.7.3.6.2
Security threats 

NOTE: 
Similar threats as in clause 5.7.3.2.2.
5.7.3.6.3
Potential security requirements

-
It shall be possible to anonymize or conceal permanent subscription identifiers when appropriate, for example required by regulations, receiving node not needing to identify the subscription, etc.

-
Permanent subscription identifier should not be available to the network entities where the permanent subscription identifier is not necessary for services and network operations.
5.7.3.7
Key issue #7.7: Using effective temporary or short-term equipment identifiers
5.7.3.1.7
Key issue details

Not only the subscription, but also the equipment could benefit from the usage of short-term identifiers when fulfilling privacy requirements. This key issue studies possibilities of using short-term identifiers for equipment and its effectiveness for equipment in a way that do not compromise the subscription privacy. 

The usage of effective short-term equipment identifiers during a communication process may help to avoid the correlation between equipment identifier and subscription identifier for unauthorized entities. 

5.7.3.7.2
Security and privacy threats 

If equipment identifiers and subscription identifiers can be easily correlated, it may allow an attacker to compromise the subscriber’s privacy. Further, correlation of equipment or subscription actions and data may allow an attacker to create interest or location profiles.

NOTE: 
Similar threats as in clause 5.7.3.2.2

5.7.3.7.3
Potential privacy requirements

-
Temporary equipment identifiers should be used instead of permanent equipment identifiers in communication, whenever feasible.

-
From one or more temporary equipment identifiers, it shall not be feasible for an unauthorized party to predict the next temporary identifier.
5.7.3.8
Key issue #7.8: Privacy protection of network slice identifier

5.7.3.8.1
Key issue details

NextGen architecture introduces the concept of network slices. 

In order for the user to choose and to attach to a slice, an identification will be needed. The UE or the provider of the slice may use such slice identifier to select the relevant functions within a certain network slice. 
Based on such network slice identification and on other information (e.g. subscription) available in the network, the UE can use different network slices depending on the type of application and service it requires.

5.7.3.8.2
Security and privacy threats 

If an attacker can correlate the slice identifier with the subscription identifier, it is possible to identify a group of users that use the same slice, i.e. they belong to the same interest group, e.g. a group of police men or firefighters in MCPTT. If an attacker wants to deny service for a particular user group, the connection between subscription identifier and network slice identification may lead to such attack.

NOTE: 
Similar threats as in clause 5.7.3.2.2 also apply.

5.7.3.8.3
Potential security requirements

Ed.note: It is ffs whether for privacy purposes the identifier of a network slice may be temporary.

The identifier of a network slice may be confidentially protected.

It shall be not feasible by an unauthorized party to correlate a network slice identifier with long-term subscription identifiers.

5.7.3.y
Key issue #7.y: <key issue name>

5.7.3.y.1
Key issue details

5.7.3.y.2
Security threats 

5.7.3.y.3
Potential security requirements
5.7.4
Solutions
5.7.4.1
Solution #7.1: UE can request an update of temporary identifier
5.7.4.1.1
Introduction  

This solution addresses key issue #7.2.

5.7.4.1.2
Solution details  

Editors' note: more details are needed here

Signalling messages should be defined to allow a UE to request the visited network to update its temporary identifier (or identities).  It is too early to say exactly whether a new message type will need to be defined, or an existing message type adapted; and it is too early to say which node in the visited network will be the recipient of this message.  

Note that this is a request that the visited network may (and normally will) fulfil – not a demand that it must fulfil.  This means that the visited network retains ultimate control.

A possible, optional extension is that the UE drops the connection if the request is not fulfilled.

Note that this in no way reduces the network’s ability to refresh temporary identities whenever its policy requires.

5.7.4.1.3
Evaluation 

TBD

5.7.4.2
Solution #7.2: UE encrypts permanent identifier sent to network

5.7.4.2.1
Introduction  

This solution addresses key issue #7.1.

5.7.4.2.2
Solution details  

5.7.4.2.2.1
Background  

In this solution, NextGen networks need to have private keys, and UEs can obtain the corresponding public keys and verify their authenticity.  The UE never sends its permanent identifiers (e.g. IMSI, IMEI) in clear, but only ever encrypted using the (verified) public key of the network.

Editor’s note: It is ffs which messages should include encrypted identifiers.  It is also ffs how exactly message formats should be adapted to accommodate the encrypted identifiers.

The mechanism is mandatory to implement and mandatory to use in networks.  It is optional to support and optional to use in UEs, but support and use is recommended.  Legacy UEs, or UEs for which signature verification would be in some sense too demanding, can send identifiers unencrypted, and networks should still accept these.

5.7.4.2.2.2
Provisioning and management of keys  

The provisioning and management of public keys and certificates is the same as in solution #4.1.  The UE uses the Network Node Public to encrypt permanent identifiers.

Editor’s note: It is ffs whether to use the same Network Node key pair for both signature (in solution #4.1) and encryption (in solution #7.2), or to use a different key pair for each.

5.7.4.2.2.3
Revocation  

Revocation is the same as in solution #4.1.
5.7.4.2.2.4
Signature algorithms and algorithm selection  

UEs supporting this solution must support the ECIES signature algorithm.

Editor’s note: It is ffs what reference to use for ECIES.

NOTE1:
An alternative signature algorithm would be RSAES-OAEP (specified in PKCS #1 v2.2 and RFC 3447).

Editor’s note: It is ffs how best to support new algorithms in future, such as quantum computing resistant algorithms.  See the corresponding editor’s note in clause 5.4.4.1.2.4.

NOTE2:
It is important that any encryption algorithm used for this solution is probabilistic, so that the same identifier encrypted twice gives two different, unlinkable results.

5.7.4.2.3
Evaluation 

TBD

5.7.4.3
Solution #7.3: Enhancing the concealment of permanent or long-term subscription identifier
5.7.4.3.1
Introduction  

Editor’s Note: The exposure of HPLMN’s routing information (e.g. MCC and MNC in case of IMSI) will be dealt with in a new KI.

This solution discusses one potential way to address the key issue #7.3 “Concealing permanent or long-term subscription identifier” by using the combination of pseudonyms and use of public key encryption of the permanent or long-term subscription identifier for rare cases. 

NOTE: 
The "permanent or long-term subscription identifier" is referred as "long-term identifier" throughout the following text for conciseness.

In a current LTE system, there is already a mechanism of using short-term identifier in protocol procedures that involve a UE and a serving PLMN (e.g. C-RNTI by a radio access network and S-TMSI by a core network). However, when a short-term identifier for the UE does not exist or is lost in the core network, the UE is forced to identify itself using a long-term identifier (i.e. IMSI). The long-term identifier is used in an authentication procedure in which the serving PLMN uses the long-term identifier given by the UE to ask for relevant authentication information from a home PLMN. 

The proposed solution aims to improve subscription privacy by concealing the long-term identifier in protocol procedures that involve both a UE and a home PLMN. In the solution, a long-term identifier is only known to a UE and a home PLMN until the UE is authenticated. In order to cater the LI issue as discussed in clause 5.7.3.3.1, the long-term identifier is revealed to a serving PLMN by the home PLMN only after the UE is authenticated. The scope of the solution is summarized as follows:

· the long-term identifier is always concealed from all the network entities in the path between the UE and the serving PLMN’s core network, including the serving PLMN’s radio access network; and

· the long-term identifier is known to the serving PLMN’s core network only after the UE has successfully completed the authentication.
5.7.4.3.2
Solution details  

The solution assumes that a UE and a home PLMN share a long-term identifier (e.g., IMSI) and a long-term key (K). It is also assumed that a public key of the home PLMN is available to the UE.

During an initial attach, the UE encrypts its long-term identifier with the public key of the home PLMN and sends the encrypted identifier to a serving PLMN. It is necessary that the serving PLMN is able to identify the home PLMN of the UE. Therefore, the initial attach should indicate the home PLMN in one way or another. Assuming IMSI as a long-term identifier, an example of indicating the home PLMN is to encrypt only the MSIN part of the IMSI while leaving in plain-text the MCC and the MNC part. Note that the encryption needs to have randomization property, since otherwise every encryption would look the same and an attacker could tell that two encrypted identifiers conceal the same long-term identifier.

During or after every authentication procedure, the home PLMN and the UE each generates a new pseudonym using a common function and a key only known to the two parties. The key can be derived from a session key resulting from the authentication, but it cannot be the key known to the serving PLMN or derived from the key known to the serving PLMN, e.g. in case of a current LTE system, the key cannot be a KASME itself or a one derived from KASME. Re-authenticating the UE is not required during all communications and therefore, for optimization, the serving PLMN may assign its own short-term identifiers to the UE. For example, the use of such short-term identifiers (i.e. S-TMSI) already exists in a current LTE system. 

When a short-term identifier used in the serving PLMN is lost or becomes invalid, the UE is required to reveal its identifier again (e.g. IDENTITY REQUEST in a current LTE system). The generated pseudonym, mentioned above, will be used by the UE to identify itself instead of using the encrypted long-term identifier. Similar to the initial attach, the home PLMN should be indicated in one way or another. An example of doing so is to include the MCC and the MNC of the home PLMN along with the pseudonym. Only the UE and the home PLMN know the pseudonym when the pseudonym is generated, which means that the serving PLMN does not know the direct link between various pseudonyms it receives from an UE. In an unlikely but potential event of pseudonym getting out-of-sync between the UE and the home PLMN, the UE can resort to sending the long-term identifier encrypted with the home PLMN's public key again. Figure 5.7.4.3.2-1 illustrates a generalized data-flow of the solution.
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Figure 5.7.4.3.2-1: Generalized data-flow showing concealment of long-term identifier

The solution description until here conceals the long-term identifier of the UE from all network entities on the path between the UE and the home PLMN including attackers on the air interface, IMSI-catcher, attackers in the serving and interconnect networks, and untrusted or compromised network entities. It also allows the home PLMN to put less trust in the serving PLMN. However, concealing the long-term identifier from the serving PLMN has implications on lawful interception as discussed in the clause 5.7.3.3.1. In order to address the requirements of lawful interception, the solution provides following two variants that reveal the long-term identifier to the serving PLMN.

5.7.4.3.2.1 
Solution variant-A

A UE is authenticated at a home PLMN and not at a serving PLMN. In other words, the serving PLMN proxies the authentication procedure between the UE and the home PLMN. The home PLMN itself authenticates the UE instead of sending authentication information (e.g. authentication vector in the current LTE system) to the serving PLMN. Since the UE identifier that is used in the authentication procedure is a pseudonym or an encrypted long-term identifier, the serving PLMN does not yet know the long-term identifier.

If the home PLMN determines that the UE is successfully authenticated, the home PLMN sends the long-term identifier and necessary keying material for the UE to the serving PLMN in a separate message or piggy-backed to an existing message. Now, the serving PLMN knows the long-term identifier of the UE and can perform lawful interception without the home PLMN’s assistance or visibility. 

NOTE: 
A successful UE authentication at the home PLMN, proxied by a serving PLMN, implicitly indicates that the UE is present at the serving PLMN.
5.7.4.3.2.2 
Solution variant-B
A UE is authenticated at a serving PLMN and not at a home PLMN. This is similar to what is done in the current LTE system where the home PLMN sends authentication vector to the serving PLMN so that the serving PLMN can itself authenticate the UE. However, since the UE identifier that is used in the authentication procedure is a pseudonym or an encrypted long-term identifier, the serving PLMN does not yet know the long-term identifier.

When the home PLMN gets informed by the serving PLMN that the UE is successfully authenticated and is registered in the serving PLMN (e.g. via an Update-Location-Request message in the current LTE system sent by a MME to a HSS), the home PLMN sends the long-term identifier to the serving PLMN in a separate message or piggy-backed to an existing message (e.g. in an Update-Location-Answer message in the current LTE system sent by a HSS to a MME). Now, the serving PLMN knows the long-term identifier of the UE and can perform lawful interception without the home PLMN’s assistance or visibility.

 NOTE: 
A confirmation from a serving PLMN to a home PLMN about successful UE authentication makes the serving PLMN accountable for claiming that UE is actually present at the serving PLMN.
5.7.4.3.3
Evaluation 

The 3GPP TR 33.821 presents two high-level ideas for concealing the long-term identifier, one based on public key encryption and another based on pseudonyms. The basic idea in the public key based approach is the UE encrypting the MSIN part of the IMSI using a pre-provisioned public key certificate of either visited or home PLMN. The basic idea in the pseudonym based approach is the home PLMN providing the UE with a pseudonym for the following authentication request. 

The solution presented here also uses an encrypted identifier and pseudonyms.  The solution has the following properties:

-
The UE only needs to store one public key associated with the home PLMN. This is significantly different than requiring the UE to store the public key of all potential serving PLMNs it may roam into, or having to distribute those keys when needed. There is no need for a global PKI. Instead the home PLMN operator can configure or revoke its public key in the UE, e.g., using OTA. 

-
The encryption needs to be randomized, but that does not constitute a serious problem, since most or all existing public key encryption schemes are randomized.
-
Depending upon the encryption scheme, the encrypted identifier could more or less increase the size of the message, which would impact the bandwidth. However, the solution rarely uses the encrypted identifier, i.e. when pseudonym does not exist or is out-of-sync.

-
Instead of the home PLMN sending the next pseudonym to the UE, the next pseudonym is generated at the UE and the home PLMN. Therefore, unless the home PLMN reveals the long-term identifier (e.g. to the serving PLMN’s core network after the UE is authenticated), network entities on the path between the UE and the home PLMN do not know the link between two pseudonyms or between a pseudonym and an encrypted identifier. 
-
The authentication of the UE is either done at the home PLMN or at the serving PLMN.

-
When the authentication is done at the home PLMN, proxied by a serving PLMN, it is implicitly indicated that the UE is present at the serving PLMN.

-
When the authentication is done at the serving PLMN, the home PLMN can hold the serving PLMN accountable in case of false claims on the presence of the UE at the serving PLMN.
The solution is effective in concealing the long-term identifier from any passive or active attacker anywhere on the path between the UE and the serving PLMN’s core network, including IMSI-catchers, untrusted or compromised network entities. The solution also allows the home PLMN to put less trust in the serving PLMN.

5.7.4.4
Solution #7.4: Privacy enhanced Mobile Subscription identifier (PMSI)

5.7.4.4.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 

This solution presents a way to provide identifier privacy during the attach procedure in the NextGen system. For the attach to the network, a UE presents a short-lived identifier to the network instead of IMSI used in LTE or UMTS systems. The short-lived identifier, named “Privacy enhanced Mobile Subscription identifier”, is used during an attach, and if the attach procedure includes an authentication and is successfully completed, the UE and network (i.e., HSS or equivalent function in the NextGen system) update the PMSI with a new one that would be used for the next attach in a secure way.
5.7.4.4.2
Solution details  

A NextGen UE is provisioned with an IMSI and an initial PMSI associated with its subscription by the operator. The PMSI has the same format as IMSI so that a serving network is able to determine the home PLMN based on the first 5 or 6 digits of the PMSI. 

The solution is described assuming that the CP-CN and CP-AU are co-located to make the flows easier to understand as they look like LTE. It was also assumed that KASME is the name of the key provided in the authentication vector (AV). 

When the UE attaches to the network, the UE provides its PMSI in the attach request. When a CP-CN/AU receives the attach request from the UE, it sends an authentication information request including PMSI to the HSS. Upon receiving the authentication information request, the HSS retrieves the PMSI from the request and identifies the corresponding IMSI associated with the PMSI. Based on the identified IMSI, the HSS prepares an authentication vector as in LTE. In addition to the authentication vector, the HSS selects (or derives) a next PMSI that would be used for the next attach by the UE. The next PMSI is encrypted using a shared key with the UE and included in the authentication information response message for the CP-CN/AU. The CP-CN/AU forwards the encrypted PMSI to the UE in the NAS authentication request message. 

If the authentication with the CP-CN/AU is completed successfully, the UE acknowledges the receipt of the next PMSI to the HSS. The CP-CN/AU in the serving network can request the IMSI associated with the PMSI when it is required.

Editor’s note: LI aspects in VPLMN are FFS.
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Figure 5.7.4.4.2-1. Attach procedure using PMSI

The initial PMSI and PMSI derivation key (i.e., KPMSI) are installed at the UE and HSS. The PMSI derivation key is used to confirm that the UE and HSS have been synchronized with the next PMSI that would be used for the next attach.

NOTE: 
how to provision the initial PMSI and PMSI derivation key is FFS.

1. The UE sends an attach request using the PMSI to the network. When the CP-CN/AU receives the attach request message from the UE, it sends an authentication information request message to the HSS where the authentication information request message includes PMSI and the serving network identifier. The HSS identifies the IMSI that is associated with the PMSI and prepares an authentication vector, i.e., AV. Then, the HSS selects the next PMSI that would be used by the UE for the next attach. The next PMSI (i.e., PMSI_next) is derived from the PMSI received from the CP-AU as follows:

PMSI_next = MCC | MNC | Truncate-x(F1(KPMSI, PMSI))

where F1 is a PMSI derivation function, e.g., HMAC-SHA-256, KPMSI is a PMSI generation key, MCC is the mobile country code and MNC is the mode network code, and Truncate-x is a function that truncates the input to x bits (e.g., by taking the first x bits of the input).

PMSI is associated with an index for at least two reasons. First, the PMSI_next derived for the UE may be currently used by another UE. In such case, the HSS derives a new PMSI_next by running the PMSI derivation again using the PMSI_next as input to F1. This derivation continues until a new PMSI is not currently being used by other UEs. Whenever a PMSI next is derived, the associated index is increased by a certain number (e.g., 1). This index is provided to the UE so that the UE can verify that the PMSI_next by deriving the PMSI_next using the index. Second, the index enables the HSS to reconstruct the PMSIs used by the UE even when those PMSIs are lost, e.g., due to system failure. 

2. The HSS sends an authentication information response to the CP-CN/AU including the authentication vector and the PMSI_next and index pair. The PMSI_next and index pair is encrypted using a key (AK2) that is only known to the UE and HSS. This key is derived based on KPMSI as:

AK2 = KDF(KPMSI, RAND) 

where KDF is a key derivation function and RAND is a random number. The same RAND used for deriving AUTN in AV may be used for the key derivation.

At this point, the HSS sets (1) the PMSI_prev to the PMSI used for the current authentication and (2) the PMSI to the PMSI_next for the next attach; and sets the pending PMSI acknowledgement flag.

a. PMSI_prev = PMSI

b. PMSI = PMSI_next

c. Pending ack = 1.

NOTE: 
If the ongoing authentication procedure fails for some reason, there would be a case that the UE may not have received the PMSI_next after sending an attach request to the network. In such case, the UE needs to attach to the network again using the same PMSI that was used for the previous failed attach. If the HSS was not acknowledged the receipt of the PMSI_next from the UE, the PMSI_prev may be used by the HSS to identify the IMSI. 

The CP-CN/AU sends an authentication request message to the UE based on the received AV. Also, the CP-CN/AU includes the encrypted PMSI_next and index pair in the authentication request message.

3. The UE performs authentication with the CP-CN/AU and if the authentication is successful, the UE derives the AK2 in the same way as in the HSS. Using the AK2, the UE decrypts the PMSI_next and index pair and verifies the PMSI_next by deriving it in the same way as in the HSS. If the PMSI_next and index pair is verified, the UE sets (1) the PMSI_prev to the PMSI used for the current authentication and (2) the PMSI to the PMSI_next for the next attach.

d. PMSI_prev = PMSI

e. PMSI = PMSI_next

Until the next attach occurs, the UE uses the PMSI_prev as its identifier and provides it to the network when requested.

The UE sends the PMSI acknowledgement (i.e., PMSI ACK) message that includes the acknowledgement token (ACKTN) to the HSS, where the ACKTN is constructed as:

ACKTN = MAC-A 

where MAC-A = F2(AK3, PMSI_next | index) 
where F2 is a message authentication function and AK3 = KDF(KPMSI, “ACK authentication key”)
NOTE: 
ACKTN is used to acknowledge the receipt of PMSI_next and index.

The CP-CN/AU forwards the PMSI acknowledgement received from the UE and the associated PMSI to the HSS. 

Editor’s note: Including the associated PMSI (that was sent in message 1) in the PMSI acknowledgement message enables the HSS to identify the PMSI_next that shall be acknowledged. Whether the CP-CN/CU or the UE includes the PMSI in the acknowledgement message is FFS.
When the HSS receives the PMSI acknowledgement message, the HSS verifies the ACKTN by deriving it in the same way as in the UE. If the verification is successful, the HSS clears the pending PMSI acknowledgement flag (i.e., Pending ack) set in step 2. 

Editor’s note: It is FFS in which message, the serving network may obtain the IMSI associated with the PMSI.

Editor’s note: Dealing with the failure cases, e.g the HSS losing PMSIs, without revealing IMSI is FFS.

Editor’s note: Details on behaviour if message 3 gets lost is FFS

Editor’s Note: The exposure of HPLMN’s routing information (e.g. MCC and MNC in case of IMSI) will be dealt with in a new KI.

Editor’s Note: It is FFS how storage of PMSI-index in HSS is made more fail-safe than the storage of generated-PMSIs.

5.7.4.4.3
Evaluation 

TBD
5.7.4.z
Solution #7.z: <solution name>

5.7.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.7.4.z.2
Solution details  

5.7.4.z.3
Evaluation 

5.7.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
5.8
Security area #8: Network slicing security 

Editor’s Note: In the context of Network slicing, it is FFS to define the terms, ‘default network slice’, ‘network slice controller’, ‘tenant’ and ‘multitenants’.
5.8.1
Introduction 

Network slicing will be an important component of the Next Generation network. It enables the operator to create networks customised to provide optimized solutions for different market scenarios which demands diverse requirements, e.g. in the areas of functionality, performance and isolation. A network slice is composed of a collection of logical network functions that supports the communication service requirements of particular use cases.

Functionalities and capabilities within 3GPP scope that enables the next generation system to support the Network Slicing and Network Slicing Roaming requirements are defined in TR 22.864 [6]. Solutions for the network slicing which include architecture and functionality are defined in TR 23.799 [2].

Among the features related to network slicing in TR 23.799 [2], several have potential security implications such as the sharing of network functions and the isolation between the different slices. In particular, in relation to isolation, in some of the security requirements of [6] it is mentioned that network slices might be potentially open for 3rd parties to run their own functions or even might be entirely managed by external parties such as an enterprise or a public safety organization.

Other requirements and use cases from TR 22.864 [6] indicate that the service access model is different in the Next Generation systems. UEs are not only able to access the services through different types of access networks: 3GPP, non-3GPP, trusted and less trusted, but also able to simultaneously access services provided by different network slices. All these capabilities combined lead to a proliferation in the number of possible deployment scenarios for example depending on which functions are shared, which type of network access is used, what is the trust relationship between the service provider and the network operator, etc.  

5.8.2
Security assumptions
Editor's Note: This clause will document security assumptions related to network slicing. 
In order to better capture the security assumptions for network slicing, the following aspects need to be taken into consideration:

-
Network function sharing; 

-
Access network sharing;

-
Access from less trusted networks;

-
Coexistence within a network slice with 3rd parties’ network functions;

-
Coexistence between network slices with different security assurance requirements; 

-
Simultaneous UE connections to multiple network slices;

-
Simultaneous UE connections through different access technologies.

-
Possible deployment scenarios and trust relationship between the network operator and the service provider, e.g. third party application server.

- 
Initial access by UE to the network by including a network slice selection parameter, if UE has such a parameter provisioned. 

- 
UE authentication by network 

- 
network and/or network slice authentication by the UE

- 
Network selection of network slice and assignment to UE, based on the network selection parameter.
Editor’s Note: This list may not be exhaustive and may be revised depending on the progress in the other working groups.

5.8.3
Key issues
5.8.3.1
Key Issue #8.1: Security isolation of network slices

5.8.3.1.1
Key issue details

Editor’s Note: Aspects related to independent and network slice specific security policies should be merged with Key Issue #8.2. 

Editor’s Note: A note is to be added to clarify that security isolation of network slices applies to both physical isolation and logical isolation.
Isolation between slices is a basic requirement of slicing network. TR 22.864 ( [6] , clause.5.1.2.1) and TR 22.891( [7], clause.5.2.3) have given some specific requirements about isolation. 
The network may host different network slices for different tenants. Each network slice may have a slice type to indicate the type of functions it is hosting within it. To take care of high traffic load conditions or administrative purposes, the network may increase the capacity of network slice or instantiate multiple instances of the same network slice type. In all scenarios, isolation between network slices are important. For example, elasticity and change of slices or the communication in one slice cannot have impact on services served by other slices. If a slice is compromised, it should not negatively impact the performance and security of any other network slice. If it is possible to access one slice from another slice, then this access may be utilized to launch attack.  

Editor’s Note: It is FFS to define the terms ‘tenants’, ‘slice type’ of network slices.

Network slices need to be isolated from each other in robust way. It should be possible for each network each slice to have independent security policy in accordance with the defined functionality of the network slice requirement. UEs may get assigned to different instances of the network slice according to the defined assignment rules. Security isolation between different tenant slices, between different network slice types and also between multiple instances of the same network slice type belonging to the same tenant are needed.

Editor’s Note: Location of assignment rules and how they are enforced is FFS.

It is expected for a single NG-UE or companion NG-UEs to be able to access more than one slice. In this case, data leakage, data integrity breaches, and data confidentiality breaches might be possible on the network side and on the NG-UE side.

Editor’s Note: It is FFS whether Network Slice extends into NG-UE, and the consequences of such extension on data integrity and data confidentiality breaches. 

5.8.3.1.2
Security threats 

Without isolation, attackers who have access to one slice may launch an attack to other slices. For example, capacity elasticity of one slice may consume the resources of other slices, which causes lack of resources and cannot support the services of others. Attackers may utilize this to launch a DoS attack to slices. Attackers can also steal data by having illegal access to functions in other slices or covert channel attack. 
Attacks on data confidentiality (e.g., data leakage between network slices) and integrity are possible when a single NG-UE or companion NG-UEs are accessing more than one network slice.  In the particular case where one slice is serving a UE over a non-3GPP access (i.e., less trustworthy) and one slice is serving the UE over a 3GPP access, it is important to maintain the isolation between the slices on the UE.
5.8.3.1.3
Potential security requirements.

-
It should be possible to define an identifier for the network slice for the purposes of network slice selection and usage. 

Editor’s Note: Further explanations are needed in order to clarify the concept of network slice identities and motivate the requirement above. It is FFS how network slice selection and authentication happens when the NG UEs are roaming.
-
It should be possible to assign a UE to a network slice.  

-
Security policies per network slice may be defined to support the specific needs different network slice tenants and network slice types which serve dedicated application functions such as MBMS, IoT etc. 
-
It should be possible to authenticate the UE and assign the UE to a chosen network slice, based on the UE identifier, UE’s network selection parameter if it is included by the UE. 

-
It should be possible for the UE to authenticate the network or the network slice.
· Platforms supporting network slice should be robust enough to provide isolation from one network slice to another slice. It should be possible to reserve resources per network slice. 

Editor’s Note: It is FFS how to define robust platforms.

-
The 3GPP System shall have the capability to provide a level of isolation between network slices which confines a potential cyber-attack to a single network slice. 

-
It should be possible to define a security policy based on the tenant id, to support tenant requirements.

-
It should be possible to define a security policy based on type of the network slice to support different application specific network slices.

-
It should be possible to isolate slices from one another, to minimize attacks on data confidentiality (e.g., data leakage between network slices) and integrity when a single NG-UE or companion NG-UEs are accessing services over more than one network slice.

Editor’s Note: This list may not be exhaustive and may be revised depending on the progress in the other working groups.
5.8.3.2
Key Issue #8.2: Security mechanism differentiation for network slices

5.8.3.2.1
Key issue details

The next generation network will be a service-oriented network and different services have different requirements, including security. As proposed in TR 22.891 (ref.[7] 5.2.3 ), the 3GPP System shall have the capability to conform to service-specific security assurance requirements in each single network slice, rather than the whole network, which means every slice can have service-specific security mechanisms(including e.g. policy, protocols and functions and so on) configured.

-
On eMBB services, we could reuse or optimize the mechanism in LTE, i.e. to keep the authentication and credential management entities within the core network and use IMSI as the user’s only credential. 

-
On IoT services, the more quick access authentication protocol should be considered to meet the requirement of large amount devices visit "AN" (e.g. RAN node or common function node), the lighter cryptographic algorithms or/and protocols should be considered to meet low cost and low battery situation on IoT devices.

-
On CriC services, the quick access and strong authentication protocol, encryption algorithms, or/and credential management etc. should be considered to meet the low latency and high reliability requirement in critical communications.
The NG-UE when it does network attach is supposed to include a network slice selection parameter if it has one. Based on the network selection parameter the controller node in the default network slice will make choice and assign the NG-UE to a dedicated network tenant or to a specificapplication specific network slice indicated by a slice type. Each network slice can define its own security policies and security mechanisms.

Editor’s note: It is FFS for other service technology requirements on security mechanisms. It is FFS how to define the controlling policy on security mechanisms.

5.8.3.2.2
Security threats 

Different network slice tenants may have different access authentication requirements..  In addition, network slices hosting application specific functions may have access security as well session security as demanded by the application. In the absence of proper level of security for each network slice, both access and session can be compromised.

Editor’s Note: It is FFS to define security threats to the network slice controller node.

5.8.3.2.3
Potential security requirements.

To satisfy security requirements from different types of network slices, the 3GPP System shall have the capability to conform to service-specific security assurance requirements in a single network slice, rather than the whole network. Different security mechanisms shall be supported to meet the slice specific requirement. 

The 3GPP system shall support the security mechanism differentiation in controlling policy and security policy. Security policy may include isolation policy, encryption algorithm, integrity protection algorithm, the length of key, and the policy of key expiration.
It should be possible to define different access security mechanisms as well as session security mechanisms (e.g.control plane, user plane, handover etc) for every network slice.

Editor’s Note: It is FFS to define security requirements for the network slice controller.

5.8.3.3
Key Issue #8.3: Security on UEs’ access to slices

5.8.3.3.1
Key issue details

The fact that several network slices might be available in Next Generation systems requires a selection procedure in order to direct UEs to corresponding slices. To ensure that slices can be selected and accessed correctly for UEs, how to protect the security of such procedure should be addressed. 

Editor’s Note: The selection procedure is still being studied in other working groups. The text above should be revised based on their progress

Besides the slice selection security, it is expected that the Next Generation systems are able to provide access to services in different ways. A UE can simultaneously access multiple services delivered by different network slices. It can also access the services through different types of access networks, 3GPP and non-3GPP, trusted and less trusted. Furthermore, in the context of the IoT, it is expected that there will be a proliferation in the types and the number of connected devices (UEs) such sensors and smart wearables.

There are potentially several vulnerable links over which the access to the network slice and hence the service can take place (see Figure 5.8.3.3-1).
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Figure 5.8.3.3-1: Access links in Next Generation systems

Solutions for this key issue should aim to be generic to the extent possible in order for the authentication and authorization mechanism to support such variety in access/device type and also to be future proof.

As observed by 3GPP TR 22.864, services offered by the network slice could either belong to the MNO or a 3rd party service provider. When the slice is allocated to a 3rd party service provider, the ability of the provider to verify and ascertain the identifier of the subscription, trying to gain access to the slice, becomes a critical security component to be addressed. 
For the attach procedure of UEs’ access to network slicing, following scenarisos should be considered:
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Figure 5.8.3.3-2
Scenario#1: UE is authenticated and authorized by MNO. 3rd party provider entirely relies on MNO for authentication and authorization.

Scenario#2: UE is authenticated by MNO. 3rd party provider relies on MNO authentication but provides authorization to the UE.

Scenario#3: UE is authenticated and authorized by MNO. 3rd party provider relies on MNO authentication and provides additional authorization to the UE. 
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Figure 5.8.3.3-3
Scenario#4: UE is authenticated by MNO. 3rd party provider performs secondary authentication and provides authorization to the UE.

Scenario#5: UE is authenticated and authorized by the MNO. 3rd party provider performs secondary authentication and provides secondary authorization. 
Scenario#6: There is no primary authentication and authorization of the UE by the MNO. 3rd party provider performs authentication and authorization of the subscription. 
Editor’s Note: The requirements by SA1 and SA2 on which all scenarios rest, require further clarification.
5.8.3.3.2
Security threats 

Data used for slice selection may be tampered or forged, which leads to an incorrect slice selection result so that UE cannot obtain service from a right slice or un-subscribed UE may be allocated to slices.

User’s privacy information used in the network slice selection procedure may be intercepted or eavesdropped.

If UEs are not authenticated and authorized for their usage of a particular network slice, unauthorized UEs may get connected to the network slice and consume resources

If there is no proper authorization mechanism for service access, then this opens up for different types of attacks such as impersonation and denial of service. Impersonation attacks can lead to fraudulent charging and can potentially leak sensitive information on the victim UE. On a larger scale such as the massive IoT, efficient denial of service attacks could be mounted causing fast resource depletion and consequently loss of service, money and reputation.

If unprotected, an attacker eavesdropping on the access links can get hold of sensitive service or even access related information. In addition, a skilful attacker can hijack the ongoing session and inject his own data packets. The attacker can as well replay intercepted packets causing an unnecessary overload in the system that may affect availability and service quality.

5.8.3.3.3
Potential security requirements

-
There shall be means to guarantee that the appropriate network slices are assigned to the appropriate subscriptions. 

· The 3GPP System shall provide the capability to protect the authenticity, integrity and confidentiality of messages exchanged in the procedure of slice selection.

· There shall be means to prevent unauthorized UEs from gaining access to services.

· There shall be means to prevent authorized UEs from misusing their access rights.

-
There shall be means to authenticate UEs for access authorization.

-
There shall be means to secure the communication over the access link, that is, between the access network and the network slice over 3GPP and trusted non-3GPP accesses or between the UE and the network slice over untrusted non-3GPP accesses.

5.8.3.4
Key Issue #8.4: Security on sensitive network elements

5.8.3.4.1
Key issue details

There are some sensitive network elements which contain sensitive data or perform security related functions, e.g. HSS contains customers’ profiles and their credentials. Security is a fundamental requirement of these sensitive elements. Slicing architecture can increase the risk of network elements getting attacks. Solutions for this key issue will study: 

The type and form of sensitive network elements in slicing network; 

The mechanism for protecting a sensitive network element.

5.8.3.4.2
Security threats 

Editor’s Note:  Proposed security threats description is "Slicing architecture can increase the risk of network elements getting attacks. For example, virtualization can lead to lack of physical boundary protection and sensitive NEs located in every slice may increase the attack interfaces".

5.8.3.4.3
Potential security requirements

-
Sensitive network elements should be protected from other entities. 

Editor’s Note: It is FFS how to define other entities.

5.8.3.5
Key Issue #8.5: Security on management of slicing 

Editor’s Note: It should be clarified with SA2 and SA5 which are (if any) the interfaces used for the management of network slices and whether they are in scope of SA3. The same applies to Key Issue #8.6.

5.8.3.5.1
Key issue details

The 3GPP system provides capabilities for operators to manage slices e.g. set parameters for resource sharing or dynamically create network slice. The capabilities should be under control of authorized operators. 

5.8.3.5.2
Security threats 

Attackers may illegally obtain capabilities to manage slices or on-going services and launch attacks to slices (e.g. terminate a slice or compromise a critical network function). 

5.8.3.5.3
Potential security requirements

-
The capabilities to manage network slices should be under control of authorized operators.

5.8.3.6

Key Issue #8.6: Security on interacting with third party

5.8.3.6.1
Key issue details

The 3GPP systems provide capabilities for authorized third parties to create, manage a network slice configuration (e.g. scale slices) via suitable APIs. These interfaces can be utilized to launch attacks by unauthorized third parties. 

5.8.3.6.2
Security threats 

Attackers may utilize 3rd party APIs to attack slices.

5.8.3.6.3
Potential security requirements

-
The APIs should be accessed by authorized third parties.

5.8.3.7
Key Issue #8.7: Security of inter slice communications

5.8.3.7.1
Key issue details

There are different network slices, default network slice or dedicated network slices for particular tenants and application specific network slices hosting whole network functions or network slices hosting only dedicated functions. When network slices implement dedicated network functions, inter slice communications are inevitable. Between default network slice and other network slices, there is signalling involved. Between RAN network slices and core network slices there is signalling and traffic plane involved. In all inter network slice communications it is necessary to protect the interface against any attacks. 

Editor’s Note: Further explanations are required about inter slice communication.
5.8.3.7.2
Security threats

The interface between network slices can be attacked and functionality of network slices could be hampered if inter slice communication is not protected. Attacks on the control plane at the inter slice interface can hijack the communication of one or more UEs. It may be possible to make the whole network slice dysfunctional or manipulate it to behave in a different way than it is intended. Thus, it may have serious consequences to the service if the interfaces are not protected. Attacks on the user plane can destroy the user traffic or divert the user traffic served by the network slice affecting one or more or group of UEs.
5.8.3.7.3
Security requirements

-
Inter network slice interaction needs to be secured maintaining the sanctity of restrictions of the slice. 

-
Interfaces between the network slices need to be protected similar to the current Network Domain Security. 

- 
Inter network slice interfaces and communication should be protected based on the sensitivity level of the network slice functions and the requirement of the network tenant. 

Editor’s Note: sensitivity level of network slice functions need to be defined.
5.8.3.8
Key Issue #8.8: Virtualization security 

Editor’s Note: It is FFS whether security in virtualization is in scope of 3GPP.

5.8.3.8.1
Key issue details

The Virtualization Security identifies the key issues related to the adoption of virtualisation technology in the Next Generation Network to identify the security mechanisms, which need to be supported to ensure for example, traffic segregation, control of the allocated Virtual Network Functions (VNF) and limitation of their reachability/visibility. 

In particular this security area deals with concerns such as:

-
Lack of logical and physical isolation between distinct VNF hosted by the same hypervisor 

-
Lack of authentication between network virtual functions

-
DoS effects, e.g. starvation of resources allocated to virtual network functions or network slices, 

-
Integrity of hypervisor and hosted VNFs.

5.8.3.8.2
Security threats

TBA

5.8.3.8.3
Security requirements

TBA
5.8.3.y
Key issue #8.y: <key issue name>

5.8.3.y.1
Key issue details

5.8.3.y.2
Security threats 

5.8.3.y.3
Potential security requirements
5.8.4
Solutions
5.8.4.1
Solution #8.1: Security isolation of network slices, Security mechanism differentiation

5.8.4.1.1
Introduction

This solution addresses several key issues of #8.1 Security isolation of network slices and #8.2 Security mechanism differentiation for network slices. 
5.8.4.1.2
Solution details  

As a prerequisite the UE must be preconfigured with the slice IDs to be used and those must match to the ones configured in the network. The Slice Security Server (SSS) is a repository for the different slice security requirements and provides those to the HSS on request for selecting the appropriate security algorithm per slice. The SSS may be collocated with the HSS.


[image: image41]
Figure 5.8.4.1.2-1 Attach Procedure with one RRC connection for all slices
Step 1: The UE sends an Attach Request to the RAN including a list of all desired slice IDs. 
Step 2: The RAN selects the CP Function and forwards the Attach Request including the list of slice IDs.

Step 3: The CP Function may request the UE identifier.

Step 4: The presence of the slice ID list is indicating the CP Function the UE capability to handle several slices with different security requirements. The CP Function requests the Authentication Data from the HSS and includes the list of requested slice IDs, if available. The CP Function may further check based on the subscription profile whether the UE is eligible to access to the network slice(s) associated with the list of slice IDs.

Step 5: The HSS sends a Slice Security Request to the SSS including the slice ID list received from the CP Function. If no slice IDs are indicated in the message from the CP Function, then the HSS checks the subscription profile whether the terminal subscribed to any specific services that require special treatment and includes them (i.e. subscribed slice IDs) in the request to the SSS. 

Step 6: The SSS provides the security requirements per slice ID. The security requirements could already indicated the algorithm to be used or indicate a level, e.g. high security, middle security, low security, or they could point to a predefined security profile out of a set of predefined profiles. Those predefined security profiles could be available in all network nodes, i.e. known to all CP Functions and RAN nodes, HSS etc., so that only a pointer to the profile ID is required in the security requirements.

Step 7: According to the received security requirements, the HSS executes the security procedures per slice and selects the corresponding security algorithms per slice. The HSS may take the UE capabilities into account as well as the operator policies. Under the security procedures, the HSS creates individual Authentication Vectors per slice and creates a binding with the corresponding slice IDs. Step 8: The HSS sends the set of Authentication Vectors and slice IDs to the CP Function in the Authentication Data Response. 

Step 9: The CP Function sets up the Control Plane layer security per slice and performs authentication and key agreement (AKA). The messages may not belong to any slice and shall contain the UE security capabilities and per slice ID the selected algorithms for ciphering and integrity, or the security profile ID. The UE verifies the integrity of the message from the CP Function and starts integrity protection and ciphering/deciphering with this security context and sends an acknowledgement message to CP function ciphered and integrity protected.

Step 10: The RAN sets up the radio access layer security for user plane and control plane and sends the selected algorithms for integrity and ciphering per slice. 

Step 11: The UE configures the uplink filters in order to map uplink traffic from the application to the right Data Radio Bearers (DRB) on the corresponding slices.

Step 12: The UE finalizes the bearer setup per slice towards the User Plane Function with individual security.

If a UE would like to attach to a slice not included in the ATTACH request of step 1, then the UE would be required to send another ATTACH request with the slice ID it would like to be attached to. The CP Function detects that the UE is already attached to the network and would not perform authentication with the UE, but still query the SSS for the security requirements of the slice and slice authorization.

Editor’s note: The solution needs to describe the behaviour of the system when a mismatch occurs between the network slice ID requested by the UE and those available in the network.

Editor’s note: Privacy aspects related to the network slice ID are FFS.

Editor’s note: The solution needs to describe how the roaming scenarios are handled.
Editor’s note: Security profile ID role and definition are to be described. Furthermore, it is unclear which entity of the NextGen system this security profile ID is related to.
Editor’s note: It’s FFS to consider the detailed procedures and interface between HSS and SSS, including how the UE is authenticated if the UE doesn't include the list of requested slice IDs in Step4, how to provision all security nodes with security profiles for all network slices, in Step 6 and how to support a RAN network slice in Step 10.
Editor’s note: It’s FFS to consider the case when legacy UEs without any awareness of network slicing would  access the next generation network with network slicing. 

Editor’s note: It’s FFS whether the security procedures are executed by HSS in Step 7.
5.8.4.1.3
Evaluation 

FFS
5.8.4.2
Solution #8.2: UE Authentication only by AUF 

5.8.4.2.1
Introduction

This solution addresses key issue #8.3. It assumes that AuF only has interface with User Profile Repository (equivalent to HSS in LTE)

5.8.4.2.2
Solution details

To describe the UE Authentication by AuF, we propose a possible procedure, which is compatible to the Network Slice Architectures in clause 6.1.1, 6.1.2, and 6.1.3 of TR 23.799 
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Figure 5.8.4.2.2-1: UE Authentication by AuF

1. UE and AuF perform mutual authentication. 

2. UE and AuF derive AuF Base Key. (AuF Base Key indicates a key corresponding to the KASME in LTE)

Editor’s note: How the AuF Base Key is derived is FFS.

3. AuF generates NSI-specific keys using AuF Base Key and sends it to each NSI.

4. UE and NSI-1perform the mutual validity check on NSI-1 specific key and then derives AS (Access Stratum) key respectively. 

5. UE and NSI-2 perform the mutual validity check on NSI-2 specific key and then derives AS (Access Stratum) key respectively.

Editor’s note: How the mutual validity check is performed is FFS.

Editor’s note: How the AS Key is derived is FFS.
Editor’s note:  AuF in this solution corresponds to AU in 6.1.1 and 6.1.3, and Authentication & Authroization in 6.1.2 of TR 23.799 [2].
5.8.4.3.3
Evaluation 

5.8.4.3
Solution #8.3: UE Authentication by AuF and NSI

5.8.4.3.1
Introduction

This solution addresses key issue #8.3. It assumes that AuF and NSI has interface with User Profile Repository (equivalent to HSS in LTE).
Editor’s note: Whether AuF and NSI has interface with the same User Profile Repository or not is FFS.

5.8.4.3.2
Solution details

To describe the UE Authentication by AuF and NSI, we propose a possible procedure, which is compatible to the Network Slice Architectures in clause 6.1.1, 6.1.2, and 6.1.3 of TR 23.799 [2].
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Figure 5.8.4.3.2.1: UE Authentication by AuF and NSI
1. UE and AuF perform mutual authentication. 

2. UE and AuF derive AuF Base Key. (AuF Base Key indicates a key corresponding to the KASME in LTE)

Editor’s note: How the AuF Base Key is derived is FFS.

3. AUF generates NSI-specific Master Keys using AuF Master Key and sends it to each NSI. (AuF Master Key indicates a key corresponding to the Ki in LTE) 
Editor’s note: How the NSI-Specific Master Key is derived is FFS.
4. UE and NSI-1perform mutual Authentication and derives AS (Access Stratum) key respectively. 

5. UE and NSI-2perform mutual Authentication and then derives AS (Access Stratum) key respectively.

Editor’s note: How the AS key is derived is FFS.
Editor’s note:  AuF in this solution corresponds to AU in 6.1.1 and 6.1.3, and Authentication & Authroization in 6.1.2 of TR 23.799 [2].
5.8.4.3.3
Evaluation 

5.8.4.4
Solution #8.4: UE Authentication by NSI 

5.8.4.4.1
Introduction

This solution addresses key issue #8.3. It assumes that NSI has interface with User Profile Repository (equivalent to HSS in LTE).

Editor’s note: Whether different NSIs have interface with the same User Profile Repository or not is FFS.

5.8.4.4.2
Solution details

To describe the UE Authentication by NSI, we propose a possible procedure, which is compatible to the Network Slice Architectures in clause 6.1.1, 6.1.2, and 6.1.3 of TR 23.799 [2].
1. UE requests network connection for NSI-1 to AuF.

2. AuF forward the network connection request for authentication toward NSI-1 access toward NSI-1.

3. UE and NSI-1 perform mutual authentication and derives AS (Access Stratum) key respectively. 

Editor’s note: How the AS Key is derived is FFS.

4. UE requests Network Connection for NSI-2 to AuF.

5. AuF forward the UE network connection request for authentication toward NSI-2 access toward NSI-2.

6. UE and NSI-2 perform mutual authentication and derives AS (Access Stratum) Key respectively. 

Editor’s note: How the AS Key is derived is FFS.

Editor’s note:  AuF in this solution corresponds to AU in 6.1.1 and 6.1.3, and Authentication & Authroization in 6.1.2 of TR 23.799 [2]. 
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Figure 5.8.4.4.2-1: UE Authentication by AuF and NSI
5.8.4.4.3
Evaluation 

5.8.4.z
Solution #8.z: <solution name>

5.8.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.8.4.z.2
Solution details  

5.8.4.z.3
Evaluation 

5.8.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
5.9
Security area #9: Relay security
5.9.1
Introduction 

In next generation systems connectivity over relays need to be supported to cover varied scenarios. The remote UE which needs the connectivity may have different capabilities in terms of radio, power and communication resources. Such devices could be regular UEs or UEs such as wearable and constraint devices. The device may connect to the relay UE using 3GPP technology or any other technology. Whatever technology is used for the D2D interface, this interface needs to be secured.
5.9.2
Security assumptions
The UE of wearable device, which can be connected to the 3GPP network directly or via another UE, should have a subscription associated to its own subscriber’s identifier (e.g. IMSI) with mobile operator. If there is no separate subscription permanent identifier or a temporary identifier cannot be established, individualized services may not be possible for the device.
5.9.3
Key issues
5.9.3.1
Key Issue #9.1: Mutual authentication of remote UE and network over a relay

5.9.3.1.1
Key issue details

Whether the remote UE is in direct connection or in indirect connection, it should be possible for the UE and the network to mutually authenticate. Since the remote UE may be constrained device, the procedure should be as efficient as possible.

5.9.3.1.2
Security threats 

If network doesn’t authenticate devices accessing over a relay, it may result in unauthorized access of 3GPP network over relays and such UEs may consume precious network resources.

If remote UEs accessing network over the relay doesn’t authenticate the network, these UEs may be connecting to fake networks and may lose their data or may get hacked. 

5.9.3.1.3
Potential security requirements

-
It shall be possible to uniquely identify an UE (e.g. wearable device), when it is connected to the network via another UE (e.g. smart phone).

-
It shall be possible to mutually authenticate the remote UE and the network when the remote UE is in direct network connection or in indirect network connection. 

5.9.3.2
Key Issue #9.2: Integrity and confidentiality protection of remote UEs

5.9.3.2.1
Key issue details

If the network is able to identify the remote UE uniquely and provide a unique connection to it, then this connection should be integrity protected and confidentiality protected from eve droppers.

5.9.3.2.2

Security threats 

Without integrity protection of signaling messages the remote UE session over relays could be manipulated and hijacked. 

Without confidentiality remote UE data to and from it could be manipulated.

5.9.3.2.3
Potential security requirements

- 
It shall be possible to provide integrity and confidentiality protection for the remote UE at the access layer.

 - 
The relay UE shouldn’t be able to intercept any data passing over it, irrespective of any security at the IP layer.

5.9.3.3
Key Issue #9.3: Remote UE session continuity

5.9.3.3.1
Key issue details

The remote UE may move from direct network connection to indirect network connection or change connectivity from one relay UE to another relay UE (ie one indirect connection to another indirect connection), conveniently available nearby. During such connection  changes, it should be possible to continue ongoing communication sessions.  Otherwise the communication session is lost for the remote UE. 

5.9.3.3.2
Security threats 

Without session identification and protection for the remote UE, session continuity cannot be provided.

Ongoing sessions could be hijacked by other UEs.

5.9.3.3.3
Potential security requirements

- 
It shall be possible for the 3GPP network to recognize the remote UE behind a relay at the access layer and should be able to provide seamless mobility and service continuity when the UE moves between direct and indirect network connection. 

- 
The 3GPP Network should be able to authorize the remote UE to provide appropriate service level at QoS as the remote UE is eligible. 

- 
The 3GPP shall support dedicated accounting for the remote UE when it communicates over a relay UE.

- 
The 3GPP shall support LI of the remote UE when it communicates over a relay UE.
5.9.3.y
Key issue #9.y: <key issue name>

5.9.3.y.1
Key issue details

5.9.3.y.2
Security threats 

5.9.3.y.3
Potential security requirements
5.9.4
Solutions
5.9.4.z
Solution #9.z: <solution name>

5.9.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.9.4.z.2
Solution details  

5.9.4.z.3
Evaluation 

5.9.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
5.10
Security area #10: Network domain security 

5.10.1
Introduction 

The Signalling Plane Security area focuses on the key issues related to the signalling protocols such as the lack of authentication and integrity mechanisms in the core network. This security area also covers issues like the signalling overload  and the mechanisms which need to be integrated in the network to avoid or at least limit the impact due by DoS attacks towards the network infrastructure or against others devices/users.
In particular this security area deals with concerns such as:

· The overload of control plane messages.

-
The lack of native support of authentication and integrity mechanisms in the core network signalling messages.

5.10.2
Security assumptions
Editor's Note: This clause will document security assumptions related to each security area. 
5.10.3
Key issues
5.10.2.1
 Key Issue #10.1: Network and NE communication security

5.10.2.1.1
Key issue details

The service evolution, network evolution and infrastructure virtualization brings new challenges on current widely deployed network domain protection and IPsec tunnel implementation. 

5.10.2.1.2
Security threats 

In LTE network, the core network is normally regarded as the secure network domain and the access network part are normally regarded as the unsecure domains. In next generation mobile networks, some network functions or some parts of the network functions of the core network could possibly be deployed in the unsecure domain. 

Editor's Note: It is ffs whether network functions of the core network could or should be deployed in the unsecure domain and, if so, which the security implications would be. It is noted that a different choice of the security protocol would not help if the endpoint is insecure. 

Thus it increases the risk of communication between the RAN parts and the CN parts, as well as the inter-communication between the CN elements located in secure and unsecure domain.

For the network secure domain protection model, IPsec are widely deployed to enable the NE in unsecure domain accessing the secure domain, and to enable the NE in different domain securely connecting to each other. In next generation mobile network, the network domain partition is complicated and the number of IPsec tunnels will be significantly large, therefore configuring IPsec tunnel will be a big challenge. The virtualized network infrastructure makes the condition worse, since the network elements and functions could be deployed dynamically in different location. Also, the fast deployment of next generation mobile network brings difficulties of IPsec management.

Editor's Note: It is ffs whether security functions inbuilt in a virtualised infrastructure / cloud environment could help to solve this problem. 

Although IPsec could be configured as quintuple, i.e. (source-IP, destination-IP, protocol, source-port, destination-port), most realization deploys only IP level policies or even any-to-any policy. In next generation mobile network, the dynamic service and dynamic network will make such any-to-any or IP-to-any configuration much more common, since the IP and ports are changing along with the service orchestration. It is hard to maintain access control in case of any-to-any policy widely deployed. The IPsec tunnel mode sometimes makes the packet forward path longer than a direct connection. In delay critical application, both the forwarding path and the encryption/decryption could deduce the experience of service. For example, the communication between adjacent access points might have the path of AP-1 - SecGW1 - SecGW2 - AP-2, which brings significant forwarding delay and 2 times of encryption and decryption computation.

Editor's Note: It should be noted that already LTE allows protecting X2 connections using IPsec directly between eNBs. The star configuration described above is just one option. In case two adjacent base stations are in different security domains it needs further study from a security point of view whether it is desirable to have a direct IPsec connection between them. 

Current IPsec deployments mainly use certificate as the authentication credential. The certificate requires a PKI system, which is a big cost. In addition, PKI systems meet difficulties in initial certificate application, certificate revocation and the periodical revocation list updating brings risk to the network. The online certificate status validation protocols, like OCSP, could help to solve this problem, however it is not widely used so far. In virtual infrastructure, certificate management could be much more difficult because of the virtual network functions are dynamically deployed.

Editor's Note: It is ffs whether the use of a PKI incurs higher or lower cost compared to other approaches, e.g. pre-shared secrets. It is ffs whether security functions inbuilt in a virtualised infrastructure / cloud environment could help to solve this problem.

5.10.2.1.3
Potential security requirements

As discussed in upper sections, the network and communication security in the next generation system should consider the following requirements:

Editor’s Note: It is ffs whether more security protection methods, e.g. at transport layer or application layer, should be supported and whether more authentication methods, besides certificates (and PKI), should be supported to authenticate the communications between NE.

-
The security mechanism should be applicable for the initial deployment of network elements and network functions, as well as the dynamic network orchestration, for example, if Network Functions Virtualization (NFV) technologies are introduced to build a NextGen network.

5.10.3.y
Key issue #10.y: <key issue name>

5.10.3.y.1
Key issue details

5.10.3.y.2
Security threats 

5.10.3.y.3
Potential security requirements
5.10.4
Solutions
5.10.4.z
Solution #10.z: <solution name>

5.10.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.10.4.z.2
Solution details  

5.10.4.z.3
Evaluation 

5.10.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
5.11
Security area #11: Security visibility and configurability 

5.11.1
Introduction 

Editor's Note: This clause gives background information on the security area. 
5.11.2
Security assumptions
Different services or access networks may have different security capabilities, such as confidentiality, integrity, and cryptographic key sizes.
Some of the details might be out of 3GPP scope, such as specific user experience of UE, and implementation details of UEs. However, there could be some minimum requirements for secure network service experience.

Presentation of security to users (of UEs) will be simple and clear enough to understand without prior knowledge, but with possible further options for advanced uses.

5.11.3
Key issues
5.11.3.1
Key Issue #11.1: Service-dependent security requirements

5.11.3.1.1
Key issue details

The level of security that a UE needs, or would prefer, or should expect, may vary depending on what services it is using at the time.  Some possible examples:

-
There may be some services / applications that, because of their sensitivity, should not run at all in the absence of user plane encryption, or in the absence of user plane integrity.

-
There may be some services / applications that, because of their sensitivity, should only run when at least UMTS security is in operation, even though the device supports GSM/GPRS.  Or at least LTE security, even though the device supports UMTS.  Or at least NextGen security (if NextGen introduces some enhanced security features relative to LTE), even though the device supports LTE.

-
There may perhaps be some services / applications that, because of their sensitivity, would benefit from a change of temporary UE identifier happening immediately before the service runs, or immediately after, or both.

5.11.3.1.2
Security threats 

There may be a gap between the level of security that a UE needs, or would prefer, or should expect – depending on what services it is using at the time – and what is actually provided, even though the needed / preferred / expected security level is achievable.

5.11.3.1.3
Potential security requirements

-
There should be a means for the UE to be aware of the mobile security requirements of individual services / applications, and to act on that knowledge.

Editors' note : it is ffs as to whether this requirement only applies to 3GPP applications.

5.11.3.2
Key Issue #11.2: User awareness of security

5.11.3.2.1
Key issue details

Next generation system is expected to diverse access networks (Section 4.1 of TR 23.799), services (Section 5 of TR 22.891), and UE types. Different networks or services may have different security capabilities, but the implication of it may hardly be understood by users. Since this could mislead users to mistakenly trust or doubt the current service or access networks, and make harmful decision, there should be some way to let users be aware of major security implications (e.g. fallback to weak security).

5.11.3.2.2
Security threats 

Attackers could specifically target UEs in access networks or services with weak security, while users do not fully understand the situation, so for users to do sensitive transactions over the less secure environment. In general, this will make UEs more vulnerable.

Active attackers could make a UE move to less secure service or access network (e.g. by jamming the current serving eNB or network). Downgrade of security will make UEs and users more vulnerable.

Active attackers might let user to believe it is attached to a secure service or access network, while it is not the case in reality.

5.11.3.2.3
Potential security requirements

-
UEs shall be able to present users of security indication of current services or access networks. In addition, detail information including security capability or parameters may be presented for the advanced users’ reference.

-
Access networks and services should be able to provide information to UEs, which is necessary to derive security indication for users.

-
UEs should be able to collect security capabilities of access networks and services, and derive security indication for users from those parameters.

-
UEs should be able to validate security indication related information from network.

5.11.3.3
Key Issue #11.3: User control of security

5.11.3.3.1
Key issue details

Assuming that a user (and a UE) comes to aware of some of security capability of access networks or services, whether such information is provided by networks or services, or the UE derives it from other procedures, the user (or the UE) may need to control the security to its preference.

5.11.3.3.2
Security threats 

Although a user is aware of security level, if the access network or service selection is based on the other factors than security, the user (and a UE) might have no choice but to use less secure ones. Attackers could make use of this, and lead users (and UEs) to less secure situations. This will make more secure services or access networks unavailable to UEs.

Attackers could try bid-down attack in the middle of network and a UE, to lead to use least secure parameters.

5.11.3.3.3

Potential security requirements

Editor's Note: In email discussion it was noted that any mechanism like this should be designed carefully, to minimise the risk of accidental connection failures. It is for further study how this concern should be captured in e.g. a Note in this section.

· UEs shall provide users with means to select from available access networks or services, based on security capabilities (or security levels) of access networks or services.

· UEs shall provide users with means to configure minimum (or preferred) security capabilities (e.g. levels or parameters) which UEs shall try to satisfy when UEs choose or negotiate with access networks or services. There might be pre-defined default configuration of minimum (or preferred) security capabilities.

· UEs shall be able to send the preferred security capability (or parameters, possible security levels, if agreed) to access networks or services. Access networks or services should try to meet the request from UE and provide acknowledgement whethere the requested security is achieved or not.

Editor’s note: It needs to be checked if requirements are overlapped with S3-160830

5.11.3.4
 Key Issue #11.4: On demand security framework

5.11.3.4.1
Key issue details

Next generation mobile network will provide an open service platform for diverse services and applications. The varying characteristics of those services and applications, along with the diverse device capability, requires a flexible and on demand security framework. The requirements come from the following use cases [7]:

-
Different services have different security protection levels

-
Application QoS restricts the security level, e.g. security protection should satisfy the processing delay restriction that service required

-
The service and end user characteristics require a flexible security framework

-
The power consumption of the network and the end user device should be considered in next generation mobile network

-
The capability restriction of the end user device requires next generation mobile network a flexible security mechanism

5.11.3.4.2
Security threats 

Traditional fixed mechanism and fixed policies are not applicable in next generation mobile network, since next generation mobile network is open to adopt to diverse services and applications.

In next generation mobile network, there will be some services that require very high security protection level, for example the public safety system. A low level protection could cause attackers to publish fake messages, which could lead to public panic. However, low cost low security devices may be denied access to next generation mobile network services if different security protection level is not supported, and limits the application of NextGen network.

5.11.3.4.3
Potential security requirements

The requirements for the next generation mobile network are:

-
Next generation mobile network should have a flexible and extensible security framework to protect diverse services and applications, various devices capabilities.

-
Security service is configurable and negotiable, when commission or when application deployment, or when user requests a specific service.

-
The end user application, end user device and the network should have the capability to change the security policy, security capability and security parameters, when required. The change could be done via parameter configuration or software upgrade.

5.11.3.y
Key issue #11.y: <key issue name>

5.11.3.y.1
Key issue details

5.11.3.y.2
Security threats 

5.11.3.y.3
Potential security requirements
5.11.4
Solutions
5.11.4.1
Solution #11.1: Device API allowing an application to state security requirements

5.11.4.1.1
Introduction  

This solution addresses key issue #11.1.

5.11.4.1.2
Solution details  

Editors' note: more details are needed here and also we need to decide if this is in scope of 3GPP.  We also need to take care of malware impacts on the network through this API.

The device presents an API that allows individual applications to specify minimum security requirements.

This is described only at a very high level because its detailed specification is not likely to be done by 3GPP.

5.11.4.1.3
Evaluation 

TBD
5.11.4.z
Solution #11.z: <solution name>

5.11.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.11.4.z.2
Solution details  

5.11.4.z.3
Evaluation 

5.11.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
5.12
Security area #12: Credential provisioning 

5.12.1
Introduction 

Editor's Note: This clause gives background information on the security area. 
5.12.2
Security assumptions
Editor's Note: This clause will document security assumptions related to each security area. 
5.12.3
Key issues
5.12.3.1
Key issue #12.1: Credential provisioning

Editor's Note:some aspects of credential provisioning are addressed in 820, too. These aspects in 820 should eventually be merged with 611. 

5.12.3.1.1
Key issue details

TR 22.861 has the following requirement in [PR.5.1.3.2-001] for IoT UEs "The 3GPP system shall support a secure mechanism to remotely provision a device that has not been pre-provisioned, with its 3GPP subscription credentials." We understand the text "3GPP subscription credentials" such that it refers to USIM credentials on a UICC as they are currently defined, i.e. they are the credentials required for the AKA protocol. But other requirements point to the potential need for supporting non-AKA authentication methods requiring different credentials, cf. e.g. requirements referring to "alternative authentication methods" in TR 22.862. We therefore distinguish these two cases below. 

a) AKA credentials on UICCs 

UICCs are likely to continue to play an important role in NextGen security.

Traditionally, provisioning of subscription credentials in UICCs and Authentication Centres for AKA-based authentication have not been subject to 3GPP standardization. 

Over the last years, a standard for embedded UICCs has been developed by the GSMA and by ETSI TC SCP. Embedded UICCs allow for remote provisioning of credentials. The conceptual framework for embedded UICCs includes a solution for the problem of gaining initial connectivity to the provisioning server. This initial connectivity can be provided using pre-installed USIM credentials and therefore requires no changes to 3GPP standards. 

Editor's Note: The initial connectivity could also be provided through the connectivity of a companion UE or through non 3GPP access (GSMA SGP.21 v 1.0 and SGP.22 v1.0).  

Further concepts for remotely manageable UICCs are currently being worked on. 

b) Other cases

Editor's Note: These 'other cases' may refer to non-AKA credentials in future versions of UICCs or in other forms of storage on the UE. (Both are ffs).  In particular, it is ffs whether the concept of UICC may evolve in NextGen so as to include also the storage of non-AKA credentials. 

A requirement may necessitate the support for alternative authentication methods, cf. above. 

Editor's Note: It is ffs whether EAP-TLS or EAP-TTLS, or the use of client certificates, are suitable examples of these methods. 

It may be desirable to provision such non-AKA-credentials, to the UE.

Editor's Note: Such a provisioning process may use an online process involving a provisioning server. It is ffs whether there would be a need to specify such a process in 3GPP. But even if it is decided not to specify such a non-AKA credential provisioning process in 3GPP it may be desirable to specify some minimal support for such processes in 3GPP, namely for enabling initial connectivity to the provisioning server for the case that initial connectivity cannot be provided using pre-installed USIM credentials.  

5.12.3.1.2
Security threats 

Unauthenticated access entails the risk of Denial of Service against the NextGen serving network.

Unauthenticated access entails the risk of unauthorized use of NextGen services if traffic from an unauthenticated UE is not strictly limited to communication with a provisioning server predefined in the NextGen core network.

Editor’s note: The list of security threats needs to be further completed.

5.12.3.1.3
Potential security requirements

Editor's Note: It is ffs whether optional support by the 3GPP network for  access to provisioning servers is needed.   This issue is to be distinguished from the credential provisioning procedure between UE and provisioning server. For the latter, it is ffs whether the provisioning procedure is standardized in 3GPP or uses method described in other groups.

5.12.3.2 
Key Issue #12.2:  Remote credential provisioning for IoT devices

5.12.3.2.1 
Key issue details

The next generation system will combine multiple network accesses and new services, such as Internet of Things (IoT). Different network accesses and services have their own characteristics therefore the requirements for security mechanisms are diverse. 

Internet of Things (IoT) is one of the five catertories classified for NextGen use cases in [1] (TR 22.891). IoT devices will span a wide range, from small devices (such as sensors, wearable devices) to big devices (such as smart home appliance). Some of them may not be pre-provisioned with 3GPP subscription credentials when they are manufactured, and thus cannot access the 3GPP network directly though they may access the 3GPP network with a companion UE with 3GPP credentials..

5.12.3.2.2 
Security threats 

An attacker may be able to attack the communication between the 3GPP network and legitimate IoT devices during their remote provisioning procedure in case there is no secure mechanism to protect the confidentiality and integrity. They may misuse these credentials, which may cause a lot of issues, such as charging issue, invasion of privacy.  

5.12.3.2.3 
Potential security requirements

-
The 3GPP System shall support a secure mechanism to remotely provision an IoT device that has not been pre-provisioned, with its 3GPP subscription credentials.

Editor’s note: It is ffs whether this provisioning is standardised in 3GPP or uses method described by other groups
5.12.3.y
Key issue #12.y: <key issue name>

5.12.3.y.1
Key issue details

5.12.3.y.2
Security threats 

5.12.3.y.3
Potential security requirements
5.12.4
Solutions
5.12.4.z
Solution #12.z: <solution name>

5.12.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.12.4.z.2
Solution details  

5.12.4.z.3
Evaluation 

5.12.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
5.13
Security area #13: Security for Interworking and Migration

5.13.1
Introduction 

This security area focuses on security aspects of migration and interworking scenarios.

Example interworking scenarios to consider are from EPC to NextGen core.

In addition, typical roaming scenarios between operators will be studied in TR 23.799. For example the need for NextGen core of an operator to support roaming with partners that have not yet migrated to the NextGen core. Typically an MNO will not deploy a standalone Next Generation System right from the beginning, but rather deploy it in parts of his PLMN area in addition to an existing legacy 3GPP RAN. Further NextGen core of an operator will need to support roaming with partners that have not yet migrated to the NextGen core. Thus migration strategies and interworking is required to maintain service for UEs changing between NextGen Radio (NR) and legacy 3GPP RAN. This key issue focuses on security aspects of migration and interworking scenarios based on the findings TR 23.799.

Several options of interworking and migration between radio technologies and possible core network concepts have been identified. 

-
Radio technologies to be considered are eLTE (Rel-15) and NR. 

-
Core Network concepts to be considered are EPC and Next Generation Core (NGCN). 

Editor's Note: The summary on interworking scenarios for NextGen, as given in SP-160464_RP-161266, resulted in 12 options how to combine radio technologies with CN concepts, some of them were ruled out for Rel-14. S2-163408 visualizes all possible deployment scenarios, also laid out in detail in S2-163464. S2-163348 proposes Option 2/4, Option 3 and Option 7 in the initial deployment options in Release 14 work for migration, interworking and forward compatibility considerations.  

Editor's Note: once SA2 decision is clear on the options, this section may be modified accordingly.

This key issue should in particular address security aspects of 

-
handover mobility and 

-
idle mode mobility 

when a NextGen system interworks with LTE/eLTE and vice versa, or other systems (e.g. WiFi). In the latter trusted and untrusted access needs to be considered.

Editor's Note: Mobility during inactive state may also have to be considered, depending on SA2 decisions.

Based on the identified migration and roaming scenarios the need for security in interworking solutions between the NextGen core network and EPC will be determined and related solutions will be discussed.

5.13.2
Security assumptions

Editor's Note: This clause will document security assumptions related to each security area. 

Assumption: no SRVCC in NextGen, no interworking with GSM/GPRS, UMTS.

Furthermore, it is assumed that mobility scenarios can be considered separately for core network and radio access network. 

Editor's Note: It is ffs whether this assumption is warranted. It is to be verified e.g. whether we will use the same key derivation scheme as for (e)LTE with the vertical and horizontal handovers.

5.13.3
Key issues

5.13.3.1
Key issue #13.1: : Security for Handovers 

5.13.3.1.1
Key issue details

NOTE: 
(e)LTE access networks can be attached to NextGen Core.

Security for the various handover scenarios needs to be considered here: 

Core network:

•
UE moves inside NextGen Core (while changing radio access technology)

•
UE moves between EPC and NextGen Core

Radio access:

•
UE moves between NR and (e)LTE

•
UE moves between NR and non-3GPP access

•
UE moves between (e)LTE and non-3GPP access

Editor's Note: the above list needs to be checked for completeness. This may also depend on decisions in SA2. 

5.13.3.1.2
Security threats 

5.13.3.1.3
Potential security requirements

5.13.3.2
Key issue #13.2: Security for Idle Mode Mobility  

5.13.3.2.1
Key issue details

NOTE: 
(e)LTE access networks can be attached to NextGen Core.

Security for the various idle mode mobility scenarios needs to be considered here: 

Core network:

•
UE moves inside NextGen Core (while changing radio access technology)

•
UE moves between EPC and NextGen Core

Radio access:

•
UE moves between NR and (e)LTE

•
UE moves between NR and non-3GPP access

•
UE moves between (e)LTE and non-3GPP access

Editor's Note: the above list needs to be checked for completeness. This may also depend on decisions in SA2. 

5.13.3.2.2
Security threats 

5.13.3.2.3
Potential security requirements

5.13.3.3
Key issue #13.3: Security aspects of migration  

5.13.3.3.1
Key issue details

Typical roaming scenarios between operators will be studied in TR 23.799. For example the need for NextGen core of an operator to support roaming with partners that have not yet migrated to the NextGen core.

This key issue is introduced to study any security issues that may arise due to migration.

5.13.3.3.2
Security threats 

5.13.3.3.3
Potential security requirements

5.14 
Security area #14: Security aspects of small data

5.14.1 
Introduction

To address massive number of  IoT UEs that usually send small amounts of data sporadically and also moves around, different solutions  have been proposed in TR 23.799. In all the proposals UE sends data to the NextGen Core via a user plane path without requiring more signalling to set up and tear down dedicated bearers. No additional signalling to the network (RAN and Core) is expected than the amount of user data to be transferred on this interface, which is referred here as small data interface. Some of the solutions envision occasional signalling for setup and management of the small data interface.

Once the PDU session for the UE has been set-up, in order for the UE to be able to send or receive data on the small data interface, no dedicated connection for the UE needs to be setup on the RAN-Core interfaces NG2 or NG3. 

In some scenarios, PDU session setup may not be necessary.  

5.14.2
Security Assumptions

The UE gets authenticated and Attaches to the network.  Based on the service required, UE sets up PDU sessions, the session set up  may or may not involve set up of special context sending small data. Following are the general security assumptions for the small data feature

-
UE has a session and security context established, control plane context in the Controller and user plane context in User Plane Gateway.

-
UE may or may not have AS context established in the RAN, the AS context is not used to small data packets

-
There is no dedicated signalling exchange specific to the UE between the RAN and the Core, there is no UE specific security in the RAN. The security and header decompression of the user plane packets are handled in the NextGen Core (in the UPGW part of the NextGen Core). Security algorithms, Compression algorithms etc are negotiated between the UE and the CN during the PDU Session set up. Security keys are derived are also derived at the UE and CN during the session set up. 

-
The MM procedures (e.g. ATTACH, authentication,  Tracking Area Update ,etc) are independent from whether the UE has a  small data transmission mode .

-
When the UE is already attached to the network and has established a PDU session, to send UL data.

-
There is no NG2 signalling exchange dedicated to the UE between the RAN and the Core.

-
There is no NG3 data plane connection dedicated to the UE between the RAN and the Core 

In some scenarios, the setup of a PDU session before UE sends a small data packet is optional. In those scenarios the network can validate the data packet based on the information in that packet.5.x.3
Key Issues

5.14.4
Solutions

5.14.5
Conclusions 

5.14.3.1
Key Issue #14.1: Access security for small data session

5.14.3.1.1
Key issue details

Since there are no specific signaling needed to access the small data bearer, eNB Access Stratum radio bearers for the small data access need to be secured or restricted. Since the service is for sporadic bursts of small data, UEs should be prevented from accessing the interface for other services.

5.14.3.1.2
Security threats 

If the eNB access is not secured, there could be attacks on the NextGen network in general and the small data access interface in particular. Hacking in to NextGen network using small data access is potential threat to be avoided.

5.14.3.1.3

Potential security requirements

eNB access for sending data on the small data interface needs to be protected to prevent un authorized UEs accessing small data interface or hacking in to network.

5.14.3.2
Key Issue #14.2: Security for data over  the small data interface.

5.14.3.2.1
Key issue details

Data sent over the small data interface need be protected for privacy and integrity. It should be possible to encrypt the data and prevent any manipulation of data.

5.14.3.2.2

Security threats 

Without security, data sent over the small data interface may have no privacy.

Without security data sent over the small data interface could be manipulated.

5.14.3.2.3
Potential security requirements

It should be possible to encrypt and or integrity protect the data sent over the small data interface, with minimum overhead.

5.14.3.3
Key Issue #14.3: Restricting small data resource utilization 

5.14.3.3.1
Key issue details

Since the small data interface is for transmitting small data packets in frequently, and there is no dedicated signaling to setup radio bearers, UEs may repeatedly access the small data interface and keep sending data hogging the resources and creating DOS attacks.

5.14.3.3.2

Security threats 

UEs constantly sending data packets over the small data interface may cause DOS attacks.

5.14.3.3.3
Potential security requirements

UEs accessing small data interface need to be restricted for their frequency of access as well as amount of data (packet size)  send on the interface. UEs sending data more than the size of allowed packet size need to be signaled to be in the regular connected mode. UEs sending data more frequently than allowed frequency of transmission need to signaled to be in connected mode. 

5.14.3.4
Key Issue #14.4: Small data context retention 

5.14.3.4.1
Key issue details

Since the small data interface is for transmitting small data packets in frequently, the UEs may stay in Idle/power saving  mode for a long time without any activity. Authenticating UEs at every transmission occasion may consume power and drain the battery, hence this need to be avoided too. Hence solutions which doesn’t need a specific context to be retained either in the UE or in the network are also to be studied.

5.14.3.4.2


Security threats 

UE and the UPGW need to keep the small data security context for a long time. If security context is leaked, the session could be hijacked.

5.14.3.4.3
Potential security requirements

UE and UPGW need to keep the security context active for a long duration of time securely. The duration of context retention may be known to both UE and the UPGW or may not be known to both UE and the UPGW

It should be possible for the network to challenge and verify the UE periodically and re-authenticate the UE for the small data service. 

5.14.4
Solutions

TBD

5.14.5
Conclusions 

TBD
5.15
Security area #15: Broadcast/Multicast Security

5.15.1
Introduction 

NextGen System will provide broadcast services (TR 23.799, clause 4). Broadcast/Multicast will be used in verticals, for example MCPTT, Critical Communication, V2X, and massive MTC. Specific solutions proposed in TR 23.799 such as1:many and 1:all communication, group handling, group communication need to be analysed with respect to security.

This security area will study functionality needed to satisfy security for current and emerging 3GPP broadcast/multicast requirements and application architecture requirements (e.g. MCPTT, MCVideo, MCData, CriC, and massive MTC).

This security area is addressing “MBMS security” and will cover aspects such as Broadcast/Multicast capabilities has been defined in TR 23.799, clause 5.13.

Editor's Note: It should be noted that SA2 have put the key issue on Broadcast/Multicast to phase 2 in their meeting in July 2016.

5.15.2
Security assumptions

Editor's Note: This clause will document security assumptions related to each security area. 

5.15.3
Key issues

5.15.3.1
Key issue #15.1:  Broadcast/Multicast capabilities

5.15.3.1.1
Key issue details

LTE/eLTE features, e.g. GCSE/MCPTT or V2X, already use or will use multicast / broadast capabilities. This key issue should study, whether additional security considerations are needed within the NextGen architecture concept. 

5.15.3.1.2
Security threats 

5.15.3.1.3
Potential security requirements

5.15.3.2
Key issue #15.2:  Usage of MBMS security 

5.15.3.2.1
Key issue details

MBMS security is specified in 3GPP TS 33.246 [18]. This key issue should study its application to NextGen architecture and whether additional functional implications result from it.

5.15.3.2.2
Security threats 

5.15.3.2.3
Potential security requirements

5.15.4
Solutions

5.15.5
Conclusions 
5.x
Security area #x: <security area name> 

Editor's Note: The study is expected to be divided into several security areas which all have their own key issues and solutions. Security areas are not in any particular order but they are added incrementally (x = 1, 2, 3…) when new area is identified. 
5.x.1
Introduction 

Editor's Note: This clause gives background information on the security area. 
5.x.2
Security assumptions
Editor's Note: This clause will document security assumptions related to each security area. 
5.x.3
Key issues
Editor’s note: This clause will contain the key issues that need to be addressed by SA3 on each security area. The exact contents are FFS. 

5.x.3.y
Key issue #x.y: <key issue name>

Editor's Note: Key issues within the security area are not in any particular order but they are added incrementally (y = 1, 2, 3…) when new key issue is identified. 'x' refers to the security area. 
5.x.3.y.1
Key issue details

5.x.3.y.2
Security threats 

5.x.3.y.3
Potential security requirements
5.x.4
Solutions
5.x.4.z
Solution #x.z: <solution name>

Editor's Note: Solutions within the security area are not in any particular order but they are added incrementally (z = 1, 2, 3…) when new solution is identified. 'x' refers to the security area.
5.x.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.x.4.z.2
Solution details  

5.x.4.z.3
Evaluation 
5.x.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
6
Conclusions 

Editor’s note: This clause will contain the overall conclusions made by SA3.
Annex A:
Focus areas, and rationales behind them
Editor’s note: It is proposed that this Annex would include a list of security topics that are expected to help identifying areas of preferred contributions. 
Annex B: 
Guiding principles

Editor’s note: It is proposed that this Annex would include a list of guiding principles. 

B.1 
Introduction

Editor’s note: A placeholder clause for an introduction 

B.2 
Guiding principles

B.2.1 
Usage of the wording 'security level' for a system: 

B.2.1.1 
Issue details

The issue with the notion of ‘security level’ is that it assumes that there is a one-dimensional representation that indicates a ‘level’ of security of a complex system. In the Next Generation system, however, there will be building blocks for multiple security aspects that allow for different degrees of protection that are fit for varying business cases. For that reason, the notion of 'security level' should be avoided or its meaning should be explained within the context of the potential solution or key issue clauses whenever it is used.

B.2.1.2 
Recommendations

Ideally, the termininology 'security level' should be avoided. If it is used, its meaning should be explained within the context of the potential solution or key issue clauses.

B.2.2 
Comparison of 'security levels' between building blocks or slices 

B.2.2.1 
Issue details

The issue with comparing 'security levels' for different building blocks is that it prevents the proper selection of security measures fit for the use cases under consideration. In Next Generation the concept of  'network slicing' was introduced and so operators can choose to use slices in their networks and apply security mechanisms fit for the purpose of each slice.

It is also noted that Next Generation systems will have different building blocks that include selection of security endpoints, type of protection (e.g. confidentiality and integrity) and perhaps choice of algorithms. Therefore, it makes sense to compare the different features of the different building blocks within their context, e.g. use case or deployment location. For example: even if a HNodeB with a TrE may be seen as more secure than a macro NodeB, this does not mean that a macro NodeB network is less secure overall.   

B.2.2.2 
Recommendation

Comparisons between 'security levels' of systems is to be avoided, rather the security features of the security building blocks are to be compared with respect to their respective context, e.g. use case or deployment location. If 'security level' is used for comparisons then the recommendation in B.2.1.2 is applicable.

NOTE: 
This recommendation does not mean that unacceptably weak security algorithms, protocols or features are acceptable for standardization as weak security building blocks may weaken the security of the system as a whole.

B.2.3 
Threats - functional requirements - security requirements 

B.2.3.1 
Issue details

Various considerations may lead to security requirements. Security threats are a main source of information to derive security requirements. But it is also possible to define security requirements that do not counter a threat, because they are derived from functional requirements on security features.

B.2.3.2 
Recommendation

Description of key issue details should clearly show the validity of threats, which together with functional requirements derived from use cases lead to security requirements.
Annex C: 
Trust model study for network slicing 

C.1 
Introduction

In this study we build on the trust model of LTE in order to identify where new mitigations or security mechanisms, if any, are required.

C.2

Trust model 

The trust model in LTE systems consists of a trusted core network, a set of trusted eNodeBs and the exposed interfaces in between that are susceptible to attacks (see Figure C.2-1). Based on this model, security mechanisms have been defined in TS 33.401 [34] in order to protect the exposed interfaces. In addition to the 3GPP-access, LTE systems support non-3GPP-acesses in two variants: trusted and untrusted. Similarly, mechanisms have been provided in TS 33.402 [35] in order to secure the communication with the non-3GPP trusted access or across the non-trusted access.
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Figure C.2-1: Trust model in LTE Systems
By analogy to LTE, a network slice is in fact a self-contained instance of a core network configured specifically to provide a certain service. Therefore, it is reasonable to aim at defining a trust model where each single Network Slice is a trusted domain (see Figure C.2-2). As a consequence, similar mechanisms to the ones in TS 33.401 [34] and TS 33.402 [35] can be reused in order to protect the exposed interfaces. The question now is how to establish such trust dynamically for example upon the creation or the deployment of the network functions and how to maintain it. In the remainder of this clause, a high level justification is proposed in support of the proposed trust model.
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Figure C.2-2: Trust model in Next Generation systems

C.3

Trust establishment

C.3.1
Analysis

In the context of virtualization, trust needs to be established on several layers:

· The infrastructure layer

· The virtualization layer

· The network function layer

C.3.2
The infrastructure layer


This is the hardware/physical resource layer on which the network slice is running. For trust in this layer to be assumed, it could be expected that the hardware platforms have support for secure boot mechanisms. In combination with some type of credentials (for example the vendor), the hardware platform is then established as the root of trust and therefrom, a trust chain can be established to all other software components in the layer above. 

C.3.3
The virtualization layer

This is the hypervisor layer which provides the abstraction of the physical resources towards the application layer. Integrity verification of all the software components in this layer can be then performed using possibly other credentials (for example the operator).

C.3.4
The network function layer

This is the network slice layer where the network functions are deployed. The trust chain anchored at the hardware can extend to this layer via secure boot mechanisms. Integrity verifications of the software components of the network function can be then performed in a similar manner using possibly other credentials (for example the slice owner). Furthermore, the network functions need to be mutually authenticated for example using similar credentials specific to for example the slice owner.

It should be noted that it is FFS if aspects related to virtualization in those layers are in the scope of 3GPP and how SA3 should take the ongoing work of ETSI NFV ISG on those topics into account

C.4

Trust maintenance

C.4.1
Analysis

Maintaining the trust towards a network slice requires security measures in place in order to, for example, prevent unauthorized access, impersonation of the network functions, impersonation of UE’s or even impersonation the access network, disclosure of sensitive information compromising the end-user privacy or the system security, etc.

C.4.2
The Accesses

Proper authorization mechanisms could be required for any type of access, whether for the service by end-users or for maintenance by admins, so that unauthorized users are not granted access and authorized ones are not able to misuse their access rights. Therefore, only authenticated agents must be granted access for example based on subscription information or access rights. Furthermore, any data traffic reaching the slice must be replay and integrity protected in order to prevent impersonation and packet injection attacks.

C.4.3
The Data flows

The protection keys for the data flows could be cryptographically separated so that user plane traffic is protected by keys bound to the intended network slice. For example, this can be achieved by using slice specific information (unique identifiers) in the derivation of access keys like the KASME in LTE. The separation requirement applies as well to the backhaul and can be achieved for example by using dedicated IPsec tunnels or dedicated child security associations within the same tunnel.

C.4.4
The network slices

The 3GPP security requirements such as the ones in TS 33.117 [36] and TS 33.310 [37] would still be applicable. In the context of virtualization, the work in progress such as in [38, 40, 39, 41, 42] could be taken into account to isolate the virtualized components. It is possible that a risk assessment could be always conducted on case to case basis. The deployment configuration of the network functions could then be based on an agreement with the service provider.
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