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Abstract of the contribution: This pCR proposes a revised version on Solution #1.5: User plane security policy and key derivation, according to SA2 progress. 
1. Introduction 
This pCR proposes revisions on Solution #1.5: User plane security policy and key derivation, according to SA2 progress.
2. Discussion

In SA2 TR 23.799 v080 section 6.12 Solutions for Key issue 12: Authentication and security framework, CP-AU is defined as follows:
CP-AU authentication Function: A function in the core network that performs UE authentication process and interacts with Subscriber Repository Function for retrieving authentication materials.
Therefore, CP-AU is a control function mainly used for the authentication. However, in the solution TR 33.899 Solution #1.5: User plane security policy and key derivation, session key generation is also operated in CP-AU function. Hence, in order to efficiently generate and distribute session key for the PDU session, the CP-AU node is not a good choice for the session key management. Meanwhile, every UE would has several PDU sessions. Massive numbers of session key request signalling would bring a significant overload for the CP-AU.
A modified session key management mechanism operated by SM is proposed in this document. For the hierarchy, CP-AU generates and distributes the UP plane key KUP to the SM. Then SM could deal with the session key management directly.

On the other hand, within the modified solution, integrity keys and ciphering keys derivation is given. Therefore, “Editor’s note: It is FFS how integrity keys and ciphering keys are derived from K.” will be deleted.

3. Proposals 

It is kindly proposed to introduce the modified solution into the NG network.

pCR
**************************start of the first change*************************************
5.1.4.5
Solution #1.5: User plane security policy and key derivation

5.1.4.5.1
Introduction

This solution addresses Key Issue #1.3 and Key Issue#1.4. The terminologies are referred to TR23.799 solution #4.3 and solution #12.1.

5.1.4.5.2
Solution details  

5.1.4.5.2.1
Introduction 

In this document, it is assumed that security policy control function is mainly for executing the security policy determination and that Session Management Function is service specific, mainly for controlling the establishment of the UE’s session, also, the UP-GW is user plane gateway serving the session

Editor’s Note: The name and location of policy control function is FFS. 

UP-traffic protection granularity should support the per-session mechanism. The solution proposes to put the security termination point at User Plane Gateway. And the user plane is protected on per-session granularity with a security policy determined from security requirements. From the security point of view, there would be many types of security requirement required by the service, UE, or network, which should be considered together for the security policy. For example: 

•
Security Requirement A: UE’s service requirement 

•
Security Requirement B: default security requirements pre-configured for the UE in HSS

•
Security Requirement C: security capabilities from the gateway side

•
Security Requirement D: security capabilities from Application Server

•
Security Requirement E: security capabilities supported by the UE equipment

The UP security policies are determined from the above requirements, the security policy could apply for security protection for granularity of UP session. The security policy could include e.g.:

-
Confidentiality protection algorithm, such as AES, Snow 3G, Zuc, Null.

-
Integrity protection algorithm, such as AES, Snow 3G, Zuc, Null.

-
Key length etc. 

The security policy could be decided by the security policy control function or other elements. The security policy is applied to UP security protection, i.e. UP confidentiality protection and UP integrity protection between UE and UP GW.

The high level description is that: firstly, UE send the request to the network including the security requirement A. After retrieving the requirements, the security policy control determines the final security policy. Next, based on the security policy, the CN generates and distributes the protection key Ksession1-enc, Ksession1-int for confidentiality protection and integrity protection of the session.

5.1.4.5.2.2
Procedure

The following figure gives one solution to about how to implement the UP security protection. In this solution, the security policy decision is completed based on the session setup procedure which could be either session established with attach procedure or a dedicate session setup procedure after UE already attached to the network. The security policy is determined from security requirement A and requirement C.  

 


Figure 5.1.4.5.2.2-1: User Plane security policy and key derivation at per-session granularity

NOTE:
Where is location of SM may have impact.

1.
UE initiates a session setup request. UE provides security requirement A, which would be the service specific that UE wants to use. UE ID may also be included. This step may be combined with the attach procedure in case the session is established with the attach procedure (EPS-like session establishment). It is assumed that this message is carried via an access function.  It is assumed that this message should be protected by control plane security.

2.
Upon receiving UE ID and security requirement A, SM generates the session ID, and sends policy request to security policy control, including security requirement A.

3.
Security policy control function determines the final security policy of the session based on the security requirement A and security requirement C, where the security requirement C could be the security capabilities of the UP-GW. 

4.
Security policy control function sends policy response back to SM with the security policy.

5.
SM function sends the key request message to the CP-AU with the UE ID. 

6.
Firstly CP-AU retrieves the KNG via UE ID, where KNG is the shared key (similar as Kasme in LTE) derived after the mutual authentication between UE and core network. Then, CP-AU generates the UP protection key KUP Using KNG. 
Note that KUP could also be generated after mutual authentication between UE and CP-AU. In this case, after receiving UE ID, CP-AU retrieves the KUP with the UE ID.
7.
CP-AU sends KUP back to the SM. 

8.
After receiving the UP protection key KUP, SM generates the session protection key (i.e. Ksession1-enc, Ksession1-int) using session ID and KUP, according to the security policy. The security policy can be an explicit input to the Key Derivation Function. 

The key derivation function for Ksession1-enc, Ksession1-int is as follows:


Ksession1-enc=KDF(KUP, session ID, encryption algorithm identity),

Ksession1-int=KDF(KUP, session ID, integrity protection algorithm identity).


Encryption algorithm identity and integrity protection algorithm identity are included in the security policy.
The key generation operation should follow the security policy requirements. For instance, if the security policy only requires the confidentiality protection, SM (UE) just generates the confidentiality key Ksession1-enc for this session protection. 
9.  Then, SM sends the session ID and security policy to UE.  It is assumed that this message should be protected by control plane security.
10.
After receiving the security policy, UE firstly generates the user plane protection KUP with the same derivation function as CP-AU, then generates the session protection key (i.e. Ksession1-enc, Ksession1-int) using session ID and KUP, according to the security policy, where KNG is the shared key (similar as Kasme in LTE) derived after the mutual authentication between UE and core network. The security policy can be an explicit input to the Key Derivation Function. 
Note that KUP could also be generated after mutual authentication between UE and CP-AU. In this case, UE retrieves the KUP after receiving the session ID and security policy.

11.
SM sends the session setup message to UP gateway (UP-GW) in order to setup the session, including session ID, Ksession1-enc, Ksession1-int and the security policy.

12.
UP-GW sends ACK back to SM.

Thus, UE and UP-GW share confidentiality protection key Ksession1-enc, integrity protection key Ksession1-int and the security policy for them. Therefore, UP security protection would be deployed for the above session between UE and UP-GW.

5.1.4.5.2
Evaluation

Tba
**************************end of the first change*************************************
SM
CP-AU
Policy control
UP-GW
UE
AN
1. Session setup request: UE ID, security requirement A
2. Policy  request: security requirement A
3. security policy determination based on security requirement A and C
4. Policy  response: security policy
5. key request: UE ID, session ID, security policy
6. key (K_SID_con, K_SID_int) generation based on K and security policy
7. key response: K_SID_con, K_SID_int
10. Session setup: session ID, K_SID_con, K_SID_int, security policy
8. Session setup response: session ID, security policy
9. key (K_SID_con, K_SID_int) generation based on K and security policy

Session protection
11. ACK
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1. Session setup request: UE ID, security requirement A



