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Abstract of the contribution:
This contribution discusses candidate keys for the the alternative 3GPP credentials.  
1. Discussion
In the legacy 3GPP systems such as 3G/4G systems, credential of a User Equipments (UE) consists of two parts, an identity, the International Mobile Subscriber Identity (IMSI), and a symmeitric key corresponding to the IMSI.  IMSI and the symmetric key are stored at both UE (in USIM) and network side (in HSS). UE authenticates with network based on the identity and symmetric key. Figure 1 and 2 shows the network topology and the signaling exchanged for authentication. 
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Figure 1: Authentication Procedure of 4G Networks
The existing symmetric key based 3GPP credential is designed for user equipment with high mobility and supports roaming among the networks of different operators. It takes a centralized management measure and user credentials are stored in a server named Home Subscriber System (HSS).  Each time when a user equipment wants to authenticate with another network entity, it needs to authenticate with the network first, which has to retrieve authentication vector from the HSS. The advantages of a centralized crendential management system with symmetric keys are that the mechansim for credential management is simple. The disadvantage is that the management cost is high as the symmetric key requires system adopt a per user management mechanism. Another disvantage of the centrailized management system always faces the scability issue. All the authentication need to be handled by the centralized credential managent system, which may become the bottleneck of the system. 

The next generation networks will not only serve the legacy mobile users, but also provide services for massive number of devices from vertical industries, including various IOT devices, vechicular networks etc. Many IOT devices require a low operating cost.  The scability and cost issue of legacy credential may hinder the next generation network from being used by low cost IOT services. And also, in certains scenarios, mutual authentication among devices might be helpful, especially in the D2D scenarios.  
In TR 33.899, it mentioned that the next generation network may support alternative 3GPP Subscription credentials. 
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Figure 2: Figure 5.2.3.3.1-1: Different variants of subscriber credentials (from TR 33.899)
The definition of alternative credential is as follows: 

“Alternative 3GPP subscription credential: a 3GPP subscription credential that has a 3GPP subscription identifier and alternative key.”. 
The potential candidates of alternative keys can be either symmetric or asymmetric keys. So in the following, we compare the pros and cons of the various potential alternative keys that might be used in the next generation system.
	
	Potential Alternative Keys
	Pros
	Cons

	Symmetric key mechanism
	Password
	1. Simple to memorize
2. No need to be securely stored in UE side

	1. Short, not long enough for security, suffering from Dictionary attack

2. Need a user interface for input, not suitable for machine type communication

	
	Pre-shared key
	1. Widely accepted

2. Backwards compatible
	1. Inflexible to establish the pre-shared secret.

2. Single-point vulnerability 

	Asymmetric key mechanism
	PKI-based Public key
	1. Wiedely accepted 

2. With a matured key distribution and revocation infrastructure 
	1. The size of certificate is large. Veritification of certificate (chain) is expensive. 

2. The certificate management system is complex. 
3. Increased computational complexity compared with the symmetric key

	
	ID-based Public key
	1. User’s identity plays the role of public key,  service information can be embedded in the identity. 
2. Certificateless, identity verification is implicit in signature verification. 
	1. The identity management system is complex. 
2. Increased computational complexity compared with the symmetric key.




Symmetric key mechanism:
· For the password based symmetric key mechanism, disadvantages include dictionary attack. Meanwhile, we need a user interface for input. On the other hand, the password is not long enough for security. Hence, password mechanism should not be used for the alternative keys.
· For the pre-shared key, the mechanism is widely accepted (e.g. USIM mechanism), and the key management is simple. But, for the authentication or confidentiality protection, both nodes have to share the same key for the security. Therefore, this would be flexible for the same cases. Considering its simplicity and backword compatible, pre-shared key mechanism should be supported for the alternative key.

Asymmetric key mechanism:
· For PKI based symmetric key mechanism, Users have to be pre-configured with a certificate, which is a digital signature of the UE’s public key signed by an authorized CA. The most important advantages are widely used. The disadvantages include certificate complexity, e.g. generation, management, and revocation. Hence, PKI based mechanism is not suggested for the alternative keys.

· For the ID-based public key, the mechanism’s advantages includes that Public key could be identified easily (User’s identity plays the role of public key, e.g. device1@factory.com), also the signature is shorter than PKI based signature. Also, ID-based mechanism requires a revocation. On the other hand, ID-based mechanism has already used in Proximity service. Hence, ID-based public key mechanism should be supported for the alternative key.

Based on the comparision of Password-based, Pred-shared key, PKI-based public key and ID-based public key for alternative 3GPP credentials, we conclude that from efficiency point of view, ID-based public key is one of the suitable options as alternative keys for the next generation. From backward compatible point of view, pred-shared key is one of the suiable options as alternative keys for the next generation.
2. Conclusion
It is proposed to consider pre-shared key and ID-based public/private key technologys for the alternative key for the alternative 3GPP credentials in the next generation networks. 
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3. Proposals 

It is kindly proposed to introduce the following ID-based solution into the NG network.
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3. Text proposal
5.2.4.x
Solution #2.x: Candidates for Alternative 3GPP Credentials

5.2.4.x.1
Introduction  
The next generation networks will not only serve the legacy mobile users, but also provide services for massive number of devices from vertical industries, including various IOT devices, vechicular networks etc. 
In key issue 2.4 (Section 5.2.3.3), it mentioned that next generation networks may support alternative 3GPP credentials, which includes a 3GPP identifier and an alternative keys. Potential candidate of the alternative keys for alternative 3GPP credentials are listed in the table 5.2.4.1-1. 

Table 5.2.4.1-1: Comparison of the potential candidates of the alternative keys for alternative 3GPP credentials
	
	Potential Alternative Keys
	Pros
	Cons

	Symmetric key mechanism
	Password
	3. Simple to memorize
4. No need to be securely stored in UE side

	3. Short, not long enough for security, suffering from Dictionary attack

4. Need a user interface for input, not suitable for machine type communication

	
	Pre-shared key
	3. Widely accepted

4. Backwards compatible
	3. Inflexible to establish the pre-shared secret.
4. Single-point vulnerability 

	Asymmetric key mechanism
	PKI-based Public key
	2. Wiedely accepted 

2. With a matured key distribution and revocation infrastructure 
	4. The size of certificate is large. Veritification of certificate (chain) is expensive. 
5. The certificate management system is complex. 
6. Increased computational complexity compared with the symmetric key

	
	ID-based Public key
	3. User’s identity plays the role of public key,  service information can be embedded in the identity. 
4. Certificateless, identity verification is implicit in signature verification. 
	3. The identity management system is complex. 
4. Increased computational complexity compared with the symmetric key.



The above keys listed in the table can serve as candidates for alternative keys for the alternative 3GPP credentials. 
5.2.4.x.2
Solution details  
5.2.4.x.2.1 Preshared Keys
Refer to TS 33.401. 
5.2.4.x.2.2 PKI-based Keys

Refer to RFC for TLS and IKEv2 etc.  

5.2.4.x.2.3 ID-based keys
Using ID-based key as alternative keys for alternative 3GPP credentials, we need address following aspects in the solution:

· Identity 

IMSI or a new type of identity can be defined. It is ffs to determine the format of the identity. 
· Key management 
The identity-based alternative keys, which are private keys, shall be generated by network operators. Identity revocation mechanisms shall be defined. The distribution of the identity-based alternative private keys is similar to the distribution of the SIM-based symmetric keys. It can be either provisioned in the factory or through online system. 
5.2.4.x.3
Evaluation

tba. 
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