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Abstract of the contribution: This paper clarifies the Editor’S notes of Solution #8.1: Security isolation of network slices, Security mechanism differentiation of TR 33.899.
Discussion: 

In the SA3#84 meeting the solution 8.1 was agreed with several Editor’s Notes where more clarifications are needed:
Editor’s note: The solution needs to describe the behaviour of the system when a mismatch occurs between the network slice ID requested by the UE and those available in the network.
In case of mismatch of the IDs requested from the UE and the ones available in the network, then this points to a misbehaving UE since the IDs should be part of the subscription profile and have to be configured in the UE. Another option of ID mismatch would be a lacking support or misconfiguration of the network slices in the network, thus the network should be able for those error cases to authorize a supported network slice ID that fits to the UE’s needs and traffic characteristics. Step 4 is extended to explain this scenario.
Editor’s note: Privacy aspects related to the network slice ID are FFS.
Network slice IDs are exposed from the UE to the network in NG NAS messages, therefore the pricavy aspects are related to the privacy aspects of the NG NAS for a particular UE. This should also be addressed separately by the solutions for key issue #7.8: Privacy protection of network slice identifier. In this solution, the description that “The slicing IDs are transmitted with confidentiality protection for privacy reason.” has been added in the first paragraph.
Editor’s note: The solution needs to describe how the roaming scenarios are handled.
Roaming scenarios are still under discussion in SA2. This solution is based on the assumption that CP-functions relevant to the security procedures also reside in the VPLMN similar to the MME in EUTRAN. Therefore, this call flow can be used regardless of roaming situation, and the explanation has been added in the first paragraph.. 

Editor’s note: Security profile ID role and definition are to be described. Furthermore, it is unclear which entity of the NextGen system this security profile ID is related to.
The security profile should point to a preconfigured setting of a security context which can be used directly. This would mean that the security algorithms, count values, keys etc. for confidentiality and integrity are configured and ready to use. In order to avoid confusion we propose to remove the relevant parts from the call flow.
Editor’s note: It’s FFS to consider the detailed procedures and interface between HSS and SSS, including how the UE is authenticated if the UE doesn't include the list of requested slice IDs in Step4, how to provision all security nodes with security profiles for all network slices, in Step 6 and how to support a RAN network slice in Step 10.
The profile ID will be removed from the call flow to avoid confusion.
Editor’s note: It’s FFS to consider the case when legacy UEs without any awareness of network slicing would access the next generation network with network slicing. 
Legacy UEs would not have the flexibility in requesting a specific slice but would get assigned a default slice preconfigured in the network. This would be a more static behavior and step 4 is extended to capture this case.
Editor’s note: It’s FFS whether the security procedures are executed by HSS in Step 7.

Yes, the HSS executes security procedures and selects the appropriate security algorithm per slice.
Proposed Changes:

It is proposed to remove the Editor’s Notes with the following changes:
Start of Changes

5.8.4.1
Solution #8.1: Security isolation of network slices, Security mechanism differentiation

5.8.4.1.1
Introduction

This solution addresses several key issues of #8.1 Security isolation of network slices and #8.2 Security mechanism differentiation for network slices. 
5.8.4.1.2
Solution details  

As a prerequisite the UE must be preconfigured with the slice IDs to be used and those must match to the ones configured in the network. The slice IDs are transmitted with confidentiality protection for privacy reason. The Slice Security Server (SSS) is a repository for the different slice security requirements and provides those to the HSS on request for selecting the appropriate security algorithm per slice. The SSS may be collocated with the HSS. It’s also assumed that CP Function resides in the visited network as well, therefore the procedure and mechanisum are the same in terms of security isolation and differentiation regardless of roaming situations.
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Figure 5.8.4.1.2-1 Attach Procedure with one RRC connection for all slices
Step 1: The UE sends an Attach Request to the RAN including a list of all desired slice IDs. 
Step 2: The RAN selects the CP Function and forwards the Attach Request including the list of slice IDs.

Step 3: The CP Function may request the UE identity.

Step 4: The presence of the slice ID list is indicating the CP Function the UE capability to handle several slices with different security requirements. The absence of the slice ID points to a legacy UE which does not support handling of several slices. The network may decide to assign a default slice for those UEs. The CP Function requests the Authentication Data from the HSS and includes the list of requested slice IDs, if available. The CP Function may further check based on the subscription profile whether the UE is eligible to access to the network slice(s) associated with the list of slice IDs. 
NOTE: In case of a mismatch between the network slice ID indicated by the UE and the ones supported by the network then there is either a misbehaving UE or a misconfiguration/non-homogenous support of network slices in the network. The CP Function needs to be able for such cases to authorize a supported network slice ID that fits to the UE’s needs and traffic characteristics. 
Step 5: The HSS sends a Slice Security Request to the SSS including the slice ID list received from the CP Function. If no slice IDs are indicated in the message from the CP Function, then the HSS checks the subscription profile whether the terminal subscribed to any specific services that require special treatment and includes them (i.e. subscribed slice IDs) in the request to the SSS. 

Step 6: The SSS provides the security requirements per slice ID. The security requirements could already indicated the algorithm to be used or indicate a level, e.g. high security, middle security, low security.

Step 7: According to the received security requirements, the HSS executes the security procedures per slice and selects the corresponding security algorithms per slice. The HSS may take the UE capabilities into account as well as the operator policies. Under the security procedures, the HSS creates individual Authentication Vectors per slice and creates a binding with the corresponding slice IDs. Step 8: The HSS sends the set of Authentication Vectors and slice IDs to the CP Function in the Authentication Data Response. 

Step 9: The CP Function sets up the Control Plane layer security per slice and performs authentication and key agreement (AKA). The messages may not belong to any slice and shall contain the UE security capabilities and per slice ID the selected algorithms for ciphering and integrity. The UE verifies the integrity of the message from the CP Function and starts integrity protection and ciphering/deciphering with this security context and sends an acknowledgement message to CP function ciphered and integrity protected.

Step 10: The RAN sets up the radio access layer security for user plane and control plane and sends the selected algorithms for integrity and ciphering per slice. 

Step 11: The UE configures the uplink filters in order to map uplink traffic from the application to the right Data Radio Bearers (DRB) on the corresponding slices.

Step 12: The UE finalizes the bearer setup per slice towards the User Plane Function with individual security.

If a UE would like to attach to a slice not included in the ATTACH request of step 1, then the UE would be required to send another ATTACH request with the slice ID it would like to be attached to. The CP Function detects that the UE is already attached to the network and would not perform authentication with the UE, but still query the SSS for the security requirements of the slice and slice authorization.
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