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Abstract of the contribution: This pCR proposes a solution in the security area of authentication of 5G security in TR 33.899. The solution introduces group security in order to reduce overhead of authentication for massive IoT devices.
Introduction
This pCR proposes a solution for key issues of authentication for massive IoT devices described in TR 33.899 (#2.7: Reduced signalling overload for massive number of UEs activating at the same time).
Proposal

In this pCR we propose a group security mechanism to reduce signalling overhead for authentication from massive IoT devices 
##### BEGIN OF CHANGES #####
5.2.4.z
Solution #2.z: Group security mechanism for authentication of IoT devices
5.2.4.z.1
Introduction

This solution addresses key issues of #2.7: Reduced signalling overload for massive number of UEs activating at the same time.
5.2.4.z.2
Solution details
A group security mechanism is introduced in order to reduce signalling overload for authentication of massive IoT devices. The group of devices is created and the group ID (grID) is shared by the IoT devices to the network before any communication is initiated. Then, the mechanism is achieved by using a gateway (GW) for security management to group optimized IoT devices. Main role of the GW is to establish secure communication between IoT devices and the core network ; and distribute group key (grKey) and unicast temporary IDs to IoT devices. The authentication between GW and network and between IoT devices and network follows 3GPP standard AKA.

The procedure of the mechanism is shown in figure 1 with the following steps.
· Step 1: Gateway and core network perform mutual authentication and establish secure channel.
· Step 2: Network sends the grID, gwID, grKey, group feature and IoT list to the gateway.
· Step 3: Gateway broadcasts the grID with features of a group to the IoT devices, and starts a timer to wait IoT device's response.

· Step 4: IoT device which has stored grID and group feature matched with those in the broadcast shall respond to the broadcast by sending a message of Attach Request to GW.
· Step 5: Gateway will perform access control for the IoT device which responded to its broadcast, by comparing the received grID against IoT list. When the timer is expired, any response from IoT devices will be discarded. The access control here is optional if network will perform access control.

· Step 6: Gateway sends a concatenated Attach request message including all the Attach request messages from the IoT devices.
· Step 7: Network performs authentication procedure with IoT devices, followed by a Security Mode Command (SMC) procedure.

· Step 8: Network generates a unique temporary ID for each IoT device and send them to gateway in the Attach accept message.
· Step 9: Gateway unicasts the tempIDs and distributes the grKey to the IoT devices which responded to the broadcast.
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Fig. 1 Procedure of group security
5.2.4.z.3
Evaluation
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