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Introduction 

This contribution proposes additions to the security threats, potential security requirements for dual connectivity clauses. A solution is also proposed on principles the current LTE dual connectivity. 

In the NG dual connectivity architecture options, the main node is either a gNB or a eNB and the secondary node is also either a gNB or a eNB. Unless the gNB protocol stack is changed, the dual connectivity architecture would more or less remain same. Hence the current LTE dual connectivity security solution is viable option even in NG. 

************************ Proposed pCR **************
5.4.3.3

Key issue #4.3: Security aspects of dual connectivity

5.4.3.3.1

Key issue details

The next generation system is expected to cover different cases of dual connectivity. The purpose of this key issue is to study security aspects of dual connectivity in the next generation system.

Dual connectivity in the next generation system may involve not only next generation nodes, but also LTE radio access and possibly also the EPC. The options that may be relevant to study are listed in Table a.

Table 5.4.3.3.1-1: Architecture options for dual connectivity

	Main node
	Secondary node
	Core network

	gNB
	gNB
	NextGen core

	eNB
	gNB
	EPC

	gNB
	eNB
	NextGen core

	eNB
	eNB
	NextGen core

	eNB
	gNB
	NextGen core


Most of the scenarios involve both the LTE system and the next generation system. Similarities and differences between the systems will hence influence the study of the security aspects of dual connectivity. For example, the following aspects may have an influence:

-
Similarities and differences in the PDCP layer of LTE and corresponding layer(s) in the next generation system;

-
The endpoint of user plane data encryption in the next generation system; and

-
Possible user plane integrity protection in the next generation system.

The study of the security aspects of dual connectivity will of course also depend on the technical work on dual connectivity.

Editor’s Note: The security aspects of dual connectivity should be studied further when similarities and differences between LTE and NR and the technical work on dual connectivity have progressed.

5.4.3.3.2

Security threats 

An attacker may eavesdrop on traffic involved in dual connectivity at the secondary eNB or gNB.

An attacker may impersonate an eNB, gNB or UE involved in dual connectivity at the secondary eNB or gNB .
An attacker may attack a dual connectivity traffic flow by injecting wrong packets in to  a  traffic flow.
Editor’s Note: The security threats should be updated when the security aspects of dual connectivity are studied further.

5.4.3.3.3

Potential security requirements

The offloaded link on the secondary eNB or gNB should have the same or better level of protection compared to the main link of the UE. For this reason, it shall be possible for the master eNB or gNB to control the security keys and security parameters for the dual connectivity link.
It shall be possible for the master eNB or gNB to indicate the type of protection  ie integrity or encryption to be applied on a DRB basis to the  secondary eNB whenever new DRBs are added .
The security keys (integrity and encryption keys) on the same secondary eNB or gNB should not be predictable between different instances of dual connectivity while the UE remains connected to the same main eNB or gNB.
It shall be possible to update the security keys on the secondary eNB or gNB when the main eNB or gNB meets the trigger conditions or when secondary eNB or gNB meets the trigger conditions.
Editor’s Note: The potential security requirements are ffs.
5.4.3.4 Solutions
5.4.3.4.1 Dual Connectivity Solution based on Offload counter.
Editor’s Note: In this solution gNB is expected to have the same protocol stack as eNB. In case the protocol stacks are different, the impact of that in this solution is FFS.

When executing the SeNB Addition procedure (i.e. the initial offload of one or more radio bearers to the SeNB), or the SeNB Modification  procedure requiring an update of S-KeNB, the MeNB shall derive an S- KeNB using a Offload counter  which results in a fresh S-KeNB. The MeNB shall forward the generated S-KeNB to the SeNB during the SeNB Addition procedure or SeNB Modification procedure requiring key update. 

The SeNB shall derive a key KUPenc and KUPint from the received S-KeNB and use it for either integrity protection or encryption of radio bearer as indicated  by the MeNB. 
The general scheme for key derivation is given below.
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Figure 5.4.3.4.1-1 Key derivation of Kupenc and Kupint for dual connectivity
Editor’s Note: Key names need to be adapted for KeNB and gNB.
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