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Abstract:          Work on a comprehensive security monitoring and management system/mechanism capable of handling the new infrastructure in NextGen is proposed.
------------------------------------------------------------------------------------------------------------------
Introduction:  The infrastructure underlying NextGen is going to be highly flexible and capable, enabled by NFV and SDN. At the same time it makes the foundation of NextGen and the therefore the network functions vulnerable to attacks from all levels of the network infrastructure. Protection of the subscriber privacy and the infrastructure safety are more and more closely related than before and ought to be taken into account together for the operation, in order to provide a secure operation environment for the operators.
[bookmark: _Toc442563414][bookmark: _Toc442884023][bookmark: _Toc445244977][bookmark: _Toc445245104][bookmark: _Toc445247580][bookmark: _Toc448754535]************************************Start of changes: Add******************************************************* 
[bookmark: _Toc450799768][bookmark: _Toc452622537][bookmark: _Toc452659647][bookmark: _Toc452660060][bookmark: _Toc452660479][bookmark: _Toc452662627][bookmark: _Toc452966738][bookmark: _Toc452967155][bookmark: _Toc452967569][bookmark: _Toc452967982][bookmark: _Toc452970291][bookmark: _Toc453242855]5.16.  Security Monitoring and Management (SMM)
Rational(Threats):   “ Trust is good, control is better”
Proper operation of infrastructure rely on an effective monitoring and management for the security provisioning.  This becomes harder by NextGen, because of the introduction of NFV and SDN as the enabling technologies. It is well known that NFV and SDN are more vulnerable against software based security attacks without proper provisioning of security protection. What makes thing worse for NextGen is that the security breaches can impact the services of the NextGen in a devastating way, if monitoring and resilience are not provided properly. Because the dynamic across multiple layers in the network, it is important that the monitoring and management of security status be provided across multiple layers.  Such a system will have the capability to coordinate the operation of different layers of the network infrastructure and correlate the issues to the services and subscribers that are to be impaired.  
Some critical applications may need  more frequent exchange of security related information between application, say slice, and   NFV/SDN layers, to avoid worst scenario and to provide warning or prevention capability.   
A security monitoring and management (SMM) function in this context can be divided into two parts:
1. NextGen Function Specific
2. Underlying Infrastructure Specific
The first part deals with monitoring and management of security status in CN and RN, providing resilience against risks that is intrinsic to the wireless networks.
The second part deals with the underlying infrastructure such as NFV and SDN,  to make sure that any security  breach be localised and measures of mitigating the impact on the NextGen service be minimised. 
An instance of  virtualized network functions (VNF) are running software, often hosted by a cloud and, as such, is  subject to dynamic changes (life cycle, load balance, resilience operation etc.). Therefore,  any security related issue on this layer will impact a large amount of network elements, services and subscribers in NextGen.  When the communication function of VNFs are   provided by SDNized transport network, compromising a controller or a switch will have even more devastating impact on the NextGen services. Therefore, an effective security monitoring and management (SMM) of NextGen has to incorporate the lower layers to enable  consistent reaction to any security events.  Moreover, a deeper coordination into multiple layers in terms of security monitoring and management will also benefit quality of service, including LI. 
Recall that different roles are acting together in a  NextGen network to enable service provision, in particular
1. Subscriber (all information available related to subscriber, as essential asset of the MNO)
2. Device (type and applications) and infrastructures(software and hardware)
3. Security provision (user, policy, implementation, monitoring)
4. Network provision (user priority based on subscriber info,  network function and network resource): Cover both core and access domain.
5. Network management  (configuration, assessment and resource provision and conflict resolution)
Expected capability :
A. It is expected to  inter-act with 
· Core network domain, access network domain
· Underlying domains: NFV, SDN and even bare metal equipments if necessary.
· ISM(identity and slice management function in NextGen)
B. It is capable of detecting security breach, triggering warning, enforcing prevention and restoration in conjunction with the NMS or MANO.
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Requirement  Part 1:
1.1 Identify network function, location and entity required by NextGen for security monitoring and management
1.2 Identify network function, location and  entity required by network slicing for security monitoring and management
1.3  Develop interfaces and procedures for monitoring and management.
Requirement Part 2: 

2.1 Security related information exchange between NextGen and the underlying NFV/SDN infrastructure.   
2.2 Specify interfaces and protocols for mutual authentications and integrity protection between  slices, and between slices with the related peripheral facilities(e.g. storage,etc.)
2.3 Specify interfaces to the underlying NFV/SDN for  security related information exchange
2.4 Specify interfaces and protocols  between SMM and  MANO(management and orchestration), so that the security interaction between NextGen and underlying NFV/SDN are configurable and manageable in a consistent way . 
2.5 Develop  security performance minimal requirement .
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