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Abstract:  While a slice can be a fully operational service provisioning network in the traditional sense,  a NextGen entertaining multiple slices may need additional mechanism to enable the security  provisioning to the subscribers on the one hand and real-time slice association on the other hand.   Necessary architectural components for this purpose is proposed.
------------------------------------------------------------------------------------------------------------------
Introduction: Network slicing introduces  new challenge in provisioning security, starting with authentication and authorization, as different trust domains may exist in the same infrastructure.  Potential issues include:
· Maintain (and improve) the experience of service (EoS) for the mobile users
· Allow isolation and operation of slices
· Assure future evolution of the telecom infrastructure 
· Reuse or adaptation of the existing technologies
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Due to the potential complication of the trust domains within the infrastructure, caused by the new business models and network technologies(22.981),  network slicing needs an additional layer between slices and infrastructure, to handle, or assist authentication and authorization of subscribers and devices, as well as maintaining network slices.  We call it tentatively the security layer, comprising an identity and slice manager (ISM) and an identity provision center(IPC), as illustrated in Figure 1
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) (
Figure 
1
: Security Layer: ISM+IDP
) (
Exposed Network Hardware Access
Security 
Layer  (
ISM +I PC)
NW Slice 1
NW Slice 2
NW Slice 3
NW Slice 4
Services
Client (Subscriber, Device)
Network Management
Billing &Charging
)
The  ISM‘s task may include:
· Authentication of the subscriber identity and the related device identity
· Authorization of the identified subscriber the access to the desired network function
· Isolation  between slices in cooperation with MANO (NMS in case of non-NFV)
· Assist in key material management for subscribers and for interacting slices
· Policy management and enforcement for services as well as network functions
· Provide BSF, directly or indirectly, or delegate/coordinate slice specific BSFs 
· Inter-working between network infrastructures as well between slices, e.g. AKA between ISM and NS instance, in situation of service update and restoration etc.

So far 6 entities can be identified in this context. They are 
· Device: Contains  credentials and service related information about the subscriber.
· Subscriber : Has registered identity by IDP and can be associated with multiple devices, slices and services.  Node:  We also use term client or UE, which includes a device and a subscriber
· Identity Provision Center(IPC):  Holder of  identities of subscriber, slice instances, devices, ,etc. It consists of  a data base that maintains and manages the relation between the entities in reference to the subscriber identity, as well as the individual policies and service attributes.
· Network  Slice (NS):  A slice contains at least one network functions, each is capable of complete  specific network operation, be it telecom or verticals. 
· Slice HSS (SHSS): Local holder and manager of subscriber credentials and service attributes
· Identity and slice manager (ISM): In coordination with IPC and MANO, in case of NFV, or simply NMS, to facilitate the authentication, authorization and lifecycle management of security related entities and operation that are needed for the subscriber to have service on the adequate slices. 

Purpose:
Identity management, authentication and authorization within the security architecture of  NextGen is the enabler of a consistent security in NextGen
Example: The roles identified play together to facilitate the  authentication,  authorization and security operat (
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)ion,  as illustrated by  Figure 2
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Figure 
2
: Example of a generic ISM environment   and operation
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A generic sequence of operation can be listed roughly as following:

0. The subscriber credential is pre-shared between IPC and Client (subscriber, device, etc). Slice specific service and policy information may be shared between SHSS and the client.(Alternative constellations will be discussed later)
1. Subscriber initiates access, through physical, manual or automatic means, on the device
2. Device sets up temporary access with the SHSS of a default NS, (e.g. client–server request , possibly with a preliminary AKA to assure trust between the device and the default slice)
3.  SHSS of the default NS requests ISM to facilitate the process of authentication and authorization.
4.  ISM has a pre-established secure connection with IPC, so that it sends request to IPC to fetch the identity related credentials. It also provides key materials for establishing secure connections between IPC and serving SHSS as well between ISM and serving SHSS
5. Secure association (channels) on interface SHSS- ISM, as well as on interface IPC-SHSS, is established by means of appropriate crypto procedures.
6. IPC transports the identity related information to desired SHSS for the authentication and authorization.   
7. SHSS initiates an AKA with the subscriber, through NS (security anchor and local context) and device (UE&UICC).  Alternatively, an authorization can be performed by ISM before the authentication by SHSS. Accomplished AKA places all needed ephemeral keys and security materials in the designated NS, or the attachment request is rejected in case the protocol fails 
8. Serving NS starts to deliver services to the subscriber’s device.
Analysis 1: 
1. The functional blocs ISM, IPC and SHSS shown here are of abstract nature. The implemented architecture may allow merging any two or all three, depending on the deployment reality. For a single slice, which is equivalent to the incumbent telecom operator, all three are united into the HSS including AAA.  In fact architecture may be designed such that any of the following modes is possible :
· Mode 1: All subscriber information are in IPC.  SHSS has only slice specific copies.
· Mode 2: Subscriber information is shared between IPC and SHSS, depending on general or slice specific, short term or long term, trust, service, etc.
· Mode 3: All subscriber information are in SHSS. IPC holds a (obfuscated) copy on lease.
The decision on which of the above mode is taken has direct impact on the procedure of authentication and authorization.  A flexible  design should perhaps support  all three cases.
2. Both IPC and ISM use information about the slices, but in different ways. IPC is a data base, it maintains relation between the subscriber identity, device identity, slice identity etc.  ISM obtains (and reacts to) updated information about the slice from MANO and is responsible for secure communication between IPC and SHSS, as well among SHSSs. In some cases it can be part of the subscriber AKA process, e.g. when it acts as proxy of a SHSS.    
In case of NFV is deployed,  Figure 2 can be better understood, when being seen from the network perspective, i.e. in a third dimension, as is motivated by 22.891-300 (Section 5.2.1)  . For this purpose, we ignore the details of NS+SHSS+Device+Subscriber of a silce for the time being and lump them together in a single block SL in Figure 3 , which shows the (virtual) network functions in the same  infrastructure and their relation to the slices, IPC, ISM and MANO.
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,  where
 2 slices, SL1 and SL3, are assembled. SL1 consists of NF1 and NF3. SL2 consists of NF5 and NF7. All NFs are from the same infrastructure.
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Analysis 2:  A network within a trust domain may consist of multiple slices.  Assuming IPC-ISM connection is a stable internal secure connection.  However, the connection between ISM and each slice may need more frequent update due to the dynamics of the slice instance. Therefore, one of the  ISM’s tasks  is to establish secure communication between each slice and IPC, as well as between ISM and each slices. Assume the network has N slices. The number of secure connections for ISM-SL to  N, while that  for SL-SL is  N(N-1)/2 . These numbers may be useful for the selection and design of the protocols and procedures for the secure connections , as there are pros and cons for both using private-key and public-key methods. The performance in this regard will have impact on AKA.
One of the requirements by 22.891 goes even one step further (Section 5.2.1) in asking for the possibility that a slice  be  assembled  using network functions of different infrastructures (i.e. from different network  infrastructure operators).  This situation is shown in Figure 4., where two slices, each is based on NFs of  two independent infrastructure is shown. 
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: IPC+ISM in case of network slicing using VNF of two infrastructures, where only two such slices, i.e. SL1 and SL2
,  are
 shown. SL1 consists of two network functions from two different infrastructures (blue and green) and so is SL2.
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Analysis 3: For this scenario, an additional secure channel needs to be established between ISM1 and ISM2, so that ISM also has the function of secure gateway during the attachment  and  perhaps also during the connection to maintain the subscriber and slice relation. Hence, the link ISM1-ISM2 can be a secure tunnel with quasi-permanent nature, but can also be established and tore down for each subscriber connection.  There is a trade-off between the cost (including performance) and the deployment flexibility (saving for operator). The security technology used for this connection should be chosen based on analysis of such trade-offs.
Terminologies:  While the discussion addresses  the authentication and authorization framework in NextGen, that takes into account the network slice in particular, it intends to compliment  the  work on architecture in SA3. Similarities and differences of building blocks defined here and there  are :
· IPC vs. ARP (Authentication Credential Repository and Processing Function):  IPC is more a repository and the processing function responsible primarily for building, maintaining and repairing the data base.
· ISM vs.  SCM(Security Context Management Function ):   Security Context can be in  ISM or SHSS or shared, depending on the  network identity ownership and desired architecture.   ISM is the facilitator for AUS.
· SHSS vs. AUS(Authentication Server Function):  AUS can be in SHSS or ISM. Function split between authentication and authorization may leads to a spit of AUS function between ISM and SHSS.
· SEA (Security Anchor Function):  This is primarily a slice specific function and needs interaction with ISM, but it can be split between ISM and SL.

Migration: Many networks  today are still owned by a single operator, which corresponds to an infrastructure hosting a single slice. This slice may serve as the default slice to enable growing of other slices, some of which may have different owners than that of the default slice. On such a default slice,  SL  and  ISM+IPC would be in the same trust domain and hence be collocated with simplified interfaces, possibly evolved from HSS of an EPC/LTE.
Work Requirements: 
1. Functionality allocations/distributions  in ISM,  IPC and SHSS
2. Security interfaces within the security layer and with other parts of the network. 
3. Adequate procedures and protocols , taking into account the interworking with  pre-5G
4. Authentication and authorization procedure in this environment
5. Security procedures of interworking between infrastructures (network operators trust domains)
**********************End of changes************************

1

