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Abstract: This pCR proposes to allow the option for a UE to connect to a network without user plane integrity protection (encryption) operating at the radio interface. This option would only be invoked if all user data was encrypted at a higher layer.
1. Introduction
Throughout TR 33.899 there is a theme which dismisses any use of clear (unencrypted) user data transmission between the UE and network. This is reasonable in most cases when considering consumer devices such as smartphones, but in the area of the Internet of Things this approach may introduce unnecessary overheads which result in increased costs yet do not provide any improvement in security for the user data. 
Considering a use case where an IoT device is sending low value data and uses encryption at a higher layer for end-to-end security, the encryption of this user data payload for over-the-air transmission would appear an extra expense in a market where expectations are for very low cost devices. The additional expense is not only in the need for the device to support A5/3-4 or GEA3-4, but also the additional processing power needed to execute these algorithms and the resultant battery drain. To keep the cost of these devices as low as possible and extend their lifetime in the field to as long as possible any reduction in computational operation would be helpful. 
Network operators may be reluctant to allow clear user plane transmission even if the IoT device owner/enterprise are fine with the risks, since an unencrypted radio interface could be used for an attack on the network. This is understandable but in some scenarios the operators may accept this risk for benefit it releasing some bandwidth that can be allocated to other higher paying customers.
2. Discussion
Consider a use case where a large number of IoT devices are deployed to collect weather data. The devices are sold through the operator to a single enterprise (e.g. government meteorological department) and have been tested by the operator before entering the market. Therefore the operator knows these devices are safe for operation on their network and know they employ encryption at higher layers (network and transport) for user plan data payload transmissions. The operator also knows the specific details of the devices such as IMEI, software versions, and expected type of data transmitted, among other information such as the region the devices will be deployed.

The owner/enterprise deploying the devices and collecting the weather data is not concerned about 100% data transmission accuracy, some small amount of lost or corrupted data will not impact the long term goals of the organization. But what is of concern is the cost of the device for initial purchase and the ongoing maintenance costs of the deployed devices in the field. The enterprise is very sensitive to these costs and small reductions in costs are seen as very beneficial and could impact a purchase decision.

In this scenario the operator may feel comfortable allowing these known devices to connect to its network without the use of user plane encryption and with the benefit of reducing the cost of the device (no encryption algorithms needed at the radio layer) and extension of the device battery life.
The following changes are proposed to TR 33.899 to allow for user plane transmission with no integrity protection.


3. pCR for TR 33.899 v0.4.0 (S3-161290)
 
********* Change 1 applies to Key issue 1.3 ***************
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…
In order to support UP security protection mechanism for the user plane in the next generation system, the following principles are proposed:
-	Put the security termination point of UP security protection at User Plane Gateway, located in CN or AN
-	The user plane security protection granularity could be per-session
-	The security policies negotiated from the security requirements, could apply for user plane security protection at per-session granularity
-	In some scenarios it may be acceptable to operate UP security with no integrity protection.
Descriptions on the security termination point, granularity and security policy could be referred to the Key issue #1.3: User plane confidentiality part.
************** End of Change 1 **************

***************** Change 2 applies to Key issue 1.3 ***************
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-	Integrity protection is optional to support for UE and mandatory to support for network endpoint; even when both UE and network support it, it is still optional to use.  At least two alternative and substantially different algorithms should be supported.
-	The selection of the feature and the algorithms, according to the capabilities supported by the UE, shall be under network control.
-	A mechanism should be available to detect (substantial) unauthorised insertion of rogue data onto an established traffic channel.  Flexible UP-traffic protection shall be capable to support the flexible UP-traffic termination for different services with different security termination points. 
-	In order to support UP security protection between UE and UP Gateway mechanism for the user plane in the next generation system, the following 3 requirements should be included:
-	UP-traffic protection termination point should be the UP gateway, which can be located in CN or AN.
-	UP-traffic protection granularity should support the per-session mechanism.
-	UP-traffic protection mechanism should support the security policy negotiated from security requirements. Upon the security policy negotiation, the network (access network entity and core network entity) (i.e., SM, Policy Control) could have the final decision on which security policy including explicit security features and algorithms will be used. The network could negotiate the security policy through an independent procedure or pigged back in the other service procedures. It should be preferred that the next generation network can enable the network to have the flexibility to choose security mechanism according to different services requirements including no UP integrity protection.

************** End of Change 2 **************

************* Change 3 applies to Solution 1.3 ***************

BlackBerry Comment: It is not clear where this solution is applicable, it references “user plane encryption” but Key Issue 1.4 applies to User plane confidentiality between UE and network. Unless further clarification can be provided we suggest the following change.

Solution #1.3: Radio interface user plane encryption
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This solution addresses key issue #1.4.
[bookmark: _Toc452622406][bookmark: _Toc452659379][bookmark: _Toc452659792][bookmark: _Toc452660211][bookmark: _Toc452662359][bookmark: _Toc452966470][bookmark: _Toc452966887][bookmark: _Toc452967301][bookmark: _Toc452967714][bookmark: _Toc452970023][bookmark: _Toc457917972][bookmark: _Toc457919040][bookmark: _Toc457919749]5.1.4.3.2	Solution details 
User encryption is mandatory to support in UE and network, with at least two alternative and substantially different algorithms mandatory to support .  Both 128-bit and 256-bit encryption keys should be accommodated.
In an integrity protected signalling message, the UE states which algorithms it supports.
The visited network decides whether or not to apply encryption, and which algorithm to use.  This is indicated to the device in an integrity protected signalling message. 
The encryption should always be applied where regulations permit.

************** End of Change 3 **************

