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1. Discussion 
Referring to the PUCI Risk Analysis, TR33.837 v.0.3.0 has been considering lots of UC Threats & Scenarios. However, Mobile Phone Virus Threats & Scenarios as a very important threat is not included. 
2. Proposal 

It is proposed to add Mobile Phone Virus threats & scenarios into the clause 5.2.x and add the relative measures for protection against it into the clause 7.1.x.
3. pCR 
The following pCR is against 3GPP TR 33.837 V0.3.0 (2009-02).
************************************ start of 1st change ************************************
5.2
 UC Threats & Scenarios

5.2.13
Mobile Phone Virus
The Mobile Phone Virus threat refers to the attacker distributing virus through unsolicited communications, e.g., a download link in messages or as multimedia attachments to calls, and thus gaining destroy of user’s mobile phone resource and unavailability of user’s mobile phone service. Furthermore, the infected phones will distribute the virus to its contacts unconsciously.
5.2.13.1

Mobile Phone Virus Scenarios

5.2.13.1.1

Exposure of User Privacy 
A typical result when a user’s phone is affected by virus is the exposure of user privacy information, e.g., contact numbers, personal arrangements, internet accounts, or even bank accounts.
5.2.13.1.2

Destroying Mobile Phone Software and Hardware 
Virus can be distributed to destroy mobile phone’s software, operating system, or even hardware, e.g., unavailability of power-on or key-press operation, damage to mobile phone chips. 
5.2.13.1.3

Distributing Illegal Information and Virus 
Some kinds of virus can automatically get user contact list and send them illegal information and virus through unsolicited communications. Furthermore, the illegal information and virus will spread abroad from the infected mobile phones in the same way.

5.2.13.1.4

Junk Data Distribution through Bulk UC Resulting in User Additional Charges & Network Traffic Jam 
The infected mobile phone will distribute large quantity of junk data through SPIM/SPIT continuously to telecommunication network, which will result in network traffic jam. At the same time, this will produce many additional charges to user account.
5.2.13.2 Mobile Phone Virus Risks

Mobile Phone Virus entails serious risks for the users. It can result in mobile phone’s sensitive information lost, damages to software and hardware, unavailability of mobile phone services and additional charges. For the operator, large quantity of junk data distribution will result in network traffic jam and degraded service quality.

************************************ end of 1st change *************************************
************************************ start of 2nd change ************************************
7.1
Review of Measures and Potential Supporting Mechanisms
7.1.10 Measures for Protection Against Mobile Phone Virus
1 User perspective 
User should take measures actively to protect against virus, including:

a. Do not expose personal phone numbers arbitrarily on Websites;

b. Reject abnormal incoming calls and messages;

c. Hide or close Bluetooth application to protect against virus’s auto-receiving;

d. Do not install any unauthentic executable file, e.g., EXE/SIS file, received by MMS or Bluetooth;

e. Install credible Anti-virus software and scan for virus regularly.
2 Operator perspective 
The Operator Provider and ICP (Internet Content Provider) can take measures (e.g., Firewalls deployment, Intrusion-detection and Abnormal traffic detection.) to inspect and control messages passing by the network server or network gateway, in order to protect against virus.
************************************ end of 2nd change ************************************
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