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Introduction and Proposal

Currently TR 33.812 does not contain the full details for analyzing questions in alternative 3a just like questions about alternative 3b in section 5.4.2.3. This contribution adds some questions and requirements to 5.4.1.3 .
We propose that SA3 studies the addition and accepts it for integration into TR 33.812.
Pseudo-CR
5.4.1.3
Requirements

This mechanism depends on the following requirements:
· The mechanism has to be supported by contractual agreements. 
· Involved operators must trust the entity that provisioned the initial Ki and OTA key on the M2ME device (e.g. a UICC manufacturer) to ensure that the Ki and OTA key pair are not revealed to a third party. In addition, a particular operator in the chain of operators associated with an M2M USIM must trust all old operators and all new operators associated with that USIM not to use the Ki value to compromise M2M communications associated with that particular operator. 
· All involved operators must support a common AKA algorithm and sequence number management scheme. It is proposed that a Milenage profile (e.g. Milenage with OP set to 128 zeroes etc.) is prescribed for this. The scheme may be extended to allow the old operator to reconfigure OP parameters using OTA procedures based on requirements received from the new operator.

· All involved operators must use 3GPP (now partly ETSI SCP) specified OTA procedures (an M2M profile of OTA may be needed)
Based on the requirement, some extra questions are raised as following: .

1. In this scheme, network operators have to trust each other and share sensitive data. This has been pointed out as a disadvantage by some SA3 members when considering other candidate solutions.

2. In the scenario where an authentication occurs before the new IMSI, Ki and OTA key are activated by MNO_B, the USIM could be rejected from the MNO_A and stay unreachable both by MNO_A and MNO_B. How to manage this case?

3. How to ensure the security level for SIM cards that may be accepted on a new MNO that have not been tested, neither certified by this new MNO?

4. How to ensure the security of connectivity when Ki transfer between MNO_A and MNO_B?

And some requirements is made based on these questions:

1. A high degree of trust between operators is required.


2. Transfer of control of the subscriber from one operator to another must be synchronised so that the subscriber is never without a valid subscription.

3. It is required that operators who are part of the solution agree a base level of UICC security that all UICCs used by the operators achieve.

4. It is required that inter-operator communications are protected to a high degree.
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