2

​3GPP TSG SA WG3 Security, 

11.-15. May 2009, Shanghai, P. R. China, SA3#55
S3-090792
--------------------------------------------------------------------------------------------------------------------------------------


  

Source:
BT, Ericsson, InterDigital, Motorola, Nokia Corporation, Nokia Siemens Networks, Qualcomm Europe, RIM 
Title:





Packing details
Agenda item:
TR 33.812 M2M
Document for:
Discussion and decision

-----------------------------------------------------------------------------------------------------------------------------------------------
Introduction and Proposal

TR 33.812 does currently not contain the full details for packing and sending the MCIM. Currently some information is contained in 5.1.1.2 and 5.1.3.7.3.3. The later section contains also an editor’s note, requesting further details on the protection of the information. This contribution adds further details to 5.1.3.7.3.3 on a potential packing of the data and its protection.
Pseudo-CR

5.1.3.7.3.3
MCIM Application Provisioning Scenario Using OMA-DM

The following scenario outlines the provisioning steps in the context of OMA-DM. It is assumed that two OMA DM management objects have been defined; the M2MMobj and the M2MSIMMobj. The first one is used to carry information about the M2ME and its TRE to the OMA DM Server and the latter is used to transport the MCIM parameters (and possibly code) to the TRE of the M2ME.

NOTE 1: 
The standardization of OMA DM management objects is a relatively simple process and can mainly be done in 3GPP (SA3) if so desired. OMA needs then to register the defined object to become a valid OMA DM management object.
· The addressing, and alternatively connectivity settings are provisioned by an OMA-DM Bootstrap message. The authentication of the Bootstrap may be based on a shared secret, and if the validation succeeds, the client connects to the OMA DM server, provided that means for server authentication are possible.

· The DPF (OMA DM server) consults the OMA DM management object for M2M (M2MMobj), and validates that the provisioning request relates to an ongoing M2M provisioning. The OMA DM back-end system contacts the PVA to verify that the TRE can be trusted and then retrieves the wrapped platform credential for the device, and prepares the M2MSIMMobj for provisioning by the OMA DM Server. 
In typical roles and functions described for the current architecture, the DPF is separate from the SHO, i.e. it is part of the RO. Therefore, possibly the MCIM application provisioning must be done in two phases – first the platform credential public key PK_D is retrieved from the device, validated, and given to the SHO, whereby the SHO provides the MCIM application provisioning data encrypted for the device to be provisioned in a secondary stage.
NOTE 2: 
To limit the security requirements on the OMA DM server it is assumed that the OMA DM server only receives an encrypted binary blob. The encrypted binary blob contains the MCIM application information including the IMSI, the key Ki, an algorithm identifier and possible algorithm constants or algorithm code packaged for the device that can only be opened using the platform key that the M2ME holds in its TRE (e.g. a value of OP_C if MILENAGE is the selected algorithm). OMA DM includes support for XML Encryption and XML Signatures and hence these can be straightforwardly applied. The binary blob could e.g. be a PKCS-formatted envelope for the device, externally formatted e.g. to be further sent to an embedded UICC or other TRE for decryption, validation and deployment.
The data that needs to be protected and then provisioned should have the form:


data = tag | payload_length | payload | version | filling_data

- The tag is to indicate what kind of information is contained in the payload e.g. algorithm, update, or MCIM.

- The filling_data is to make up the data length to a suitable length for encryption.

For protection of the provisioned data a pair of symmetric secret keys are used, denoted as the integrity key PIK and a confidentiality key PCK. Two distinct keys should be used for performance reasons. Those keys are protected with the public key PK_D. The protection should be straightforward and use well-known algorithms e.g. AES-CBC for encryption and HMAC-SHA1 as a the integrity protection algorithm. The data should be protected as follows:
Protected_data = (ENC_PCK (data) | MAC_PIK (ENC_PCK(data))
The MCIM Object described in 5.1.3.7.1 step 12 has the following content:

PK_D(PIK|PCK) | Protected_data
For the security of the provisioned data the following measures should be taken:
- The corresponding private key to the PK_D remains in the TRE

- There needs to be a process to certify the PK_D
- The DPF has securely obtained the necessary keys to verify the certificates on PK_D

The suggested procedures allow an abstraction at the SHO to be independent of the specifics of TRE. The TRE specifics, e.g. Java or STIP or Native, can be handled by the OMA DM (DM is designed the take care of this and can handle different devices, brands, etc).
The use of the PVA assumes a trust relation. If cryptographic certificates are used in this context this assumes the existence of at least a limited PKI and that the DPF has root certificates that can be used to verify that the correct (trusted) PVA is performing the TRE check(s).  

· The M2ME receives the M2MSIMMobj and can verify that it comes from the correct SHO and by checking the registration nonce one achieves protection against replay attacks. The encrypted blob with the parameters in decrypted inside the TRE and the parameters are extracted and securely stored.. The blob may also contain device-specific authentication tokens or passwords to authorize the USIM application provisioning activity in that specific device. These tokens may be distributed with the M2ME device, and provided to the SHO by the M2ME user 
NOTE 3:
 If cryptographic certificates are used in connection with XML signatures the TRE of the M2ME must be configured (e.g. at manufacturing time) with one or several root certificates.  

· The device (OMA-DM client) is assumed to react on the presence of the provisioned USIM application, and locally provision the application to the TRE corresponding to the platform credential.  

The SHO may wait to prepare the credentials for the M2ME until being contacted by the OMA DM backend system. However it seems more advantageous (e.g. when bulk provisioning is to be performed) to have the SHO prepare the (wrapped) credentials as result of the registration of the devices and their respective platform credentials in advance at the SHO. Both approaches are possible and the final decision can be left to the SHO.
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