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Introduction 

The PUCI Technical Report has been written with the focus to study possible IMS network protocol enhancements for the purpose of protecting the user and the network from UC. Nevertheless, the proposed requirements and solution approaches have some impact to the usability and the terminals. We propose a set of changes. Below we give the motivation for those changes.
User Prompting
User prompting is a very popular method to shift the security decision responsibility to the user. But most of the time it is assumed that the user decisions are

(a) well-educated i.e. the user knows what he is doing

(b) consistent i.e. the user makes the same decision in same circumstances

(c) without error i.e. the user makes no mistakes
If there are too many prompts the user usually falls into a “click-through” behavior and any security protection the prompting intended is gone. User prompting is a key factor to annoy users.
Therefore, user prompting should be a method to be used in quite moderate dose. The terminal and the network can support the user. Hence we propose some text that outlines that the network and the terminal can support the user in his decision making.
User vs UE
In the technical report the term user and UE are regarded as one entity. For example, the report states requirements on UE and then states the user reacts. It involves the terminal in the sense that an interface has to be provided, but this phrasing poses a problem. The device and its input and output means have to support this kind of prompting and interaction. Also, devices that are in the low-cost range should protect the user in a reasonable manner without being forced to show on a small screen long lists or spam reporting questionnaires. Hence we propose that several user reacts is converted into the user / UE may react.
Phishing Protection Measures
We enhance the section on measures against phishing with some additional methods that are used successfully today for “Internet spam”.

Proposal

The attached document contains proposed changes to the PUCI TR to take into account the above mentioned issues. We propose to study those changes and integrate them into the new version of the technical report. 
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