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**** First change ****

4 Principles of MAP application layer security

Thistechnical specification defines mechanisms for protecting the MAP protocol at the application layer. The MAP
protocol may also be protected at the network layer when IP is used as the transport protocol. However, whenever inter-
working with networks using SS7-based transport is necessary, protection at the application layer shall be used.

The security measures specified in this TS are only fully useful if al interconnected operators use them. In order to
prevent active attacks all interconnected operators must at least use M APsec with the suitable protection levels as
indicated in this specification and treat the reception of all MAP messages (protected and unprotected) in a uniform way
in the receiving direction.

Before protection can be applied, Security Associations (SA) needs to be established between the respective MAP
network elements. Security associations define, among other things, which keys, agorithms, and protection profiles to
use to protect MAP signalling. The necessary M APsec-SAs between networks are negotiated between the respective
network operators. The negotiated SA will be effective PLMN-wide and distributed to all network elements which
implement MAP application layer security within the PLMN. Signalling traffic protected at the application layer will,
for routing purposes, be indistinguishable from unprotected traffic to all parties except for the sending and receiving
entities.

Protection at the application layer implies changes to the application protocol itself to allow for the necessary security
functionality to be added.

The interface applies to all MAPsec transactions, intra- or inter-PLMN.
Annex B includes detailed procedures on how secure MAP signalling is performed between two MAP-NEs.

NOTE: A limited level of MAP message authenticity can be achieved without the use of MAPsec by using a
TCAP handshake prior to the MAP payload exchange. Annex C describes the use of the TCAP handshake
for-mebie-terminated MAP SMS transfers{mt-Ferward-SM).

****% End of first change ****

*k k% Laﬂ Change *k k%

Annex C (normative):
Using TCAP handshake for MebieFerminated-SMS
transfer

The SM S Gateway/I nterworking M SC operator and the serving node (MSC or SGSN) operator may agree to use the
TCAP handshake as a countermeasure against SM S fraud for messages exchanged between their networks (for detailed
message flows see TS 29.002 [4]). A limited level of authenticity is provided by the following mechanisms.

CR page 2



3GPP TS aa.bbb vX.Y.Z (YYYY-MM) CR page 3
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Figure BC.1: MAP mt-Forward-SM messages using a TCAP Handshakes

HAl ety i i anksm-1f the servrng network receives an
mt- forward SM MAP messege whrch uses the TC Contr nue to transfer the MAP payload then it is guaranteed that the
SCCP cdlling party address of the (empty) TC_Begin message is authentic, otherwise the first TC-continue message
would be sent to the falsified address. The correct message flow is guaranteed by the TCAP transaction capabilities (use
of Transaction ID).

Unfortunately there are some waysin which a fraudulent SMS Gateway operator (called the originator in bullets (a) and
(b)) may try to circumvent the implicit SCCP address authentication provided by the TCAP handshake.

(a) The originator includes afalsified SMS-GM SC address within the mt-forward-SM payload carried by the TC-
continue (third message in figure BC.1)

(b) The originator tries to predict the TCAP transaction ID assigned by the serving node, which is to be used within
the third message, and spoofs the third message without waiting for the second message. This attack has to be
carried out within the right time window.

If TCAP handshake is to be used, the following measure shall be taken within the network of the serving node in order
to counteract the spoofing possibilities of a malicious mt-Forward-SM originator.

MEAS-1: The receiving network shall verify if the received SMS-GM SC address (in the third message) may
be used from the originating SCCP-address. Some operators use a single SMS-GM SC address for
arange of originating SCCP addresses and this will need to be taken into consideration.

The following measure may be taken within the network of the serving node in order to counteract the spoofing
possibilities of a malicious mt-Forward-SM originator.

MEAS-2: The receiving node may use mechanisms to further enhance the unpredictability of the destination
TCAP transaction 1D which need to be used within the third message.

NOTE: The combined check (MEAS-1) on SCCP caling party address/ SMS-GM SC address and destination
TCAP Transaction 1D makes spoofing of the second TC_CONTINUE (with payload) practically difficult.
MEAS-2 is an optiona enhancement that could be used to further enhance the resistance these attacks.

The following grouping method may be used for an operator to gradually introduce the TCAP handshake for mt-
Forward-SM messages. Define an ‘operator group-1' as a trusted operator group and ‘ operator group-2’ as an un-trusted
operator group. Agree that group-1 uses the TCAP handshake, while group-2 does not use the TCAP handshake. As
specified by TS 29.002 [4] this requires that the SM S Gateway operators belonging to group-1 shall either use
application context2 or 3 for mt-Forward-SM. The management of the two groups requires that the serving network
shall implement a policy table of originating SCCP-addresses for which a TCAP handshake is required.
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If the above described grouping method is used then following measure shall be taken at the serving network in order to
counteract the spoofing possibilities of a malicious mt-Forward-SM originator that tries to circumvent the policy table
checks.

MEAS-3: The serving network shall verify that the originating SCCP address of afirst message with a
payload (i.e. not using the TCAP handshake) is not from an SMS-GM SC-address that shall use the
TCAP handshake.

The benefit gained for operators that belong to group-1 is that their SMS-GM SC-addresses cannot be spoofed if the
policy table has been administrated accurately.

C.2 _ Mobile Originated SMS
lerving Operator . SMS Interworking MSC Operator X

TC_Begin (AC, no payload)

A 4

TC_Continue (AC, no payload)

A

TC_Continue (mo-forwardSM with payl oad)

A4

TC_End (mo-forwardSM ack)

<

Figure C.2: MAP mo-Forward-SM messages using a TCAP Handshakes

If the serving network sends an mo-forward-SM M AP message which uses the TC Continue to transfer the MAP
payload then it is guaranteed that the SCCP calling party address of the (empty) TC Begin message is authentic,
otherwise the first TC-continue message would be sent to the falsified address. The correct message flow is guaranteed
by the TCAP transaction capabilities (use of Transaction D).

Unfortunately there are some ways in which a fraudulent serving-(M SC or SGSN) operator (called the originator in
bullets (a) and (b)) may try to circumvent the implicit SCCP address authentication provided by the TCAP handshake.

() The originator includes afalsified MSISDN as SM-RP-OA within the mo-forward-SM payload carried by the
TC-continue (third message in figure C.2)

(b) The originator triesto predict the TCAP transaction |D assigned by the serving node, which is to be used within
the third message, and spoofs the third message without waiting for the second message. This attack hasto be
carried out within the right time window.

If TCAP handshake is to be used, the following measure may be taken within the network of the SM S Interworking
MSC in order to counteract the spoofing possibilities of a malicious mo-Forward-SM originator.

MEAS-1: The receiving node (i.e. SM S interworking M SC) may query the HLR to verify if the received
SCCP Cdlling Party Address of the mo-forward-SM is from the same network which is currently
serving the subscriber (MSISDN contained in SM-RP-OA in the third message).

If the TCAP handshake is to be used, then at |east one of MEAS-2aand MEAS-2b of Annex C.1 shall also be applied.

The following grouping method may be used for an operator to gradually introduce the TCAP handshake for mo-
Forward-SM messages. Define an ‘ operator group-1' as a trusted operator group and ‘ operator group-2' as an un-trusted
operator group. Agree that group-1 uses the TCAP handshake, while group-2 does not use the TCAP handshake. As
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specified by TS 29.002 [4] this requires that the M SC operators belonging to group-1 shall either use application
context2 or 3 for mo-Forward-SM. The management of the two groups requires that the network of the SMS
Interworking M SC shall implement a policy table of originating SCCP-addresses for which a TCAP handshake is
required.

If the above described grouping method is used then the following measure shall be taken at the network of the SMS
Interworking MSC in order to counteract the spoofing possibilities of a malicious mo-Forward-SM originator that tries
to circumvent the policy table checks.

MEAS-3: The SMS Interworking MSC shall verify that the SCCP Calling Party address of afirst message
with a payload (i.e. not using the TCAP handshake) is not from an address that shall use the TCAP
handshake.

The benefit gained for operators that belong to group-1 is that mo-Forward-SM spoofing for their subscribers, while
roaming within group-1, becomes practically difficult if the policy table has been administrated accurately.

**** End of last change ****
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