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6.6.3 Protection of download content

6.6.3.1 General

Data that belongs to adownload MBM S User Service is decrypted as soon as possible by the UE, if the MSK needed to
provide the relevant MTK is already available on the UE.

6.6.3.2 Usage of OMA DRM DCF

When it isrequired to protect MBMS download content, OMA DRM V2.0 DCF as defined in reference [15] shall be
used. . In particular, minor version 0x00000003 of OMA DRM V2.0 DCF specifies how DCF is used to protect MBMS
download content. M BMS download contents are therefore |nd|cated by minor version 0x00000003 inaDCF. MBMS

nghts Obj ects are not uti I|zed Instead encryptlon and authentlcatlon keys are generated from MTK For integrity
protection, an OMADRMMBMSSignature as specified below is attached -inside the optional Mutable DRM

information box (‘ mdri").k-the-FreeSpaceBeox-of the DCF.
The MBM SSignature Box is an extension to OMA DRM V2.0 DCF for use by MBMS, and is defined as follows:

al i gned(8) class OVADRVMBMSSI ghat ure extends Ful | box(* odf ssign’, version, flags)
{

Unsi gned int(8) SignatureMethod, /1 Signature Method

Char Signature[]; /1 Actual Signature
}
Si gnat ur eMet hod Fi el d:
NULL 0x00

HVAC- SHA1 0x01

The range of datafor the HMAC calculation shall be according to section 5.3 of reference [15].

The correct MTK for decrypting and verifying the integrity of the download content is indicated by the key_id in the
RightslssuerURL field as follows:

mbms-key://<key id>
where key _id is defined as the base64 encoded concatenation (Key Domain ID || MSK_ID || MTK ID).

In casethe FDT of the FLUTE protocol needsto be protected, the FDT may also be wrapped in a different DCF.
Confidentiality and/or integrity protection of FDT can be provided this way.

Editors note: The optionality of FDT protection is still under study (i.e. whether it should be mandated).
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Oliver Bremer, Nokia, oliver.boremer@nokia.com
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Attachments:  <list of attachments> or n/a

1 Overview

This Liaison Statement is in answer to the S3-041129 Liaison Statement from 3GPP TSG WGS3 Security — S3#36
in which extensions and deviations to OMA DRM v2.0 DCF for MBMS download protection have been proposed to
OMA BAC DLDRM.

The proposals and extensions have been reviewed by the OMA BAC DLDRM sub working group.

2 Proposal

With the understanding that 3GPP MBMS DCF content files are used in a transient manner, and will not be
exported from receiving devices in their received format, OMA BAC DLDRM does not have objections to the
proposed extensions and adaptations as specified by the S3-041129 Liaison Statement.

Specifically:

« OMA BAC DLDRM proposes to define the required new semantics of the extensions and adaptations in
the scope of a new minor version of the DCF structure specification. The value of this new minor version
will be 0x00000003.

« OMA BAC DLDRM does not see any problem in adding the MBMSSignature Box in the Free Space Box of
the OMA DRM v2.0 DCF structure.
However, because of the generic nature of this feature, OMA BAC DLDRM proposes to change the name:
al i gned(8) cl ass OVADRMSI gnature extends Full Box(*‘odfs’, version, flags)

{

L If the “Confidential LS’ box is selected, this liaison statement is intended to be Confidential per agreement by OMA and the
addressed organization. Neither side should make this communication available to non-members.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE
OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR'S REPRESENTED ON THE “OMA
IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE
OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL,
INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF
DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2005 Open Mobile Alliance Ltd. All Rights Reserved. Page 1 (of 2)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



Doc# OMA-DLDRM-2005-0044R01-Answer-LS-3GPP-SA3-on-DCF.doc &
Liaison Statement ’ 9 OI I IQ

Open Mobile Alliance

unsi gned int (0) Si gnatureMet hod; // Signature Method

char Signature[]; /'l Actual Signature
}

Si gnat ureMet hod fi el d:

NULL 0x00

HVAC- SHA1  0x01
This box will be optional, and will appear inside the optional Mutable DRM information box (‘mdri’).

« OMA BAC DLDRM does not regard global uniqueness of ContentID as critical for DCF files used in the
MBMS transport layer. However, if the ContentID is to propagate above the MBMS transport layer, OMA
BAC DLDRM does recommend 3GPP SA3 to reconsider and define a method to ensure globally unique
ContentIDs.

« OMA BAC DLDRM will define the ‘mbms-key://<key_id>" mechanism as the URL scheme to use to
interpret the value of the RightsissuerURL field in case the DCF is used in the MBMS context.

« OMA BAC DLDRM feels that the new minor version number along with the structure of the value of the
RightsissuerURL field should be enough information to prevent misunderstanding of a MBMS DCF in a
general OMA DRM context, or vice versa. Hence the definition of the special value 1 of the flags field in
the CommonHeaders box is unnecessary.

3 Requested Action(s)

OMA BAC DLDRM requests 3GPP SA3 to review this answer and in particular see whether the changes proposed
by this liaison statement are acceptable to 3GPP SA3. This refers in particular to the proposed name of the
signature box and its positioning in the Mutable DRM information box, and the proposed use of the minor version
number 0x00000003 instead of using the ‘flags=1’ indicator.

The extensions and adaptations as presented by this document will be incorporated into the specifications that are
now work-in-progress. As soon as the references to the final specifications containing these extensions and
adaptations are known, OMA BAC DLDRM will make these references known to 3GPP SA3. According to the
current work schedule, this may be expected in August 2005.

4 Conclusion

Open Mobile Alliance, through its active sub-working group BAC-DLDRM, wishes to express its gratitude to 3GPP
for considering this liaison statement.
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