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6.3.2.2.4 BM-SC solicited pull 

While the push is the regular way of updating the MSK to the UE, there may be situations where the BM-SC solicits the 
UE to contact the BM-SC and request for new MSK. An example of such a situation is when the BM-SC wants the UE 
to trigger a UE that it needs to update the MSK. 

? 

UE BM-SC 

MIKEY (Key Number part of MSK ID = 0x0) with last MUK  

HTTP POST (MSK ID) 

Validate message based on last used MUK 
by BM-SC. Run GBA if that MUK was 
expired and no valid GBA-key is present. 

HTTP 401 WWW-Authenticate 
(digest challenge) 

MIKEY (MSK) / UDP 

MIKEY ACK / UDP 

HTTP POST Authorization request 
(digest response) (MSK ID) 

HTTP 200 OK Authentication-Info 

 

Figure 6.2b: BM-SC solicited pull 
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 UE   BM-SC 

MIKEY (Key Number part of MSK ID = 0x0) with last MUK known by the BM-SC 

HTTP POST (MSK ID) 

Validate message based on last MUK 
known by BM-SC. Run GBA if that MUK 
was expired and no valid GBA-key is 
present 

HTTP 401 WWW - Authenticate 
(digest challenge) 

MIKEY (MSK) / UDP 

MIKEY ACK / UDP 

HTTP POST Authorization request 
(digest response) (MSK ID) 

HTTP 200 OK Authentication - Info 

 

Figure 6.2b: BM-SC solicited pull 

 

The BM-SC sends a MIKEY message over UDP to the UE. The MIKEY message shall be protected by the most recent 
last MUK known by the BM-SC. The Key Number part of the MSK ID in the extension payload of the MIKEY 
message shall be set to 0x0 to indicate that the UE should request for current MSK from the BM-SC. 

If the last MUK known by the BM-SC does not correspond to the last MUK known by the UE, then the UE checks the 
solicited pull MIKEY message with the last MUK successfully used by the BM-SC.  

NOTE 1: A MUK may be used by the BM-SC beyond the GBA key lifetime of the corresponding Ks_xx_NAF for 
the purpose of using the MUK within the first MIKEY message of a push solicited pull procedure. 

NOTE 2: Since the integrity of the MIKEY message still needs to be assured, a KEMAC payload shall be included 
in the MIKEY message from the BM-SC. There is however no key present in the message. Thus by 
setting the Encr data len field to zero, only the MAC of the message will be included. 

When receiving the message, the UE shall request for the current MSK for the specified Key Group. The BM-SC may 
trigger re-authentication of the UE or even re-run of GBA procedure to update the MUK as is described in 
TS 33.220 [6]. 

The rest of the procedure is the same as in clause 6.3.2.3.1. 
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