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*** BEGIN OF CHANGE ***

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply.

3GPP - WLAN Interworking: Used generically to refer to interworking between the 3GPP system
and the WLAN family of standards.

Data origin authentication: The corroboration that the source of datareceived is as claimed.
Entity authentication: The provision of assurance of the claimed identity of an entity.

Key freshness: A key isfreshif it can be guaranteed to be new, as opposed to an old key being
reused through actions of either an adversary or authorised party.

L ocal interface: an interface between the devices that may conform to the WLAN UE, normally
one device with WLAN capabilities and one UICC or SIM card holding device.

Temporary identity: an identity given by the home network to the WLAN UE, used to identify the
user temporarily, normally in one authentication process lifetime. Inthis TSt refersto a
pseudonym or are-authentication identity.

Tunnel: it refers to an IPsec security association used in WLAN 3GPP IP access to protect the
communications from the WLAN UE to the 3GPP network. It is preceded by an IKE negotiation.
W-APN: WLAN Access Point Name — identifies an IP network and a point of interconnection to
that network (Packet Data Gateway).

WLAN 3GPP | P Access. Accessto an IP network viathe 3GPP system.

WLAN Direct I P Access. Accessto an IP network is direct from the WLAN AN.

WL AN coverage: an areawhere wireless local area network access services are provided for
interworking by an entity in accordance with WLAN standards.

WL AN-UE: user equipment to accessa WLAN interworking with the 3GPP system, including all
required security functions.

*xx NEXT CHANGE ***

4.2.4.3 Communication over local interface via a Bluetooth link
For SIM access via a Bluetooth link, the SIM Access Profile developed in BLUETOOTH SIG
forum may be used. See [22].

*xx NEXT CHANGE ***

4.2.5 Link layer security requirements

Most WLAN technologies provide (optional) link-layer protection of user data. Since the wireless
link islikely to be the most vulnerable in the entire system, 3GPP-WLAN interworking should take
advantage of the link layer security provided by WLAN technologies. The native link-layer
protection can also prevent against certain |P-layer attacks.
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wxx NEXT CHANGE ***

6.1.1 USIM-based WLAN Access Authentication

USIM based authentication is a proven solution that satisfies the authentication requirements from
section 4.2. This form of authentication shall be based on EAP-AKA (ref. [4]), as described in
section 6.1.1.1. For the case of WLAN-UE Functional Split, see section 4.2.4.

*** NEXT CHANGE ***

6.1.2 GSM SIM based WLAN Access authentication

SIM based authentication is useful for GSM subscribers that do not have a UICC with aUSIM
application. Thisform of authentication shall be based on EAP-SIM (ref. [5]), as described in
section 6.1.2.1. This authentication method satisfies the authentication requirements from
section 4.2, without the need for a UICC with a USIM application. For the case of WLAN-UE
Functional Split, see section 4.2.4.

***END OF CHANGE ***
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