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1 Introduction 
At SA3#34 a new section 4.4.8 of TS 33.220 dealing with selection of UICC application for GBA was introduced 
(approved CR S3-040648). This document points to a necessary correction and, in addition, proposes improvements to 
the selection process as defined at SA3#34. The correction concerns the fact that a “default USIM” is not defined in 
3GPP specifications, and that the term “selection” is used in a way not compatible with other 3G specifications. Instead 
of default USIM, we should use the notions of “last selected USIM” and “last selected ISIM”. The two main goals of 
the improvements are (i) the optional possibility for a Ua application to choose a particular UICC application (not only 
UICC type) and (ii) more deterministic behaviour and better understandability of the selection process by the user. 

2 Discussion 
Note: For terminology used in this discussion please see section 2.5. 

2.1 Indication of UICC type by Ua application 
The existing specification gives the Ua application three choices to indicate a preferred UICC application to GBA 
function: no preference, USIM, and ISIM. 

Consider an example of a UICC containing 4 applications: USIM and ISIM, two each for private and corporate use 
respectively. There may be Ua applications which only intend to use a particular UICC application, e.g. a corporate Ua 
application which always intends to use the “corporate ISIM” on UICC. In the current specification this Ua application 
could only indicate “ISIM”. If the user happened to only have selected the “private ISIM” at the time the Ua application 
is calling GBA function, then the wrong ISIM would be used. To circumvent this problem, a fourth choice for 
indication of UICC application is introduced: the Ua application may indicate the “Label” of the intended UICC 
application (as used in other places of section 4.4.8 and as contained in EFDIR on the UICC). 

As this mechanism is only intended for Ua applications really in need of a particular UICC application, unsuccessful 
selection of the indicated UICC application results in failure of the selection process (cf. next paragraph). 

As this mechanism may introduce some dependency between persistent data stored on UICC and on the ME (e.g. in 
case the Ua application is configured for a certain “Label” statically), there is the possibility that selection of UICC 
indicated by “Label” may not succeed. In this case the selection process fails, and we see no possibility to standardize a 
fallback, as every Ua application using the indication “Label” may have its own criteria for fallback. Thus any fallback 
solution in this case should be left to the Ua application. E.g. the Ua application always has the possibility to start a 
second try to select a UICC application with less stringent indication of UICC application. 

How the Ua application determines this “Label” is out of scope of this specification. The Ua application may be 
configured on installation, or the Ua application may itself read the EFDIR on the UICC and present a dialogue for 
choosing a UICC application to the user. This would also e.g. allow a user dialogue on application level even if the 
GBA function itself does not offer a user dialogue for choosing. 



2.2 Selection within active UICC applications on indication of 
“no preference” 

The existing specification states that in case the Ua application indicates “no preference”, first all active ISIMs are 
checked. In case of a user dialog offered by GBA function only active ISIMs are offered, and in case no user dialog is 
offered any of the active ISIMs is chosen. Only if no ISIM is active, then the user (or the GBA function) gets the 
possibility to choose a USIM. 

We think that this behaviour is not really consistent with the notion of “no preference”. Any Ua application having a 
preference for USIM or ISIM can and should indicate this in the request. Thus the indication “no preference” really 
should treat USIMs and ISIMs equally. Thus we propose to offer to the user a list of all UICC applications in this case. 
The treatment for the case the GBA function does not offer a user dialogue is discussed in the next subsection. 

2.3 Selection within active UICC applications of appropriate 
type without user dialogue 

In case several active UICC applications exist eligible for GBA, and no user dialogue is offered by GBA function, then 
the current text says that any of the active UICC applications of appropriate type (USIM, ISIM) may be chosen by GBA 
function. This behaviour gives undeterministic results and thus is not understandable by the user: 

We propose to always choose the “last selected” UICC application of the appropriate type. As this selection process 
takes place only within active UICC applications, this “last selected” UICC application always exists as it is always 
stored on UICC after a successful selection (cf. TS 31.102 and TS 31.103, chapters on intialisation). For the user it 
means that the UICC application selected last during the current activation period of UICC is used for GBA, which is 
understandable for the user and might be a good guess in most cases. 

If no preference is indicated by Ua application (i.e. both USIM and ISIM are appropriate), and both a “last selected” 
USIM and a “last selected” ISIM are active, then the “last selected” USIM is chosen. Rationale behind this proposal is 
that a Ua application which is aware and in need of an ISIM will always indicate this to GBA function (cf. section 5.1.1 
of Presence TS 33.141), but that a more general Ua application, perhaps not even aware of the existence of ISIMs, e.g. a 
browser, is better served by choosing the USIM. 

2.4 Choice of USIM as last fallback 
If the type indicated by the Ua application was ISIM, but the ISIM cannot be used, then the GBA function shall try the 
type USIM; otherwise the selection process fails. This constitutes no change from the existing specification, which also 
gave the USIM as “last chance” in case no user dialogue is offered by GBA function (in second bullet of step d in S3-
040648). 

Correction: the old text referred to a so-called “default USIM”. This term is not specified anywhere in TS 31.102. As 
probably the “last selected” application was meant, and as this makes sense, the “last selected USIM” was specified 
here. 

2.5 Editorial clarifications 

2.5.1 selection, activation, choice 

The existing specification uses the words selection and activation. Both are used in a different way compared to other 
3GPP specifications, in particular TS 21.111 (IC Card), TS 31.102 (USIM) and TS 31.103 (ISIM). 

Use in these TSs: 

Activation: 
•  The UICC is activated on power on. This is not an activation of any UICC application, but the UICC reaches the 

state “Application Management” (cf. ETSI 102.221). Thus we should not use the terms “activation” or “activate” 
for UICC applications. 

•  Unfortunately the terminology in the above mentioned TSs also knows the words “activated” and “active” for 
UICC applications (see below under selection). This is the state a UICC application is in after “successful 



selection” (which includes the choice of the UICC application, and the following initialisation including access 
control, e.g. PIN). But there is no “Activation” of a UICC application. (ETSI 102.221 knows also the term 
“application session activation” for selection and initialisation of an UICC application in contrast to the term 
“UICC activation”. But this is not mentioned in the 3GPP TSs). 

.Selection: Selection is the process when the ME selects a UICC application on UICC and then initialises it. After 
successful selection the UICC application is activated or active. 

We propose for the current specification the following terminology: 

Choice, choose: Choosing of a UICC application used for the GBA request of the Ua application, either indicated by 
Ua application to GBA function, or chosen by the user in case of a user dialogue offered by GBA function, or chosen 
internally by GBA function without user dialogue. 

Activation, activate, active. This term is only used for description of the state the UICC application is in after 
successful selection. There is no activation procedure in the scope of this specification, as activation of UICC is outside 
the scope. 

Selection: Selection (and consecutive initialisation) of a UICC application by GBA function. After successful selection 
the UICC application is active. 

This terminology keeps the best possible conformance with the above mentioned TSs. 

2.5.2 “application on ME”, “GBA application”, “ME” 

The existing specification uses the above words, with GBA application and ME used for the same instance. To get a 
clearer distinction of words and a consistent usage we propose the following wording: 

Ua application: application on ME that wants to use GBA bootstrapping usage procedure over Ua and is in need of a 
Ks_NAF. 

GBA function: Function on ME supporting the GBA bootstrapping procedure over Ub. 

3 Proposal 
We ask SA3 to endorse the changes to USIM/ISIM selection procedure described in section 2. Attached is a CR 
implementing the changes to TS 33.220. 
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===== BEGIN CHANGE ===== 
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===== BEGIN NEXT CHANGE ===== 

3.1 Definitions 
For the purposes of the present document, the following terms and definitions apply: 

Bootstrapping Server Function: BSF is hosted in a network element under the control of an MNO. 

Editor's note: Definition to be completed. 

ME-based GBA: in GBA_ME, all GBA-specific functions are carried out in the ME. The UICC is GBA-unaware. If 
the term GBA is used in this document without any further qualification then always GBA_ME is meant, see clause 4 of 
this specification. 

UICC-based GBA: this is a GBA with UICC-based enhancement. In GBA_U, the GBA-specific functions are split 
between ME and UICC, see clause 5 of this specification. 

Network Application Function: NAF is hosted in a network element under the control of an MNO. 

Editor's note: Definition to be completed. 

Bootstrapping Transaction Identifier: the bootstrapping transaction identifier (B-TID) is used to bind the subscriber 
identity to the keying material in reference points Ua, Ub and Zn. 

GBA User Security Setting: An application-specific parameter set describing the security related usage of 
bootstrapping function by the BSF and, optionally, some types of NAFs in the context of an application and in relation 
to a subscriber. A user security setting has two parts, an authentication part, which contains the list of identities of the 
user needed for the application (e.g. IMPI, IMPUs, MSISDN, pseudonyms), and an authorisation part, which contains 
the user permission flags (e.g. access to application allowed, type of certificates which may be issued). Sometimes also 
called application-specific user security setting. 

GBA User Security Settings: the set of all application-specific user security settings. 

Bootstrapping Usage Procedure: A procedure using bootstrapped security association over Ua reference point. 

Ua Application: An application on the ME intended to run bootstrapping usage procedure with a NAF. 

GBA Function: An entity on the ME executing the bootstrapping procedure with BSF (i.e. supporting the Ub reference 
point) and providing Ua applications with security association to run bootstrapping usage procedure. GBA function is 
called by a Ua application when a Ua application wants to use bootstrapped security association. 

===== BEGIN NEXT CHANGE ===== 

4.4.8 Requirements on selection of UICC application and related keys 

When several applications are present on the UICC, which are capable of running AKA, then the ME shall selectchoose 
one of these UICC applications for performing the GBA procedures specified in this document in the following order of 
preference: 

1. The UE determines which UICC application is to be involved: 

a. the application on the ME that needs Ks_NAF (Ua application) may indicate to the GBA application support 
function (GBA function) the type or the name of the UICC application: no preference, USIM, or ISIM, or  
the “Label” (see definition in TS 31.101 [15]) of the UICC application. 

 If the application on the ME indicated a “Label” of the UICC application, step b below shall be executed. 

 If the application on the ME indicated that the UICC application type should be: 

- the USIM on the UICC; step b below is skipped and in steps c and d only USIM applications are 
considered. 

- the ISIM on the UICC; step c b below is skipped and in steps c and d only ISIM applications are 
considered. 
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 If the application on the ME did not indicate a preference, step b below is skipped and the selection process is 
executed as described below starting with step c, 

b. if a “Label” was indicated in step a, the GBA function shall select (see definition in TS 31.102 [1])  the UICC 
application with the “Label” indicated; if selection of this UICC application does not succeed the selection 
procedure fails; 

c. if no “Label” was indicated in step a, the ME GBA function shall select choose among the active ISIMsUICC 
applications; if there is more than one active ISIMUICC application, the UE GBA function may show an 
ISIM UICC application selection choosing dialogue to the end user (the list contains the "Labels" from the 
application list of the UICC), from which the end user choosesselects the UICC application to be 
selectedISIM; if no dialogue is shown the ME GBA function shall select any one of the active ISIMsthe “last 
selected” active UICC application; in case the Ua application indicated “no preference” and both a “last 
selected” USIM and a “last selected” ISIM are active, then the “last selected” USIM is selected. 

c. the ME shall select among the active USIMs; if there is more than one active USIM, the UE may show a 
USIM selection dialog to the end user (the list contains the "Labels" from the application list of the UICC), 
from which the end user selects the USIM; if no dialogue is shown the ME shall select any one of the active 
USIMs. 

d. if there are no UICC applications active: 

- if there is only one UICC application, the UEGBA function activates selects it, if possible, and selects it; 

- if there is more than one UICC application, the UE GBA function may show a UICC application selection 
choosing dialogue to the end user (the list contains the "Labels" from the application list of the UICC), 
from which the end user selects chooses the UICC application to be activatedselected; if no dialogue is 
shown the ME GBA function shall activate select the default USIM”last selected” UICC application, if 
possible, and select it. 

e. if the type indicated in step a and used in step d was ISIM, but there was no ISIM to select, then step d is 
repeated with type USIM; otherwise the selection process fails. 

NOTE 1: Step e is required for the case that an ISIM as defined in TS 33.203 [16] may be realised using a USIM 
application on the UICC. 

2. If there already is a key Ks derived from the chosenselected UICC application, the UE takes this key to derive 
Ks_NAF. 

3. If there is no such key Ks, the UE first runs the Ub protocol involving the selected UICC application and then 
goes to step 2. 

If a USIM is chosenselected, the IMPI obtained from the IMSI stored on the USIM as specified in 3GPP TS 23.003 
section 13.3 [11], is used in the protocol run over Ub. 

NOTE 12:  Strictly speaking, an IMPI, and the derivation of an IMPI from an IMSI as in 3GPP TS 23.003 section 
13 [11] are only defined in the context of the IMS. For the purposes of this specification, however, an 
identifier obtained from an IMSI as specified in 3GPP TS 23.003 section 13.3 [11] is also called an IMPI, 
even if the user has no IMS subscription.  

If an ISIM is selected, the IMPI stored on the ISIM is used in the protocol run over Ub. 

Whenever an UICC application is successfully selected or terminatedISIM or a USIM is activated or deactivated, the 
rules in this subsection for selecting choosing the UICC application are re-applied and, consequently, the selected UICC 
application chosen for GBA may change. 

Whenever a UICC application is terminated de-selected the shared key Ks established from it in the protocol over the 
Ub reference point (according to sections 4.5.2 and 5.3.2) shall be deleted. 

NOTE 23:  At any one time, there is at most one UICC application chosenselected for performing the GBA 
procedures. 

NOTE 34: The Ua applications on the ME can continue using the NAF specific keys derived also after the shared 
key Ks itself has been deleted until the key lifetime expires. 

===== END CHANGE ===== 
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