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5.3.3 Procedures using bootstrapped Security Association

Before communication between the UE and the NAF can start, the UE and the NAF first have to agree whether to use
shared keys obtained by means of the GBA. If the UE does not know whether to use GBA with this NAF, it uses the
Initiation of Bootstrapping procedure described in clause 5.3.1.

Once the UE and the NAF have established that they want to use GBA then every time the UE wantsto interact with a
NAF the following steps are executed as depicted in figure 5.3.

Next the UE and the NAF have to agree WhICh type of keys to use, Ks ext | NAF or Ks |nt NAF or both The default

MFNAI‘LepbethﬂaretebeuseeHh% The type of key has to be agreed between UE and NAF prlor to the
execution of the procedure described in the remainder of this clause 5.3.3. How this agreement is reached is application-
specific, e.q., mandated by the specific NAFs or negotiated by the NAF and the UE, and is not within the scope of this
document.

NOTE 1: Such an agreement could e.g. be reached by manual configuration, or by an application-specific protocol
step.

Editors Note: The support of unaware GBA_U MEs, which are GBA_ME aware only is FFS.

In general, UE and NAF will not yet share the key(s) required to protect the Ua reference point. If they do not, the UE
proceeds as follows:

- if Ks_ext NAFisrequired and akey Ks ext isavailablein the UE, the UE derivesthe key Ks_ext_ NAF from
Ks ext, as specified in clause 5.3.2;

- if Ks_int_NAFisrequired and akey Ks_int isavailablein the UICC, the ME requests the UICC to derive the
key Ks_int_ NAF from Ks_int, as specified in clause 5.3.2;

NOTE 2: If itisnot desired by the UE to use the same Ks_ext/int to derive more than one Ks_ext/int_ NAF then the
UE should first agree on new keys Ks_ext and Ks_int with the BSF over the Ub reference point, as
specified in clause 5.3.2, and then proceeds to derive Ks_ext NAF or Ks_int_NAF, or both, as required.

- if Ks_ext and Ks_int are not available in the UE, the UE first agrees on new keys Ks ext and Ks_int with the
BSF over the Ub reference point, as specified in clause 5.3.2, and then proceeds to derive Ks_ext NAF or
Ks int_NAF, or both, as required,;

- if the NAF shares a key with the UE, but the NAF requires an update of that key, it shall send a suitable
bootstrapping renegotiation request to the UE and terminate the protocol used over Ua reference point. The form
of thisindication depends on the particular protocol used over Ua reference point. If the UE receives a
bootstrapping renegotiation request, it starts arun of the protocol over Ub, as specified in clause 5.3.2, in order
to obtain new keys.

NOTE 3: If the shared keys between UE and NAF become invalid, the NAF can set deletion conditions to the
corresponding security association for subsequent removal.

NOTE 4: If itisnot desired by the NAF to use the same Ksto derive more than one Ks_int/ext_ NAF then the NAF
should always reply to the first request sent by a UE by sending a key update request to the UE.

UE and NAF can now start the communication over Ua reference point using the keys Ks_ext NAF or Ks_int_ NAF, or
both, asrequired. They proceed as follows:

- The UE supplies the Transaction Identifier to the NAF, as specified in clause 5.3.2, to allow the NAF to retrieve
the corresponding keys from the BSF

NOTE 5: To alow for consistent key derivation in BSF and UE, both have to use the same FQDN for derivation
(cf. NOTE 2 of clause 4.5.2). For each protocol used over Uait shall be specified if only cases (1) and (2)
of NOTE 2 of clause 4.5.2 are allowed for the NAF or if the protocol used over Uashall transfer also the
FQDN used for key derivation by UE to NAF.

NOTE 6: The UE may adapt the keysKs ext NAF or Ks_int_ NAF to the specific needs of the Ua reference point.
This adaptation is outside the scope of this specification.
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- when the UE is powered down, or when the UICC isremoved, any GBA_U keys shall be deleted from storage in
the ME. Thereis no need to delete keysKs_int and Ks_int NAF from storage in the UICC;

NOTE 7: After each run of the protocol over the Ub reference point, new keys Ks_ext and Ks_int, associated with a
new transaction identifier, are derived in the UE according to clause 5.3.2, so that it can never happen,
that keys Ks_ext and Ks_int with different transaction identifiers simultaneoudly exist in the UE.

- When new keysKs_ext and Ks_int are agreed over the Ub reference point and new NAF-specific keys need to
be derived for one NAF _ld, then both, Ks_ext NAF and Ks_int_NAF (if present), shall be updated for this
NAF_Id, but further keysKs_ext NAF or Ks_int_NAF relating to other NAF_Ids, which may be stored on the
UE, shall not be affected;

NOTE 8: Thisrule ensuresthat the keys Ks_ext NAF and Ks_int_ NAF are awaysin synch at the UE and the
NAF.

NAF now starts communication over the Zn reference point with the BSF.

- The NAF requests from the BSF the keys corresponding to the Transaction Identifier, which was supplied by the
UE to the NAF over the Uareference point. If the NAF is GBA_U aware it indicates this by including a
corresponding flag in the request. If the NAF has several FQDNSs, which may be used in conjunction with this
specification, then the NAF shall transfer in the request over Zn the same FQDN, which was used over Ua (see
note above on key derivation in this clause).

- With the keys request over the Zn reference point, the NAF shall supply NAF s public hostname that UE has
used to access NAF to BSF, and BSF shall be able to verify that NAF is authorized to use that hosthame.

- TheBSF derivesthe keys Ks _ext NAF, and Ks_int_NAF (if additionally required), as specified in clause 5.3.2.
If the NAF indicated inits request that it is GBA_U aware, the BSF supplies to NAF both keys, Ks_ext NAF,
and Ks_int_NAF, otherwise the BSF supplies only Ks_ext NAF. In addition, the BSF supplies the lifetime time
of these keys. If the key identified by the Transaction Identifier supplied by the NAF is not available at the BSF,
the BSF shall indicate thisin the reply to the NAF. The NAF then indicates a bootstrapping renegotiation request
(Seefigure 4.5) to the UE.

NOTE: The NAF may adapt the keys Ks_ext NAF and Ks_int_ NAF to the specific needs of the Uareference
point in the same way as the UE did. This adaptation is outside the scope of this specification.

The NAF now continues with the protocol used over the Ua reference point with the UE.

Once the run of the protocol used over Ua reference point is completed the purpose of bootstrapping is fulfilled as it
enabled the UE and NAF to use Uareference point in a secure way.

CR page 3



3GPP TS aa.bbb vX.Y.Z (YYYY-MM) CR page 4

UE |---va---[ NAF |---z---[ BSF

Transaction
[dentifier
, K= eftiint, Prof

Transaction ldentifier
5 extint

Key derivation
ks_extfint -= Ks_ extlin_MAF

1. Application Request

{Tldentifier, msg) 2. Authentication Request

(Tldentifier, hostname)

C&uthentication Answer
(ks MAF, Prof)

The MAF stores
ks_ewtfint_MAF, Praf

4 Application Answer

msq iz appl. specific dataset
Prof iz application specific part of user profile

Figure 5.3: The bootstrapping usage procedure with UICC-based enhancements
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