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4.1 Reference model

Figure 4.1 shows a simple network model of the entities involved in the bootstrapping approach, and the reference
points used between them.
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Figure 4.1: Simple network model for bootstrapping

Figure 4.1a shows a simple network model of the entities involved when the network application function islocated in
the visited network.
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Figure 4.1a: Simple network model for bootstrapping in visited network

NOTE: TheZn' reference point is distinguished from the Zn reference point in that it is used between operators.

4.4.6 Requirements on reference point Zn

The requirements for reference point Zn are:

- mutual authentication, confidentiality and integrity shall be provided;
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If the BSF and the NAF are located within the same operator's network, the Zn reference point shall be secured

according to NDS/IP [10];

If the BSF and the NAF are located in different operators networks, the Zn' reference point between the D-Proxy

and the BSF shall be secured using TL S as specified in RFC 2246 [6];

Editor’s Note: The TLS Certificate profiling needs to be completed and will be added into an Annex.

The BSF shall verify that the requesting NAF is authorised;

The NAF shall be able to send a key material request to the BSF, containing NAF's public hostname used by the
UE's corresponding request. The BSF shall be able to verify that a NAF is authorized to use this hostname, i.e.
the FQDN used by UE when it contacts the NAF;

The BSF shall be able to send the requested key materia to the NAF;
The NAF shall be able to get the subscriber profile information needed for security purposes from BSF;
The BSF shall be able to indicate to the NAF the lifetime of the key material.

Editor’s note: Relationship between Transaction Identifier and subscriber identity is ffs. In the case of Presence

reference point Ut, there are several potential identities that are related to Transaction Identifier, i.e. IMPI
and IMPUs. The subscriber may have several Presence accounts related to same IMPI. Transaction
Identifier does not carry enough information on which IMPU the end-user istrying to use.
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