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***** Start of change ***** 

 

1. The full 16 octet PIN shall be used for pairing and initialisation key establishment 

2. The initialisation key establishment PIN shall be unique to each device. 

3. Out of band secure distribution methods shall be used for the initialisation key establishment PIN 

4. Combination keys shall be used for link key generation. 

5. The connection shall be terminated and restarted at least once a day to force the use of a new random number 
in the Bluetooth ciphering process to prevent key stream repeats  

6. Users shall be informed in the set up instructions about vulnerabilities that are inherent with Bluetooth devices 
in discoverable mode. 

7. The use of a Separate Bluetooth interface/software stack for the local link   that cannot be placed in 
discoverable mode by the user once the pairing process is complete may be considered for high security 
applications.   

8. Only Bluetooth Version 1.2 shall be used which provides protection against interference from the WLAN 
interface in the same band shall be used    

9. Deliberate denial of service attacks on the Bluetooth shall be minimised by reserving at least 20 channels for 
local link communication.     

 

***** End of change ***** 
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