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****************************NEXT CHANGE****************************

6.5 6.5—Protection of the transmitted traffic

6.5.1 General

The data transmitted to the UEs is protected by a symmetric key (an MTK) that is shared by the BM-SC and UEs that
are accessing the MBM S service. The protection of the datais applied by the BM-SC. In order to determine which key
was used to protect the dataaKey_|D isincluded with the protected data. The Key_ID will uniquely identify the M SK
and contaln other information needed to caI culate the MTK LHheUEde%aquave&heMSl@m&ea{edrbyKeyq&

K 3-The MTK isderived according to the
methods deecrlbed in cI ause 6 4, Whenever datafrom an M BMS User Service has been decrypted, if it isto be stored
on the UE it will be stored decrypted.

Note: including the Key ID with the protected data stops the UE trying to decrypt and render content for which it
does not have the MSK.
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6.5.2 Protection of streaming data

Editor’s Note: The content of this clause will be checked after the joint meeting with SA4

6.5.2.1 Usage of SRTP

When it is required to protect MBMS streaming data SRTP (Secure Real-time Transport Protocol) as defined in [9]
shall be used to protect MBMS streaming data. The MTK is carried to the UEs from the BM_SC using extended
MIKEY. MTK shall be used as the master key in SRTP key derivation to derive the SRTP session keys as defined in
chapter 4.3 of [9]. The correct MTK to use to decrypt the datais indicated using the MKI (Master Key identifier) field,
which isincluded in the SRTP packets as defined in [9]. The form of MK shall be a concatenation of MSK ID and
MTK ID,i.e. MKI = (MSK ID || MTK ID).

If the SRTP packets are to be integrity protected, the SRTP authentication tag is appended to the packets as defined in
[9].

SRTP security policy parameters, such as encryption algorithm, are transported in MIKEY Security Policy payload as
defined in chapter 6.10.1in[10].

6.5.1.2 Packet processing in the UE

When the SRTP modul e receives a packet, it will check if it hasthe MTK corresponding to the value in the MKI field in
the cryptographic context.

NOTE: The SRTP module does not need to interpret the MKI field semantics. It only checks whether it has the
MTK corresponding to the MKI value.

If the check is successful, the SRTP modul e processes the packet according to the security policy.

If the SRTP module does not have the MTK, it will request for MTK corresponding to the MKI from the key
management module. When the key management module returns a new MTK, SRTP module will derive new session
keys from the MTK and process the packet. However, if the key management module does not have the MSK indicated
by MKI, then it should fetch the M SK using the methods discussed in the clause 6.3.

The below flow shows how the protected content is delivered to the UE.

UE SRTP packet (MK, auth tag) BM-SC

<
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Figure x. Delivery of protected streaming content to the UE

6.5.3 Protection of download content

Datathat belongs to a download MBM S User Service is decrypted as soon as possible by the UE, if the MSK needed to

provide the relevant MTK is already available on the UE.
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