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*** BEGIN SET OF CHANGES ***

2 References

The following documents contain provisions, which, through reference in this text, constitute provisions of the present
document.

« References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

» For aspecific reference, subsequent revisions do not apply.

« For anon-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including
a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.
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interworking"”.
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for Enhanced Security”.

[7] RFC 2716, October 1999: "PPP EAP TLS Authentication Protocol”.

[8] SHAMAN/SHA/DOC/TNO/WPL/D02/v050, 22-June-01: "Intermediate Report: Results of
Review, Requirements and Reference Architecture”.
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DataLink Control (DLC) layer; Part 1: Basic Data Transport".
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Data Link Control (DLC) layer; Part 2: Radio Link Control (RLC) sublayer”.
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***END SET OF CHANGES ***

*** BEGIN SET OF CHANGES ***

4.2.2 Signalling and user data protection

The subscriber should have at |east the same security level for WLAN access as for his current cellular access
subscription.

3GPP systems should support authentication methods that support protected success/failure indications.
Editors note: Itisfor further study if thisis possible.

The selected WLAN (re-) authentication mechanisms for 3GPP interworking shall provide at least the same level
of security as[33.102] for USIM based access.

The selected WLAN (re-authentication mechanism for 3GPP interworking shall provide at least the same level
of security as[43.020] for SIM based access.

Selected WLAN Authentication mechanisms for 3GPP interworking shall support agreement of session keying
meaterial.

3GPP systems should provide the required keying material with sufficient length and the acceptable levels of
entropy as required by the WLAN subsystem.

Editors note: LS (S3-030166) sent to |EEE 802.11-task group i on their requirements over key length and
entropy of keying material

Selected WLAN key agreement and key distribution mechanism shall be secure against man in the middle
attacks.

Protection should be provided for WLAN authentication data and keying material on the Wa, Wd and Wx
interfaces.

The WLAN technology specific connection between the WLAN-UE and WLAN AN shall be able to utilise the
generated session keying material for protecting the integrity of an authenticated connection.

***END SET OF CHANGES ***

*** BEGIN SET OF CHANGES ***
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5.1.3  Transport of WLAN Access authentication signalling between the
WLAN access network and the 3GPP AAA proxy server

WLAN Authentication signalling shall be transported over the Wa reference point by standard mechanisms, which are
independent on the specific WLAN technology utilised within the WLAN Access network. The transport of
Authentication signalling over Wa reference point shall be based on standard Diameter [23], [24] or RADIUS [15], [26]
protocols.

When the Wa reference point is based on Diameter, it shall be protected with IPsec if there is no physical protection
between the WLAN Access network and the 3GPP AAA proxy/server (the support of |Psec for Diameter is mandatory
as stated in ref. [24]).

NOTE: Incase of RADIUS based Wa reference point, protection is achieved by means of RADIUS standard
procedures. Furthermerel n particular, the attribute MS-MPPE-Recv-K ey (see ref. [36]) provides extra
protection teof the keying material derived in the 3GPP AAA server and sent to the WLAN Access
network.

***END SET OF CHANGES ***
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