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*** BEGIN SET OF CHANGES ***

6.1.4 Fast re-authentication mechanisms in WLAN Access

When authentication processes have to be performed frequently, it can lead to a high network load especially when the
number of connected usersis high. Then it is more efficient to perform fast re-authentications. Thusthe re-
authentication process allows the WLAN-AN to authenticate a certain user in alighter process than afull
authentication, thanks to the re-use of the keys derived on the previous full authentication.

The re-use of keys from previous authentication process shall be performed as follows: the “old” Master Key isfed into
apseudo-random function (asin full authentication) to generate a new Master Session Key (M SK) and a new Extended
MSK. In this process, new Transient EAP Keys (TEKS) are generated but shall be discarded. The TEKs, needed to
protect the EAP packets, shall be the “old” ones. So the EAP packets shall be protected with the same keys asin the
previous full authentication process but the link layer key in the WLAN access network are renewed as the MSK (from
which the link layer key is extracted) is generated again.

This process implies that the AAA server, after afull authentication process when a re-authentication identity has been
issued, shall store the keys needed in case the next authentication is fast re-authentication: MK, TEKs and Counter (in
case there has been previous fast-authentications). When the WLAN UE has completed afull authentication where it
has received the re-authentication identity, it shall store the same datain order to be prepared for fast re-authentication.

***END SET OF CHANGES ***
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