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5 MBMS security functions

5.1 Authenticating and authorizing the user

A UE isauthenticated and authorised in twe-following situations parts-when participating in an MBM S User Service._
That is: Firsthy-

- when the UE performs User Service joining (or leaving ) on the application level

Editor’s Note: The final decision on application level join procedures relies of work in SA4.
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- When the UE astabllsha (or releases) ) the MBMS bearer(s) to rece|ve an MBMS User Serwceand—seeendly—wheﬂ

- when the UE requests and receives M SKs for the MBM S User Service

- when the UE performs post delivery procedures (e.g. point to point repair Sservice)

Editor’s Note: The final decision on post delivery procedures relies of work in SA4.

NOTE: Thelist above does not reflect the order of authentications.

Editor’s Note: It was agreed that the GBA method will be used for MBM S Security (GBA-U + GBA-ME +
MIKEY). It was agreed that the work would continue under the assumption of there being both the
UICC-based solution and M E-based solution. If a Terminal isto support MBMS, then it will need to
support GBA-U.

hhkkhkkkhkhkkhhkhhhhhhhhdhhhhhdhhhdhhhrdhrdx NEXT CHANGE hhkkhkhhkkhhkhhhhhkhhhdhhhkhhdhhhhddxk

6.2 Authentication and authorisation of a user

Editor’ s note: this section will contain the details on authentication and authorization of an MBM S user

Editor’s Note: The exact details on how to derive the keys MRK and MUK from the GBA keys are for ffs.

6.2.1 Authentication and authorisation in application level joining

When the user wantsto join (or leave) an MBM S user service, it shall use HTTP digest authentication [68] for
authentication. HTTP digest is run between BM-SC and ME. The MBMS authentication procedure is based on the
general user authentication procedure over Uainterface that is specified in chapter “Procedures using the bootstrapped
Security Association” in [6]. The BM-SC will act as a NAF according to [6].

The following adaptations apply to HTTP digest:
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- Thetransaction identifier as specified in [86] is used as username

- MRK (MBMS Request Key) is used as password.

- Thejoined MBMS user serviceis specified in client payload of HTTP Digest message.

Editor’s Note: The contents of the client payload are FFS and may require input from TSG SA WG4,

Editor’s Note: The final decision on application level join and |eave procedures relies of work in SA4.

6.2.2 Authentication and authorisation in MBMS bearer establishment

The authentication of the UE during MBMS bearer establishment relies on the authenti cated point—to-point connection
with the network, which was set up using network security described in TS 33.102 [4]. Authorisation for the MBMS
bearer establishment happens by the network making an authorisation request to the BM-SC to ensure that the UE is
allowed to establish the MBM S bearer(s) corresponding to an MBMS User Service (see TS 23.246 [3] for the details).
As MBMS bearer establishment authorisation lies outside the control of the MBM S bearer network (i.e. it is controlled
by the BM-SC), there is an additional procedure to remove the MBM S bearer(s) related to a UE that is no longer
authorised to access an MBM S User Service.

6.2.3 Authentication and authorisation in MSK request

When the UE requests M SK(s), the UE shall be authenticated with HTTP digest asin chapter 6.2.1.

6.2.4 Authentication and authorisation in post delivery procedures

When the UE requests post delivery procedures, the UE shall be authenticated with HTTP digest asin chapter 6.2.1.

Editor’s Note: The final decision on post delivery procedures relies of work in SA4.

Editor’s Note: According to S3-040212, SA4 has a working assumption to use HT TP as the transport protocol but
thisisonly agreed for the download repair service.
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