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51.1 Authentication of the subscriber and the network

A subscriber shall be authenticated before accessing user datain a server. The subscriber shall only be able to
manipulate data that is associated with that particular subscriber.

Editors note: Relationship between Transaction Identifier and subscriber identity is ffs. In the case of Presence Ut
interface, there are several potential identities that are related to the Transaction Identifier, i.e. IMPI and
IMPUs. The subscriber may have several Presence accounts related to same IMPI. Transaction Identifier
does not carry enough information on which IMPU the end-user istrying to use.

Authentication between the subscriber and the network shall be performed as specified in clause 6.1.

Subscriber authentication can be made by the operator using proprietary or non-3G standardized methods. In case 3GPP
authentication mechanisms are used as specified in TS33.220 [11], the authentication of the subscriber shall be based on
the USIM/ISIM. The authentication of the subscriber and the network shall be based on Generic Authentication
Architecture as defined in 3GPP TR 33.919 [15]. Generic Authentication Architecture enables the use of different
authentication methods to be used for the authentication of the subscriber by using:

- subscriber certificates (e.g., TLS, cf. [6,8,9]), or
- shared secrets (e.g., TLS with HTTP Digest, cf. [17]).

The server certificate to be used for application server authentication shall be based on WAPCert [12].

A UE may contact the Presence Server/AP for further instructions on authentication procedures.

The consumption of Authentication Vectors should be minimized. The architecture shall ensure that SQN
synchronization failures are minimized.
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