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4.4.4 Home operator control

Home operator shall be able to control the issuing of subscriber certificates. The control includes to whom the
certificates are alowed to issue and the types of issued certificates.

Operator control is supported by information in the subscriber profile. For each type of subscriber certificate, i.e. for
different key Yusage in WAP Certificate and CRL Profile[7], subscriber profile shall contain aflag that allows or
disalows theissuing of that type of certificate to subscriber. According to WAP Certificate and CRL Profile [7], there
are two types of certificates for users (i.e., subscribers): user certificates for authentication and user certificates for
digital signatures (i.e., non-repudiation).

netweﬂes—H#ater—phas&s—wWhen als&wsted network may issue cert|f|car[es standardlzed Way of
transferring the control information from home network to visited network is needed.

4.4.5  Charging principles

The operator shall be capable to charge issuing of subscriber certificates or delivery of operator CA certificates.

4.4.7 Service Discovery

To enable the certificate enroliment procedure, the addresses of bootstrapping server and PK1 portal should be configured
to the UE. The BSF discovery method is specified in TS 33.220 [11].

A procedure needs to be described on how to discover the location of PKI portal. It shall be possible to enable the UE to be
configured either manually or automatically via one of the following approaches:

- The addressinformation shall be published viareliable channel. Subscribers shall store all the parameters as part
of the establishment of IP connectivity. The address information needs to be input only once.

- The address information shal be pushed automatically to the UE over the air when the subscription to
bootstrapping service is accepted. All the parameters shall be saved into the UE and used in the same manner as
above. The procedure is specified in [19].
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4.7 Functionality in presence of pre-certified key pair or pre-
shared keys

4.7.1 Presence of pre-certified key pair

An aternative to securing certificate enrolment based on AKA and bootstrapping function is to secure certificate
enrolment based on signatures made with pre-certified key in the UE. This aternative has been specified by Open
Mobile Alliance (see section 7.3.4 of [9]) and is thus out of scope of this specification. The functionality in presence of
pre-certified key pair in the UE is explained below only briefly.

In this alternative solution, the UE equipped with a UICC, is previously issued with a pre-loaded, long lasting,
public/private key pair from the home network. This phase would occur out of band, and would result in the UE
possessing along lasting key pair stored in the UICC for the purposes of certificate request authentication. Open Mobile
Alliance (OMA) group offers standardized sol utions by means of WPKI specification [9] and WIM specification [8] for
the storage and the use of long-lasting key pair. USIM and WIM are examples of applications on the UICC that can deal
with the long-lasting keys.

The UE can issue arequest for a certificate to the CA, including a proof of origin (e.g. private key is stored in WIM) by
using an administrative long lasting private key. The certificate request itself could contain a newly generated public
key that isto be certified by the CA. This assumes that the new key pair is generated in the UICC. Access control
security for the pre-loaded long-lasting private key should be at least as good as for access control for USIM.

The certificate for the administrative long lasting private key, that provides the proof of generated key origin, is aways
long lasting certificate. On the other hand the generated user keysin the WIM may have short or long-lived certificate
depending on CA policies (see[8], [9], [14]).

4.7.2 Presence of symmetric pre-shared key

Same as above but the administrate key that provides the proof of generated key origin isashared symmetric key, in
which case it does not have a certificate (see[8], [9], [14]).

NOTE: The pre-shared symmetric key discussed in this chapter is not the same as the shared key associated with
GBA.
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