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aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.
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4.2

Directive 1999/93/EC of the European Parliament and of the Council of 13 December 1999 on a
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Reference model

Figure 1 shows a simple network model of the entitiesinvolved in the certificate issuing, and the iterfacesreference
points used between the network entities.

BSF PKl
Zn Portal

(NAF)

Ub UE

Figure 1: Simple network model for certificate issuing

4.3.2 Bootstrapping Server Function

The bootstrapping server function (BSF) shall support the PKI porta by providing the authentication
| {e-f—subelapse-4-2.2-1)-and subscriber profile information (i.e. whether subscriber is able to enrol a certain types of
subscriber certificate).

4.3.3 User Equipment

| The required new functionality from UE is the support of the reference point Uatrterface (i.e. certification enrolment
protocol) that is protected using the shared keys established during bootstrapping function.

In addition UE may have the capability to generate public and private key pairs, store the private key part to a non-
volatile memory (e.g. in UICC), and protect the usage of the private key part (e.g. with aPIN).
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4.4.6 Subscriber Certificate Profile

Subscriber certificate profile shall be based on WAP Certificate and CRL Profile [7], which in turn is based on profiles
defined in [ETF RFC 3280 [6] and ITU-T X.509 [10]. A certificate profile defines the format and semantics of
certificatesin a specific context. WAP Certificate and CRL profiles specification defines four certificate profiles: two
user certificate profiles—one for authentication and the other for non-repudiation purposes, server certificate profile for
authentication, and authorization certificate profile (i.e., CA certificate). Since subscriber certificates are issued to users,
and since services need CA certificate to validate subscriber certificates, the relevant WAP certificate profilesto be
used with subscriber certificate profiles are the user certificate profiles, and CA certificate profile.

HEFFsand-ETSKs-Qualified certificate profiles by IETF [17]; and ETSI [18] may also be used as the subscriber
certificate profile if the certification practices followed by the certificate issuing operator fulfil all of the requirements
stated in [16,17,18].

The following certificate extensions may be filled with the information given by the UE in the certification request:
- Intended certificate usage (i.e. using keyUsage and/or extK eyUsage extensions[7]).

- Subscriber identities (i.e., subject name field, and possible additional identities defined in the subjectAltName
extension [7]). Operator CA shall authorize each suggested subscriber identity.

- Proof of key origin (i.e., keyGenAssertion). Operator CA shall verify the proof of key origin if it is presented.

NOTE: Itisnot mandatory for Operator CA to insert these suggested extensions by UE to the certificate. Rather,
Operator CA shall issue certificates based on its certification policies. It may write a certification practice
statement (CPS) [4], where it describes the genera requirements and steps taken during the certificate
issuing.

4.4.7 Service Discovery

To enable the certificate enrollment procedure, the addresses of bootstrapping server and PK1 porta should be configured
to the UE. The BSF discovery method is specified in TS 33.220 [11].

Editor's note: For the first phase of standardisation, when bootstrapping server functionality and network application
function are always located in home network, therefore pre-configuration of addresses may be sufficient.
In later phases, however, when UE needs to address of PK1 Portal in the visited network, more flexibleis
needed in the solution.

A procedure needs to be described on how to discover the location of PKI portal. It shall be possible to enable the UE to be
configured either manually or automatically via one of the following approaches:

- The addressinformation shall be published viareliable channel. Subscribers shall store all the parameters as part
of the establishment of IP connectivity. The address information needs to be input only once.

- The addressinformation shall be pushed automaticaly to the UE over the air when the subscription to
bootstrapping service is accepted. All the parameters shall be saved into the UE and used in the same manner as
above. The procedureis specified in OMA’s "Provisioning Content Version 1.1" [19].

4.4.8 Requirements on reference point Ua-interface

The requirements for reference point Uatnterface are:

- UE shall be able to request for subscriber's certification from the PK| portal that plays the role of the NAF over a
network connection;

- NAF shal be able to authenticate UE's certificate request;

- UE shall be ableto acquire an operator's CA certificate over the network connection;
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- UE shall be able to authenticate the NAF response (i.e., operator CA certificate delivery);
- the procedure shall be independent of the access network used;

- the NAF shall have access to the subscriber profile to check the certification policies. This means that the
reference point Zn-rterface TS 33.220 [11] shall support for retrieving a subset of the subscriber profile;

- theresponse and delivery of certificate to UE shall be within afew seconds after the initial certification request;
- certification request format shall be PK CS#10;

- certification response format shall be one of the following: a certificate, a pointer to the certificate, or afull
certificate chain.

4.5 Certificate issuing architecture

‘ 45.1 Reference point Ua-interface

4511 General description

In the certificate issuing, reference point Uatnterface is used to for:
- Theoperator CA certifying subscriber's public keysin format of certificates; and
- Thedeivery of the Operator CA certificate to the UE.

During subscriber certificate issuing, UE may request a certification of apublic key. The supported request format shall
be PKCS#10. It is used to encapsul ate the public key and other attributes (i.e., subject name, intended key usage, etc.).
The request is transported from the UE to the PK1 Portal over reference point Uainterface. Upon receiving the
certification request, the PKI portal will certify the public key according to its own certification practice policies and
subscriber profile which is fetched through BSF from HSS. If PK1 Portal decidesto certify the public key, it will
digitally sign it, and generate the corresponding certificate, which is returned from PKI Porta to the UE, over reference
point Uainterface.

During operator CA certificate delivery, the UE may request the PK1 Porta to deliver operator CA's certificate. In the
corresponding response, the PK| Portal will deliver the CA's certificate to the UE. Since the operator's CA certificateis
typically a self-signed certificate and the validation of certificates signed by this CA is based on this particular CA
certificate, it needs to be delivered over authenticated and secured channel.

Authentication, integrity protection, and possibly encryption of the messages sent over reference point Ua-irterface are
based on the BSF generated shared secret according to the GBA in TS 33.220 [11], where the PKI portd actsasa
Network Application Function (NAF).

4.7.1 Presence of pre-certified key pair

An dternative to securing certificate enrolment based on AKA and bootstrapping function is to secure certificate
enrolment based on signatures made with pre-certified key in the UE. This alternative has been specified by Open
Mobile Alliance (see section 7.3.4 of WPKI [9]) and is thus out of scope of this specification. The functionality in
presence of pre-certified key pair in the UE is explained below only briefly.

In this alternative solution, the UE equipped with a UICC, is previously issued with a pre-loaded, long lasting,
public/private key pair from the home network. This phase would occur out of band, and would result in the UE
possessing along lasting key pair stored in the UICC for the purposes of certificate request authentication. Open Mobile
Alliance (OMA) group offers standardized solutions by means of WPKI specification [9] and WIM specification [8] for
the storage and the use of long-lasting key pair. USIM and WIM are examples of applications on the UICC that can deal
with the long-lasting keys.
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The UE can issue arequest for a certificate to the CA, including a proof of origin (e.g. private key is stored in WIM) by
using an administrative long lasting private key. The certificate request itself could contain a newly generated public
key that isto be certified by the CA. This assumes that the new key pair is generated in the UICC. Access control
security for the pre-loaded long-lasting private key should be at least as good as for access control for USIM.

The certificate for the administrative long lasting private key, that provides the proof of generated key origin, is aways
long lasting certificate. On the other hand the generated user keysin the WIM may have short or long-lived certificate
‘ depending on CA policies (see OMA’'s WIM [8], WPKI [9], and ECMA script [14]_specifications).

4.7.2 Presence of symmetric pre-shared key

Same as above but the administrate key that provides the proof of generated key origin isashared symmetric key, in
‘ which case it does not have a certificate (see OMA’s WIM [8], WPKI [9], and ECMA script [14]_specifications).

NOTE: The pre-shared symmetric key discussed in this chapter is not the same as the shared key associated with
GBA.
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