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Justification for attached CR to TS 33.220 v610
It was decided at SA3#32 that

“ 1. BSF shall be able to indicate to NAF the expiration time of the bootstrapping information. This should be
added as a new requirement into TS 33.220 for Zn interface. . . .

It was commented that only an expiration time would be adequate and not a creation time and validity time. It
was clarified that it may happen that the NAF may have a requirement on the freshness of bootstrapped keys.
Proposal 1 were endorsed by SA WG3, with "bootstrapping information” replaced by "Ks".

(cf. report on SA3#32, text on discussion of S3-040077, which was later merged into S3-040191).
It seems, however, that this decision was never properly implemented in TS 33.220. In order to avoid different

interpretations of the key lifetime sent over Ub and Zn by BSF, UE and NAF, the clarification proposed in the
attached CR seems appropriate.
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4.4 Requirements and principles for bootstrapping
The following requirements and principles are applicabl e to bootstrapping procedure:
- the bootstrapping function shall not depend on the particular NAF;

- the server implementing the bootstrapping function needs to be trusted by the home operator to handle
authentication vectors;

- the server implementing the NAF needs only to be trusted by the home operator to handle derived key
material;

- it shall be possible to support NAF in the operator's home network and in the visited network;
- thearchitecture shall not preclude the support of network application function in athird network;
- tothe extent possible, existing protocols and infrastructure should be reused;
- inorder to ensure wide applicability, all involved protocols are preferred to run over IP,
- it shall be prevented that a security breach in one NAF who is using the GBA, can be used by an attacker to
mount successful attacks to the other NAFs using the GBA.
4.4.1  Access Independence

Bootstrapping procedure is access independent. Bootstrapping procedure requires | P connectivity from UE.

4.4.2  Authentication methods
Authentication between the UE and the BSF shall not be possible without a valid cellular subscription.
Authentication shall be based on the 3GPP AKA protocol.
4.4.3 Roaming
The roaming subscriber shall be able to utilize the bootstrapping function in the home network. The subscriber shall
be ableto utilize network application function that isin avisited network.
4.4.4 Requirements on reference point Ub
The requirements for reference point Ub are:
- the BSF shall be ableto identify the UE;
- the BSF and the UE shall be able to authenticate each other based on AKA;
the BSF shall be able to send a Transaction Identifier to the UE

the BSF shall be able to indicate to the UE the lifetime of the key material. The key lifetime sent by the BSF
over Ub shall indicate the expiry time of the key.

NOTE: this does not preclude a UE to refresh the key before the expiry time according to the UE’s local policy.

4.4.5 Requirements on reference point Zh
The requirements for reference point Zh are:

- mutual authentication, confidentiality and integrity shall be provided;
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NOTE: Thisrequirement may be fulfilled by physical or proprietary security measuresif BSF and HSS are
located within the same operator’ s network.

- the BSF shall be able to send bootstrapping information request concerning a subscriber;
- the HSS shall be able to send 3GPP AKA vectors to the BSF in batches;

- the HSS shall be able to send the subscriber's GAA profile information needed for security purposesto the
BSF;

Editor's note: It's ffs how to proceed in the case where profile is updated in HSS after profileisforwarded. The
question is whether this profile change should be propagated to BSF.

- no stateinformation concerning bootstrapping shall be required in the HSS;
- al procedures over reference point Zh shall beinitiated by the BSF;

Editor’s note: This requirement may need to be modified depending on what happens in the case where the
profilein the HSSis updated.

- the number of different interfaces to HSS should be minimized.

4.4.6 Requirements on reference point Zn
The requirements for reference point Zn are:
- mutual authentication, confidentiality and integrity shall be provided;

NOTE: Thisrequirement may be fulfilled by physical or proprietary security measuresif BSF and NAF are
located within the same operator’ s network.

Editors Note: In the visited NAF scenario, it should be decided how the communication between a D-Proxy and a
BSF is secured. The possible solutions for securing thislink include TLS and | Psec.

- TheBSF shall verify that the requesting NAF is authorised,;

- The NAF shall be ableto send a key material request to the BSF, containing NAF's public hostname used by
the UE's corresponding request. The BSF shall be able to verify that a NAF is authorized to use this
hostname, i.e. the FQDN used by UE when it contacts the NAF;

- TheBSF shall be able to send the requested key materia to the NAF;
- The NAF shall be ableto get the subscriber profile information needed for security purposes from BSF;

- TheBSF shall be ableto indicate to the NAF the lifetime of the key materia._ The key lifetime sent by the
BSF over Zn shall indicate the expiry time of the key, and shall be identical to the key lifetime sent by the
BSF to the UE over Ub.

NOTE: this does not preclude a NAF to refresh the key before the expiry time according to the NAF' s local
policy.

Editor’s note: Relationship between Transaction Identifier and subscriber identity is ffs. In the case of Presence
reference point Ut, there are several potentia identities that are related to Transaction Identifier, i.e. IMPI and
IMPUs. The subscriber may have several Presence accounts related to same IMPI. Transaction Identifier does not
carry enough information on which IMPU the end-user istrying to use.
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4.4.7 Requirements on Transaction Identifier

Transaction identifier shall be used to bind the subscriber identity to the keying material in reference points Ua, Ub
and Zn.

Requirements for Transaction I dentifier are:
- Transaction Identifier shall be globally unique;
- Transaction Identifier shall be usable as a key identifier in protocols used in the reference point Ug;
- NAF shall be able to detect the home network and the BSF of the UE from the Transaction Identifier.

NOTE 1. NAF can remove the security association based on deletion conditions after the key has become
invalid.

NOTE 2: Care hasto be taken that the parallel use of GBA and non-GBA authentication between UE and NAF
does not lead to conflicts, e.g. in the name space. This potentia conflict cannot be resolved in a generic
way asit is dependent on specific protocol and authentication mechanism used between UE and
application server. It istherefore out of scope of this specification.

For the example of HTTP Digest authenti cation used between UE and NAF, parallel useis possible as
the following applies: <username,password>-pairs must be unique to one ream only. Asthe NAF
controls the realm names, it has to ensure that only the GBA based realm is named with the reserved
3GPP realm name. In the special case that the NAF wants to allow non GBA based authentication in
the GBA realm aso, it has to ensure that no usernamesin the format of a Transaction Identifier are
used outside GBA based authentication.
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