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6.7.1 Full authentication with EAP AKA

The processis shown in figure 11.
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Network TE MT USIM

1. EAP Request/Identity

2. Transfer EAP [EAP Request/Iderjtity]

3. READ ("IMSI"or"”Pseudonym{)

4. (IMSI or Pseudonym)

l

5. Transfer EAP [EAP Response/ldlentity [IMSI or Pseudonym]
>

l

6. EAP Response/ldentity [IMSI or Pseydonym]

l

7. EAP Request/AKA-Challenge [RAND, AUTN, MAC, Encrypted temp. iflentifier]

8. Tramsfer EAP [EAP Request/AKA-Challgnge [RAND, AUTN, MAC, Encrjpted temp.
identifier]

» 9.AUTHENTICATE (RAND,AU[TN)
»
Ll

10.AUTHENTICATE(RES, CK|IK)

)l

11. Transfer EAP [EAP Response/AKA-Challenge [RES, MAC]]
d

l
12. EAP Response/AKA-Challenge [RES, MAC]

13. EAP Success

14. Transfer keys for WLAN accgss [MSK, EMSK]

d
)l

Network TE MT uUsIiM

1. EAP Request/Identity

2. Transfer EAP [EAP Request/Idenftity]

»

3. READ ("IMSI"or”"Pseudonym’

4. (IMSI or Pseudonym)

5. Transfer EAP [EAP Response/ldentity [IMSI or Pseudonym]

6. EAP Response/ldentity [IMSI or Pseydpnym]

7. EAP Request/AKA-Challenge [RAND, AUTN, MAC, Encrypted temp. identifier]

8. Trarjsfer EAP [EAP Request/AKA-Challgnge [RAND, AUTN, MAC, Encrylpted temp.
identifiler]

9.AUTHENTICATE (RAND,AU['N)

10.AUTHENTICATE(RES, CK,|IK)

11. Transfer EAP [EAP Response/AKA-Challenge [RES, MAC]]

12. EAP Response/AKA-Challenge [RES, MAC]

13. EAP Success

14. Transfer EAP [EAP Success]

15. Transfer keys for WLAN accesjs [MSK, EMSK]
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8.
9.

10. The USIM replies with the calculated keys CK and IK, which will be used by the MT to derive the Master Key

Figure 11: Full authentication with EAP AKA

The network sends a EAP request identity (either alMSI or a pseudonym) message to the TE (the device
providing WLAN access) in order to initiate the procedure.

The EAP request identity message is forwarded via the Bluetooth interface to the M T.

If the MT does not have the identity available, it requests the identity from the USIM.

The USIM returns the identity to the MT.

TheMT insertsthe identity in the EAP response identity message and sends it to the network viathe TE.
The TE sends the EAP response identity message to the network.

The network initiates the EAP AKA authentication process.

The TE forwards the EAP request to the MT with al the parameters.

The MT requests authentication vectors from the USIM.

(MK) according to ref. [4]. The USIM also returns RES. The MK isthen used as input to generate the keys

needed to calculate the MAC of message 8 (which will be checked against the received one) and the new MAC

for the next message.

11. The EAP response message includes the RES and the calculated MAC.

12. The TE forwards the response message to the network, which will check the validity of the RES and compute the

MAC of the of the entire message received, comparing it with the received MAC.

13. If both checks are correct, the network will send an EAP success message to the TE.

14 TE forward the EAP successto M T as a success indication.

1415, After receiving successindication, Fthe MT will derive according to ref. [4] the Master Session Key and

Extended Master Session Key (MSK and EM SK) and send them to the TE. The TE uses them for security
purposes, for example for WLAN link layer security

6.7.2 Full authentication with EAP SIM

The processis shown in figure 12, and it's very similar to EAP AKA (from MT-TE interface point of view).
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Network MT SIM

1. EAP Request/Identity

2. Transfer EAP [EAP Request/Idenitity]

3. READ ("IMSI” or "Pseudonym()

4. (IMSI or Pseudonym)

5. Transfer EAP [EAP Response/ldentity [IMSI or Pseudonym]

&

6. EAP Response/ldentity [IMSI or Pseudopym]

<

7. EAP Request/SIM-Start []

8. Transfer EAP [EAP Request/SINI-Start [] ]

»

9. Transfer EAP [EAP Response/SIM-Start [NONCE MT] ]

10. EAP Response/SIM-Start NONCE MT]

<&

11. EAP Request/SIM-Challenge [RANDx, MAC, Encrypted temp. identifier|

»

12. Transfer EAP [EAP Request/SIM-Challenge [RANDx, MAC, Enclypted temp.
identifier]

13. AUTHENTICATE (RANDy)

»

14.AUTHENTICATE (SRESYy, K

y)

Repeat signals|13-14 - N number of timgs

15. Transfer EAP [EAP Response/SIM-Challenge [MAC]

16. EAP Response/SIM-Challenge [MAC]

17. EAP Success

18. Transfer EAP [EAP Success]

19. Transfer keys for WLAN access|[MSK, EMSK]
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Network MT SIM

1. EAP Request/Identity

2. Transfer EAP [EAP Request/Identity]

L

~

3. READ ("IMSI” or "Pseudonyny”

4. (IMSI or Pseudonym)

al

5. Transfer EAP [EAP Response/ldentity [IMSI or Pseudonym]

>
)l

6. EAP Response/ldentity [IMSI or Pseudgnym]

)l

7. EAP Request/SIM-Start []

8. Transfer EAP [EAP Request/SIM-Start [] ]

9. Transfer EAP [EAP Response/$IM-Start [NONCE MT] ]
s

10. EAP Response/SIM-Start [NONCE MT]

d
)l

11. EAP Request/SIM-Challenge [RANDx, MAC, Encrypted temp. identifigr

12. Transfer EAP [EAP Request/SIM-Challenge [RANDx, MAC, En¢rypted temp.
identifier]

»

13. AUTHENTICATE (RANDy)

»

14 AUTHENTICATE (SRESy, Kk-y)

Repeat signaJsI3-14 - N number of times

15. Transfer EAP [EAP Response/§IM-Challenge [MAC]

d

l
16. EAP Response/SIM-Challenge [MAC]
-

hal

17. EAP Success

18. Transfer keys for WLAN accesq [MSK, EMSK]

>
l

Figure 12: Full authentication with EAP SIM

1. Thenetwork sends a EAP request identity (either alMSI or a pseudonym) message to the TE (the device
providing WLAN access) in order to inititiate the procedure.

2. The EAP request identity message is forwarded via the Bluetooth interface to the MT.

3. If the MT does not have the identity available, it requests the identity from the USIM.

4. TheUSIM returns the identity to the MT.

5. The MT inserts the identity in the EAP response identity message and sends it to the network viathe TE.
6. The TE sendsthe EAP response identity message to the network.

7. The network initiates the EAP SIM authentication process.

8. The TE forwardsthe EAP SIMstart request to the MT.
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9. The MT generatesa NONCE and sendsit to the TE.
10. The TE forwards the NONCE to the network, which uses the NONCE to calculate the MAC.

11. The network sends an EAP SIM challenge reguest with the calculated MAC (over the whole EAP message and
the NONCE) and the rest of parameters.

12. The TE forwards the message to the MT.
13. The MT extracts the RAND and sends it to the SIM for key calculation.

14. The SIM responds with the calculated SRES and Kc (the two latter messages will be repeated two or three
times). The MT will use the received Kcs (among other inputs) to derive the Master Key (MK) according to
ref. [5]. The MK isthen used as input to generate the keys needed to cal culate the MAC of message 11 (which
will be checked against the received one) and the new MAC for the next message.

15. The MT sends the EAP SIM challenge response with the MAC, calculated over the whole EAP message and the
SRES (the SRES is the concatenated values of the individual SRESy received from the SIM).

16. The TE forwards the message to the network.

17. The network calculates its own copy of the MAC and if it matches the received one, it sends an EAP success
message.

18. TE forward the EAP successto M T as a success indication

1819. After receiving success indication, Fthe MT will derive according to ref. [5] the Master Session Key and
Extended Master Session Key (MSK and EMSK) and send them to the TE, which will use them for other
security purposes, for example WLAN link layer security.

6.7.3 Fast re-authentication with EAP AKA

The keys needed to protect the EAP packets are re-used from the previous full authentication process. The MSK and
EMSK are calculated again using the original MK, as specified in ref. [4]. For this reason, the new MSK and EMSK are
transferred from the MT to the TE when the fast re-authentication process is finished. The processis shown in

figure 13.
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Network TE MT USIM

1. EAP Request/Identity

2. Transfer EAP [EAP Request/Identity]

>

3. Transfer EAP [EAP Response/ldgntity [Re-authentication id]

4. EAP Response/ldentity [Re-autheptication id]

5. EAP Request/AKA-Reauthentication [Counter, NONCE, MAC, Re-authentication id]

6. Transfer EAP [EAP Request/AKA-Reauthentication [Counter, NONCE, MAC, Re-

authentication id]

7. Transfer EAP [EAP Response/AHA-Reauthentication [Counter, MAC]

8. EAP Response/AKA-Reauthentication [Counter, MAC]

9. EAP Success

10. Transfer EAP [EAP Success]

»
P

11. Transfer keys for WLAN access|[MSK, EMSK]

Network TE MT USIiM

1. EAP Request/Identity

2. Transfer EAP [EAP Request/Idenftity]
»

»

3. Transfer EAP [EAP Response/ldgntity [Re-authentication id]

>
Bl

4. EAP Response/ldentity [Re-authentication id]

5. EAP Request/AKA-Reauthentication [Counter, NONCE, MAC, Re-authentication id]

6. Transfer EAP [EAP Request/AKA-Reauthentication [Counter, NONCE, MAC, Re-

authentication id]

»
»

7. Transfer EAP [EAP Response/AKHA-Reauthentication [Counter, MAC]

>
Bl

8. EAP Response/AKA-Reauthentication [Counter, MAC]

hl

9. EAP Success

A 4

10. Transfer keys for WLAN access|[MSK, EMSK]

P

Figure 13: Fast re-authentication with EAP AKA

1. Thenetwork sends a EAP request identity message.
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2. TheTE forwards the message to the MT viathe Bluetooth interface.

3. If the MT received afast re-authentication identity in the last authentication process (either full or fast), it replies
with this fast re-authentication identity in the EAP response identity message.

NOTE: TheMT may need to accessthe USIM to check if thereis are-authentication id available. However, it is
still to be decided whether the USIM will store the re-authentication identities.

4. The MT forwards the message to the network.
5. The network sendsthe EAP AKA challenge with the needed parameters.
6. The TE transfers the message to the M T with the parameters.

7. The MT uses the same keys as in the previous authentication process to calculate the MAC, and checksif it
matches the received one. If it is correct, it calculates anew MAC and sends it in the response message with the
Counter received from the network.

8. The TE forwards the response message to the network.

9. The network calculatesits own copy of the MAC over the received message and checks it with the received one.
If it is correct, it sends a EAP success message.

10. TE forward the EAP successto M T as a success indication.

1011. After receiving successindication, Fthe MT sends the new calculated MSK and EM SK and sends them to the
TE.

6.7.4 Fast re-authentication with EAP SIM

The keys needed to protect the EAP packets are re-used from the previous full authentication process, asin EAP AKA
fast re-authentication. The MSK and EMSK are calculated again using the original MK, as specified in ref. [5]. The new
MSK and EMSK are transferred from the MT to the TE when the fast re-authentication process is finished. The process
isshown in figure 14.
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Network

1. EAP Request/Identity

L= |

4. EAP Response/ldentity [Re-authe

2. Transfer EAP [EAP Request/Iden

[ wr |

tity]

3. Transfer EAP [EAP Response/ldd

5. EAP Request/SIM/Reauthenticati

htication id]
n [Counter, NONCE, MAC, Re-auther

6. Transfer EAP [EAP Request/SIM

tication id]

ntity [Re-authentication id]

Reauthentication [Counter, NO

SIM

NCE, MAC, Re-

authentication id]
7. Transfer EAP [EAP Response/SIM/Reauthentication [Counter, MAC]
48. EAP Response/SIM/Reauthentication [Counter, MAC]
9. EAP Success
10. Transfer EAP [EAP Success] >
11. Transfer keys for WLAN access [MSK, EMSK]

Network

1. EAP Request/Identity

»

2. Transfer EAP [EAP Request/Iden|
»

3. Transfer EAP [EAP Response/ldg

tity]

ntity [Re-authentication id]

4. EAP Response/ldentity [Re-authentication id]
5. EAP Request/SIM/Reauthentication [Counter, NONCE, MAC, Re-autherttication id]
6. Transfer EAP [EAP Request/SIM/Reauthentication [Counter, NONCE, MAC, Re-
authentication id]
>
/Reauthentication [Counter, MAC]

8. EAP Response/SIM/Reauthentica

7. Transfer EAP [EAP Response/SI

>
Bl

tion [Counter, MAC]

hl

9. EAP Success

A 4

10. Transfer keys for WLAN access|

P

[MSK, EMSK]

Figure 14: Fast re-authentication with EAP SIM

1. Thenetwork sends a EAP request identity message.
CR page 11



2. TheTE forwards the message to the MT viathe Bluetooth interface.

3. If the MT received afast re-authentication identity in the last authentication process (either full or fast), it replies
with this fast re-authentication identity in the EAP response identity message.

NOTE: theMT may need to accessthe USIM to check if there is are-authentication id available. However, it is
still to be decided whether the USIM will store the re-authentication identities.

4. The MT forwards the message to the network.
5. The network sendsthe EAP AKA challenge with the needed parameters.
6. The TE transfers the message to the M T with the parameters.

7. The MT uses the same keys as in the previous authentication process to calculate the MAC, and checksif it
matches the received one. If it is correct, it calculates anew MAC and sends it in the response message with the
Counter received from the network.

8. The TE forwards the response message to the network.

9. The network calculatesits own copy of the MAC over the received message and checks it with the received one.
If it is correct, it sends a EAP success message.

10. TE forward the EAP successto M T as a success indication

1011. After receiving success indication, —Fthe MT sends the new calculated MSK and EMSK and sends them to
the TE.
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