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B.2 3GPP object tree

Itu-t(0)

identified-organization(4)

securityDomain(2)

lawfullntercept(2)

fraud(1) threeGPP (4)

hi1(0) hi2(1) hi3(2)

r5(5) ® 6(6)

Figure B.1: 3GPP object tree
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B.3 Intercept related information (HI2)

Declaration of ROSE operation umts-sending-of-IRI is ROSE delivery mechanism specific. When using FTP delivery
mechanism, data Umtsl RIsContent must be considered.

ASN1 description of IRI (HI2 interface)

Unt sHI 20perations {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) |awfulintercept(2)
| threeGPP(4) hi2(1) r6(6) version-23(23)}

DEFINITIONS I MPLICI T TAGS :: =

BEG N

I MPORTS

OPERATI ON,
ERROR
FROM Renot e- Oper at i ons- | nf or nat i on- Obj ect's
{joint-iso-itu-t(2) renote-operations(4) informati onObjects(5) versionl(0)}

Lawf ul I nterceptionldentifier,
Ti meSt anp,

Net wor k- | denti fi er,

Nat i onal - Par anet er s,

Dat aNodeAddr ess,

| PAddr ess,

| P-val ue,

X25Addr ess

FROM HI 20per ati ons
{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)
lawful I ntercept(2) hi2(1) version3(3)}; -- TS 101 671 Edition 3

-- nject ldentifier Definitions

-- Security Domainld
| awf ul I nt er cept Domai nld OBJECT I DENTIFIER ::= {itu-t(0) identified-organization(4) etsi(0)
securitybDomain(2) lawful I ntercept(2)}

-- Security Subdomains
t hr eeGPPSUBDonai nl d OBJECT | DENTI FI ER :: = {l awful I ntercept Donai nld threeGPP(4)}
| hi 2Domai nld OBJECT I DENTIFIER  ::= {threeGPPSUBDonai nl d hi2(1) r6(6) version-23(23)}

unt s-sendi ng-of -1 Rl OPERATION :: =

ARGUMENT Unt sl Rl sCont ent
ERRORS { QperationErrors }
CODE gl obal : {t hreeGPPSUBDomai nl d hi 2(1) opcode(1)}

-- Cass 2 operation . The tiner shall be set to a value between 3 s and 240 s.
-- The timer.default value is 60s.
-- NOTE: The same note as for H managenent operation applies.
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Unt sl Rl sCont ent ;= CHA CE
{
unt si Rl Cont ent Unt sl Rl Cont ent
unt sl Rl Sequence Unt sl Rl Sequence
}
Unt sl Rl Sequence : 1= SEQUENCE OF Unt sl RI Cont ent
-- Aggregation of UmtslRl Content is an optional feature.
-- It may be applied in cases when at a given point in time
-- several IRl records are available for delivery to the same LEA destination.
-- As a general rule, records created at any event shall be sent
-- imediately and not withheld in the DF or MF in order to
-- apply aggragation.
-- Wen aggregation is not to be applied,
-- Untsl Rl Content needs to be chosen.
Unt sl Rl Cont ent 1= CHA CE
{
i Rl - Begi n-record [1] IR -Paraneters, -- include at |east one optional paraneter
i Rl - End-record [2] IRl -Paraneters,
i Rl - Continue-record [3] IRI-Paraneters, -- include at |east one optional paraneter
i Rl - Report-record [4] IR -Paraneters -- include at |east one optional paraneter
}
unknown- ver si on ERROR ::= { CODE | ocal : 0}
m ssi ng- par anet er ERROR ::= { CODE | ocal : 1}
unknown- par anet er - val ue ERROR ::= { CODE | ocal : 2}
unknown- par anet er ERROR ::= { CODE | ocal : 3}

OperationErrors ERROR :: =

{
unknown- ver si on |
m ssi ng- paraneter |
unknown- par anet er - val ue |
unknown- par anet er

-- This values may be sent by the LEMF, when an operation or a paranmeter is m sunderstood.
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Par amet ers havi ng the sane tag nunbers nust be identical

in Rel -5 and Rel -6 nodul es.

I Rl - Par anet er s

{
hi 2Domai nl d
i Rl version

{

version2_(2),

version3 (3)
T OPTI ONAL,
-- if not present,

= SEQUENCE

[0] OBJECT IDENTIFIER, -- 3GPP H 2 domain

[ 23] ENUMERATED

it means version 1 is handl ed

I awful I nterceptionldentifier

[1] Lawful I nterceptionldentifier,

-- This identifier is associated to the target.
tineStanp [3] TimeStanp,

-- date and tinme of the event triggering the report.)
initiator [ 4] ENUMERATED

not - Avai | abl e (0),

originating-Target (1),

in case of GPRS, this indicates that the PDP context activation
-- or deactivation is M5 requested

term nating-Target (2),

in case of GPRS,

this indicates that the PDP context activation or

} OPTI ONAL,

| ocati onOf TheTar get

deactivation is network initiated

[8] Location OPTI ONAL,

| ocation of the target subscriber
partyl nformation [9] SET SIZE (1..10) OF Part
-- This paraneter provides the concerned party,

yl nfornmation OPTI ONAL,
the identiy(ies) of the party

--)and all

the infornation provided by the party.

servi ceCent er Addr ess

[13] Partylnformation OPTI ONAL,

e.g. in case of SMS nessage this paraneter provides the address of the relevant
-- server within the calling (if server is originating) or called (if server is
-- termnating) party address paraneters
[14] SMs-report OPTI ONAL,
-- this paranmeter provides the SM5S content and associ ated i nformation

sMB

nati onal - Paraneters [16] Nati onal - Paranet ers OPTI ONAL,

gPRSCor r el ati onNunber
gPRSevent

[18] GPRSCorrel ati onNurmber OPTI ONAL,
[20] GPRSEvent OPTI ONAL,

-- This information is used to provide particular action of the target

sgsnAddr ess

gPRSOper at i onErr or Code
ggsnAddr ess

qos

net wor kl denti fier
sMSOri gi nati ngAddr ess
sMSTer m nat i ngAddr ess

i Msevent

sl PMessage

ser vi ngSGSN- nunber

such as attach/detach

[21]
[22]
[ 24]
[ 25]
[ 26]
[27]
[ 28]
[29]
[ 30]
[31]
[32]

Dat aNodeAddr ess OPTI ONAL,

GPRSOper at i onEr r or Code OPTI ONAL,

Dat aNodeAddr ess OPTI ONAL,
Ut sQos OPTI ONAL,

Net wor k- | denti fi er OPTI ONAL,
Dat aNodeAddr ess OPTI ONAL,
Dat aNodeAddr ess OPTI ONAL,

| MSevent OPTI ONAL,

OCTET STRI NG OPTI ONAL,
OCTET STRING (Sl ZE (1..20))
OCTET STRING (Sl ZE (5..17))

OPTI ONAL,
OPTI ONAL,

servi ngSGSN- addr ess
-- COctets are coded according to 3GPP TS 23.003 [25]

Par anet ers having the sane tag nunbers nust be identical in Rel-5 and Rel -6 nodul es

kkkkkk*k

Next modification****** *

UrtsQos ::= CHO CE

gosMbbi | eRadi ogostu—[1] OCTET STRI NG-{SHZE(3.11)),

-- The gosMbi | eRadi ogestu—paraneter shall

be coded in accordance with the 8§ 10.5.6.5 of

docunent

r ef [9] or ref [21] without the Quality of service

-- quality of service |E (

That

is first two octets carrying 'Qality of service | El"

and

' Leﬁgt h of quality of

service I|E shall

gosGn [2] COCTET STRI

-- gosCn paraneter shall

be excl uded).

be coded in accordance with § 7.7.34 of docunent

ref [17]
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*xxxxxx  Next modification* * *****

B.3a Interception related information (HI2 CS)

For North Americathe use of J-STD-25 A[23] isrecommended.

Declaration of ROSE operation sending-of-IRI is ROSE delivery mechanism specific. When using FTP delivery
mechanism, data IRI-Content must be considered.

ASN1 description of IRI (HI2 CSinterface)

Unt sCS- HI 20per at i ons

{ itu-t (0) identified-organization (4) etsi (0) securityDomain (2) lawfullntercept (2) threeGPP(4)
hi 2CS (3) version-1 (1)}

DEFINITIONS | MPLICI T TAGS :: =

BEG N

| MPORTS OPERATI ON,
ERROR
FROM Renot e- Oper at i ons- | nf or nat i on- Cbj ect s
{joint-iso-itu-t (2) renote-operations(4) informationCbjects(5) versionl(0)}

Lawf ul I nterceptionldentifier,
Ti neSt anp,
Intercepted-Call-State,

Partyl nfornation,

Cal | Cont ent Li nkChar acteristics,
Comuni cati onl denti fier,

CC-Li nk-ldentifier,

Nat i onal - Par aneters

FROM HI 20per at i ons
{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)
lawful I ntercept(2) hi2(1) version3(3)} — Version 3 of TS 101 671 ASN. 1

Locati on,
SMS-report

FROM Unt sHI 20per at i ons
{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)
lawful intercept(2) threeGPP(4) hi2(1) r6(6) version-23(23)};

-- nject ldentifier Definitions

-- Security Donainld
| awf ul I nt er cept Domai nld OBJECT | DENTIFIER ::= {itu-t(0) identified-organization(4) etsi(0)
securityDomain(2) lawful I ntercept(2)}

-- Security Subdomai ns
t hr eeGPPSUBDonai nl d OBJECT | DENTI FI ER :: = {l awful I ntercept Donai nld threeGPP(4)}
hi 2CSDomai nl d OBJECT | DENTI FI ER :: = {t hr eeGPPSUBDonai nl d hi 2CS(3) version-1(1)}
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*xxxkxk Next modification** *****
B.4 HI3 CC definition

Unts-H 3-PS {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) |awfulintercept(2)
| threeGPP(4) hi3(2) r6(6) version-1(1)}

DEFINITIONS I MPLICI T TAGS :: =
BEG N

| MPORTS

GPRSCor r el at i onNunber
FROM Unt sHI 20per at i ons
{itu-t(0) identified-organization(4) etsi(0) securityDomain(2) |awfulintercept(2) threeGPP(4)
hi 2(1) r6(6) version-13(%3)} -- from 3GPP Unt sHI 2Qper ati ons

Lawf ul I nterceptionldentifier,

Ti meSt anp
FROM HI 20per at i ons
{itu-t(0) identified-organization(4) etsi(0) securityDomain(2) |awfullntercept(2) hi2(1)
version3(3)}; -- fromETSI H 2Qperations TS 101 671 Edition 3
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