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5 Security features

[Editor’s note: This section shall explain the provided security features in detail]

51 Authentication of the subscriber and the network and
Security Association Management

[Editor’s note: This section shall deal with subscriber identity and authentication of the subscriber and Home
Network/Serving Network. The authentication and key management mechanisms fulfilling the
requirements in chapter 4 shall be listed here]

51.1 End to End WLAN Access Authentication (Scenario 2)

WLAN access authentication signalling is executed between WLAN-UE and 3GPP AAA Server. This authentication
signalling shall be independent on the WLAN technology utilised within WLAN Access network.. WLAN
authentication signalling for 3GPP-WLAN interworking shall be based on Extensible Authentication Protocol (EAP) as
specified in RFC 2284 (ref. [3])

51.2 Transport of authentication WLAN Access signalling over the WLAN
Radio interface

WLAN authentication signalling is carried between WLAN-UE and WLAN Access Network by WLAN Access

Technology specific protocols. These WLAN technology specific protocols shall be able to meet the security

requirements set for WLAN Access control in 3GPP-WLAN interworking. To ensure multi-vendor interoperability

these WL AN technology specific protocols shall conform to existing standards of the specific WLAN access

technology. For |EEE 802.11 type of WLAN radio interfaces the WLAN radio interface shall conform to |EEE 802.11i
standard (ref. [6]).

5.1.3  Transport of WLAN Access authentication signalling between the

WLAN access network and the 3GPP AAA proxy server
WLAN Authentication signalling shall be transported over \W+Wa reference point by standard mechanisms, which are
independent on the specific WLAN technology utilised within the WLAN Access network. The transport of

Authentication signalling over YW+Wa reference point shall be based on standard Diameter[23,24] or RADIUS
[15,26]protocols.

5.1.4  Transport of authentication signalling between the 3GPP AAA proxy
server and the 3GPP AAA server

WLAN Authentication signalling shall be transported over ¥AW/s'Wd reference point by standard mechanisms.

5.1.5  Transport of WLAN Access authentication signalling between the
3GPP AAA server and the HSS

WLAN Authentication signalling shall be transported over Wx reference point by standard mechanisms.

5.1.6 User Identity Privacy in WLAN Access

User identity privacy (Anonymity) is used to avoid sending the cleartext permanent subscriber identity (NAI) and make
the subscriber's connections unlinkabl e to eavesdroppers.
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User identity privacy is based on temporary identities, or pseudonyms. The procedures for distributing, using and
updating temporary identities are described in ref. [4] and [5]. Support of this feature is mandatory for implementations
in the network and WLAN UE.;-but-eptional-for- The use of this feature is optional in the network, but mandatory in the
WLAN UE.

The AAA server generates and delivers the pseudonym and/or the re-authentication identity to the WLAN-UE as part of
the authentication process. The WLAN-UE shall not interpret the pseudonym or re-authentication identity, it will just
store the received identifier and use it at the next authentication. Clause 6.4 describes a mechanism that allows the home
network to include the user's identity (IMSI) encrypted within the pseudonym_and re-authentication identity.

To avoid user traceability, the user should not be identified for along period by means of the same temporary identity.
On the other hand, the AAA server should be ready to accept at least two different pseudonyms, in case the WLAN-UE
failsto receive the new one issued from the AAA server. The mechanism described in Clause 6.4 also includes facilities
to maintain more than one allowed pseudonym.

If identity privacy is used but the AAA server cannot identify the user by its pseudonym, the AAA server requests the
user to send its permanent identity. This represents a breach in the provision of user identity privacy. It is a matter of
the operator's security policy whether to alow clients to accept requests from the network to send the cleartext
permanent identity. If the client rejects alegitimate request from the AAA server, it will be denied access to the service.

[Editor's note: The use of PEAP with EAP/AKA and EAP/SIM is currently under consideration. If PEAP is used,
the temporary identity privacy scheme provided by EAP/AKA and EAP/SIM is not needed.]

51.7 Re-authentication in WLAN Access

A re-authentication maybe full or fast. Full re-authentication means that a new full authentication procedure will take
place as theinitial authentication procedure where new keys are generated in the (U)SIM card and in the network, and a
fast re-authentication implies a new authentication in which some keys are not generated in (U)SIM and in the network,
but reused from the previous authentication process.

NOTE:
The use of fast re-authentication implies the advantage of save processing time in the WLAN UE and the
AAA server and save power consumption, mainly in the WLAN UE. However, it has the disadvantage
that the continuous re-use of keys maybe risky if the user is accessing alow trusted WLAN AN. In this
case the keys should be refreshed and hence full re-authentication should be used. The use of fast re-
authentication should be |eft for situations in which the user is accessing a high trusted WLAN AN.

WLAN 802.1x/AAA re-authentication is performed between WLAN-UE and AAA server, through WsWd and Wr-Wa
interfaces.

NOTE:

The WLAN-AN may initiate the 802.1x/AAA re-authentication process periodically. The frequency of
the 802.1x/AAA re-authenticationsis determined by atimer which normally is set by O& M procedures
in the WLAN-AN but it may be sent to the WLAN-AN by the AAA server in aRADIUS or Diameter
message (in the attribute RADIUS Session Timeout) or Diameter AV P Authorization-Lifetime).

The WLAN UE may initiate the 802.1x/AAA re-authentication process, for example upon moving to a
new access point. The WLAN UE may also initiate the 802.1x/AAA re-authentication periodically;
however it is out of the scope how the WLAN UE determines the frequency of periodic 802.1x/AAA re-
authentications.

The 3GPP AAA server may initiate the 802.1x/AAA re-authentication process upon some event (for example the
amount of data reported in accounting messages exceeds some limit), or periodically, aternatively to the usage of the
Session Timeout/Authorization-Lifetime. The frequency of periodic 802.1x/AAA re-authentications is determined by a
timer, whichis normally set by O&M procedures in the 3GPP AAA server.

NOTE:

If several elements (UE, WLAN AN, 3GPP AAA server) maintain timers for periodic 802.1x/AAA re-
authentications, then the element that has the shortest timer will determine the frequency of periodic
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802.1x/AAA re-authentications, because each e ement is able to initiate an 802.1x/AAA re-
authentication.

At reception of the Session Timeout attribute, or the Authorization-Lifetime AVP, the WLAN-AN may
substitute the previoudly set counter by the received one. Nevertheless, the 3GPP network does not have
the certainty that the counter sent by the AAA server is enforced by the WLAN AN, since the latter may
not support this feature (the reception and acceptance of this attribute or AVP). In this case, the WLAN
AN will discard it and trigger the re-authentications in the period set by O& M procedures as mentioned
before.

The 802.1x/AAA re-authentication process will be performed either with an EAP SIM/AKA full
authentlcailon process or with an EAP SI M/AKA fast re~authent|cat|on proc&es{#emnewenn—wi%e

ep&F&authenneaHemd—%F:A%LMMKAias—Fe-au{henueaHQH—Both procem are deSCI’I bedin thls
TS.

The EAP SIM/AKA fast re-authentication process shall be implemented together with the full authentication procedure
in the network and the WLAN UE, although theits use of EAP SIM/AKA fast re-authentication is optional in the

network and depends on operators  polices. The decision of using the fast re-authentication processis taken by the
home network (i.e. the AAA server) and indicated to the WL AN UE by means of sending the re-authentication identity

to the WLAN UE in any authentication process. When a re-authentication process isinitiated by the network, the

WLAN UE shall reply with the re-authentication identity if it is available (it was received in the previous successful

authentication), and it will be the home network (AAA server), when receiving this re-authentication identity the

ultimate point of decision of whether to continue with afast re-authentication or to defer to afull re-authentication. This

decision of using fast re-authentication depends on operators’ polices.

NOTE:

These policies depend on the level of trust of the 3GPP operator and the WLAN AN, and the possible
threats detected by an operator, which may require a periodic refresh of keys. The full process description
can befound in ref. [4] and [5].

kkkkkhkkhkkhkkkkkkkkk NEXT CHANGE kkkkhkkhkhkhkhkhkkkkkkkhhkx
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6 Security mechanisms

[Editor’s note: This section shall describe the security mechanisms that are provided inter domain, intra domain and
to the WLAN-UE.]

6.1 Authentication and key agreement

[Editor’s note: This section shall describe in detail how the authentication is performed and how the keys are derived
and delivered to the different nodes.]

[Editor’s note: The content of this section is directly copied from TS 23.xxx v0.1.0 and shall be reviewed by SA3]

6.1.1 USIM-based WLAN Access Authentication

USIM based authentication is a proven solution that satisfies the authentication requirements from section 4.2. This
form of authentication shall be based on EAP-AKA (ref. [4]), as described in section 6.1.1.1.

[Editor’s note: also see section 4.2.4 on WLAN-UE Functiona Split]

6.1.1.1 EAP/AKA Procedure

The EAP-AKA authentication mechanism is specified in ref. [4]. The present section describes how this mechanism
is used in the WLAN-3GPP interworking scenario.
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Figure 7.1: Authentication based on EAP AKA scheme

1. A connection is established between the WLAN-UE and the WLAN-AN, using aWireless LAN technology
specific procedure (out of scope for this specification).
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2. The WLAN-AN sends an EAP Reguest/Identity to the WLAN-UE.

EAP packets are transported over the Wireless LAN interface encapsulated within a Wireless LAN technology
specific protocol.

3. The WLAN-UE sends an EAP Response/ldentity message. The WLAN-UE sends its identity complying with
Network Access Identifier (NAI) format specified in RFC 2486. NAI contains either atemporary identifier
(pseudonym) allocated to the WLAN-UE in previous authentication or, in the case of first authentication, the
IMS!.

NOTE: Generating an identity conforming to NAI format from IMSI is defined in EAP/AKA [4]

4. The message isrouted towards the proper 3GPP AAA Server based on the realm part of the NAI. The routing
path may include one or several AAA proxies (not shown in the figure).

NOTE: Diameter referral can aso be applied to find the AAA server.
5. The 3GPP AAA server receives the EAP Response/l dentity packet that contains the subscriber identity.

6. 3GPP AAA Server identifies the subscriber as a candidate for authentication with EAP-AKA, based on the
received identity. The 3GPP AAA Server then checks that it has an unused authentication vector available for
that subscriber . If not, a set of new authentication vectorsis retrieved from HSS/HLR. A mapping from the
temporary identifier to the IMSI may be required.

NOTE: It could also be the case that the 3GPP AAA Server first obtains an unused authentication vector for the
subscriber and, based on the type of authenticator vector received (i.e. if aUMTS authentication vector is
received), it regards the subscriber as a candidate for authentication with EAP-AKA.

7. 3GPP AAA server checksthat it hasthe WLAN access profile of the subscriber available. If not, the profileis
retrieved from HSS. 3GPP AAA Server verifiesthat the subscriber is authorized to use the WLAN service.

Although this step is presented after step 6 in this example, it could be performed at some other point, however
before step 14. (This will be specified as part of the Wx interface.)

8. New keying material is derived from IK and CK., cf. [4]. Thiskeying material isrequired by EAP-AKA, and
some extra keying material may also be generated for WLAN technology specific confidentiality and/or integrity
protection.

A new pseudonym mayt be chosen and protected (i.e. encrypted and integrity protected) using EAP-AKA
generated keying material..

9. 3GPP AAA Server sends RAND, AUTN, a message authentication code (MAC) and two user identities (if they
are generated): protected pseudonym and/or re-authenticationid to WLAN-AN in EAP Request/AKA-
Challenge message. The sending of the re-authentication id depends on 3GPP operator’s policies on whether to
alow fast re-authentication processes or not. It impliesthat, at any time, the AAA server decides (based on
policies set by the operator) to include the re-authentication id or not, thus allowing or disallowing the triggering
of the fast re-authentication process.

10. The -WLAN-AN sends the EAP Request/AK A-Challenge message to the WLAN-UE.

11. The WLAN-UE runs UM TS agorithm on the USIM. The USIM verifiesthat AUTN is correct and hereby
authenticates the network. If AUTN isincorrect, the terminal rejects the authentication (not shown in this
example). If the sequence number is out of synch, terminal initiates a synchronization procedure, c.f. [4]. If
AUTN is correct, the USIM computes RES, IK and CK.

The WLAN UE derives required additional new keying material from Ysiag the new computed IK and CK from
USIM, the WEAN-UE-checks the received MAC with the new derived keying material. and-derivesreguired

additional-keying-matertal

If a protected pseudonym was received, then the WLAN-UE stores the pseudonym for future authentications.

12. WLAN UE calculates a new MAC value covering the EAP message with the new keying material. WLAN-UE
sends EAP Response/ AK A-Challenge containing calculated RES and thea new calculated MAC value to the
WLAN-AN.,

13. WLAN-AN sends the EAP Response/AKA-Challenge packet to 3GPP AAA Server.
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14.3GPP AAA Server checks the received MAC and compares XRES to the received RES.

15.1f al checksin step 14 are successful, then 3GPP AAA Server sends the EAP Success message to WLAN-AN.
If some extra keying material was generated for WLAN technology specific confidentiality and/or integrity
protection, then the 3GPP AAA Server includes this keying material in the underlying AAA protocol message
(i.e. not at EAP level). The WLAN-AN stores the keying material to be used in communication with the
authenticated WLAN-UE.

16. WLAN-AN informs the WLAN-UE about the successful authentication with the EAP Success message. Now the
EAP AKA exchange has been successfully completed, and the WLAN-UE and the WLAN-AN share keying

material derived during that exchange.
6.1.2 GSM SIM based WLAN Access authentication

SIM based authentication is useful for GSM subscribers that do not have a UICC with a USIM application. This form of
authentication shall be based on EAP-SIM (ref. [5]), as described in section 6.1.2.1. This authentication method satisfies
the authentication requirements from section 4.2., without the need for a UICC with a USIM application

[Editor’s note: also see section 4.2.4 on WLAN UE split]

6.1.2.1 EAP SIM procedure

The EAP-SIM authentication mechanism is specified in ref. [5]. The present section describes how this mechanism
is used in the WLAN-3GPP interworking scenario.
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Figure 7.2: Authentication based on EAP SIM scheme

1. A connection is established between the WLAN-UE and the WLAN-AN, using aWireless LAN technology
specific procedure (out of scope for this specification).
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2. The WLAN-AN sends an EAP Request/Identity to the WLAN-UE.

EAP packets are transported over the Wireless LAN interface encapsulated within a Wireless LAN technology
specific protocol.

3. The WLAN-UE sends an EAP Response/ldentity message. The WLAN-UE sendsitsidentity complying with
the Network Access Identifier (NAI) format specified in RFC 2486. NAI contains either atemporary identifier
(pseudonym) allocated to WLAN-UE in previous authentication or, in the case of first authentication, the IMSI.

NOTE: Generating an identity conforming to NAI format from IMSI is defined in EAP/SIM.

4. The message is routed towards the proper 3GPP AAA Server based on the realm part of the NAI. The routing
path may include one or several AAA proxies (not shown in the figure).

NOTE: Diameter referral can also -be applied to find the AAA server.
5. The 3GPP AAA server receives the EAP Response/ldentity packet that contains the subscriber identity.

6. The 3GPP AAA Server, identifies the subscriber as a candidate for authentication with EAP-SIM, based on the
received identity;-, and then it —sends the EAP Request/SIM-Start packet to WLAN-AN.

NOTE: It could also be the case that the 3GPP AAA Server first obtains an authentication vector for the
subscriber and, based on the type of authenticator vector received (i.e. if a GSM authentication vector is
received), it regards the subscriber as a candidate for authentication with EAP-SIM.

7. WLAN-AN sends the EAP Request/SIM-Start packet to WLAN-UE

8. The WLAN-UE chooses a fresh random number NONCE_MT. The random number is used in network
authentication.

The WLAN-UE sends the EAP Response/SIM-Start packet, containing NONCE_MT, to WLAN-AN.
9. WLAN-AN sends the EAP Response/SIM-Start packet to 3GPP AAA Server

10. The AAA server checksthat it has available N unused authentication vectors for the subscriber. Several GSM
authentication vectors are required in order to generate keying material with effective length equivalent to EAP-
AKA.. If N authentication vectors are not available, a set of authentication tvectorsis retrieved from HSS/HLR.
A mapping from the temporary identifier to the IMSI may be required.

Although this step is presented after step 9 in this examples, it could be performed at some other point, for
example after step 5, however before step 12. (This will be specified as part of the Wx interface.)

11. The AAA server checksthat it hasthe WLAN access profile of the subscriber available. If not, the profileis
retrieved from HSS/HLR. 3GPP AAA Server verifies that the subscriber is authorized to use the WLAN service.

Although this step is presented after step 10 in this example, it could performed at some other point, however
before step 18. (Thiswill be the specified as part of the Wx interface).

12. New keying material is derived from NONCE_MT and N Kc keys. This keying material is required by EAP-
SIM, and some extra keying material may also be -generated for WLAN technology specific confidentiality
and/or integrity protection.

A new pseudonym and/or a re-authentication identity may be chosen and protected (i.e. encrypted and integrity
protected) using EAP-SIM generated keying material.

A message authentication code (MAC) is calculated over the EAP message using an EAP-SIM derived key.
ThisMAC is used as a hetwork authentication value.

3GPP AAA Server sends RAND, MAC, protected pseudonym and re-authentication identity (the two latter in
case they were generated) to WLAN-AN in EAP Request/SIM-Challenge message. The sending of the re-
authentication id depends on 3GPP operator’s policies on whether to allow fast re-authentication processes or
not. It impliesthat, at any time, the AAA server decides (based on policies set by the operator) to include the re-
authentication id or not, thus allowing or disallowing the triggering of the fast re-authentication process.

13. The WLAN sends the EAP Request/SIM-Challenge message to the WLAN-UE.
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14.WLAN-UE runs N times the GSM A3/A8 agorithmsin the SIM, once for each received RAND.
This computing gives N SRES and Kc values.
The WLAN-UE derives additional keying material from N Kc keysand NONCE_MT.

The WLAN-UE calculatesits copy of the network authentication MAC with the newly derived keying material
and checksthat it is equal with the received MAC. If the MAC isincorrect, the network authentication has failed
and the WLAN-UE cancel s the authentication (not shown in this example). The WLAN-UE continues the
authentication exchange only if the MAC is correct.

The WLAN-UE calculates a new MAC with the new keying material covering the EAP message concatenated to
the N SRES responses.

If a protected pseudonym was received, then the WLAN-UE stores the pseudonym for future authentications.
15. WLAN-UE sends EAP Response/SIM-Challenge containing calculated MAC to WLAN-AN.
16. WLAN-AN sends the EAP Response/SIM-Challenge packet to 3GPP AAA Server.
17.3GPP AAA Server comparesits copy of the response MAC with the received MAC.

18. If the comparison in step 17 is successful, then 3GPP AAA Server sends the EAP Success message to WLAN-
AN. If some extra keying material was generated for WLAN technology specific confidentiality and/or integrity
protection, then the 3GPP AAA Server includes this derived keying material in the underlying AAA protocol
message. (i.e. not at EAP level). The WLAN-AN stores the keying material to be used in communication with
the authenticated WLAN-UE.

19. WLAN-AN informs the WLAN-UE about the successful authentication with the EAP Success message. Now the
EAP SIM exchange has been successfully completed, and the WLAN-UE and the WLAN_AN may share
keying material derived during that exchange.

NOTE: Thederivation of the value of N isfor further study.

*kkkkkhhkhkkkkkkkkk NEXT CHANGE khkkkkkkkkkhhhkhkhrkxkx

6.1.4 Fast rRe-authentication mechanisms in WLAN Access

When authentication processes have to be performed frequently, it can lead to a high network load specially when the
number of connected usersis high. Then it is more efficient to perform fast re-authentications. Thus the fast re-
authentication process allows the WLAN-AN to authenticate a certain user in alighter process than a full
authentication, thanks to the re-use of the keys derived on the previous full authentication.

6.1.4.1 EAP/AKA procedure

The implementation of EAP/AKA must include the fast re-authentication mechanism described in this chapter, although
its use ir-the AAA-server-is optional and depends on operator’s policies, which will be enforced by the AAA server by
means of sending the re-authentication identity in any authentication process. The complete procedure is defined in ref
[4]. Inthis section it is described how the process works for WLAN-3GPP interworking.
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Figure 6: EAP AKA fast rRe-authentication

1. WLAN-AN sends an EAP Request/I dentity to the WLAN-UE.

2. WLAN-UE replies with an EAP Response/ldentity containing a re-authentication identity (thisidentity was
pre\/lously dellvered by AAA server inafull authentlcanon procedure) IheAA#EAN—HEeanJake&hedee&sreﬁef

3. The WLAN-AN forwards the EAP Response/ldentity to the AAA server.

4. The AAA server initiates the Counter (which wasinitialized to one in the full authentication process) and sends
it in the EAP Reguest message, together with the NONCE, the MAC (calculated over the NONCE) and are-
authentication id for anext fast re-authentication. If the AAA server is not able to deliver are-authentication
identity, next time the WLAN-UE will force a full-authentication (to avoid the use of the re-authentication
identity more than once).

5. The WLAN-AN forwards the EAP Request message to the WLAN-UE.

6. The WLAN-UE verifiesthat the Counter value is fresh and the MAC is correct, and it sends the EAP Response
message with the same Counter value (it is up to the AAA server to step it up) and a calculated MAC.

7. The WLAN-AN forwards the response to the AAA server.
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8. The AAA server verifiesthat the Counter value is the same as it sent, and the MAC is correct, and sends an EAP
Success message.

9. The EAP Success message is forwarded to the WLAN-UE.

6.1.4.2 EAP/SIM procedure
The implementation of EAP/SIM must include the fast re-authentication mechanism described in this chapter, although
itsuse isoptional and depends on operator’s policies, which will be enforced by the AAA server by means of sending

the re-authentication identity in any authentication process. The complete procedure is defined in ref [4]. In this section
it is described how the process works for WLAN-3GPP interworking.

UE WLAN 3GFP HEs!
AN S A HLE

1. EAP Reguest/Tdentity

b |

2. EAP ResponseJdentity
[Fe-auth. id]

-

3. EAP ResponseTdentity
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Figure 7: EAP SIM fast rRe-authentication

1. WLAN-AN sends an EAP Request/I dentity to the WLAN-UE.

2. WLAN-UE replies with an EAP Response/ldentity containing a re-authentication identity (this identity was
pre\/lously dellvered by AAA server inafull authentlcanon procedure) IheAA#EAN—HEea&take&hedeeaeﬁef

3. The WLAN-AN forwards the EAP Response/ldentity to the AAA server.
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4. The AAA server initiates the Counter (which wasinitialized to one in the full authentication process) and sends
it in the EAP Reguest message, together with the NONCE, the MAC (calculated over the NONCE) and are-
authentication id for a next fast re-authentication. If the AAA server is not able to deliver are-authentication
identity, next time the WLAN-UE will force a full-authentication (to avoid the use of the re-authentication
identity more than once).

5. The WLAN-AN forwards the EAP Request message to the WLAN-UE.

6. The WLAN-UE verifiesthat the Counter value is fresh and the MAC is correct, and it sends the EAP Response
message with the same Counter value (it is up to the AAA server to step it up) and a calculated MAC.

7. The WLAN-AN forwards the response to the AAA server.

8. The AAA server verifiesthat the Counter value is the same as it sent, and the MAC is correct, and sends an EAP
Success message.

9. The EAP Success message is forwarded to the WLAN-UE.

*kkkkhkhhhkhkkkkkkkk NEXT CHANGE khkkkkkkkkkkhhkhkhxkxkx

6.4.1 Temporary ldentity Generation

Temporary |dentities (Pseudonyms or re-authentication identities) are generated as some form of encrypted IMSI.
Advanced Encryption Standard (AES) (seeref. [17]) in Electronic Codebook (ECB) mode of operation with 128-bit
keysis used for this purpose.

In order to encrypt with AES in ECB mode, it is necessary that the length of the clear text isamultiple of 16 octets.
This clear text is formed as follows:

1. A Compressed IMS is created utilising 4 bits to represent each digit of the IMSI. According to ref. [18], the
length of the IMSI is not more than 15 digits (numerical characters, 0 through 9). The length of the Compressed
IMS shall be 64 hits (8 octets), and the most significant bits will be padded by setting all the bitsto 1.

E.g.. IMSI =214070123456789 (MCC =214 ; MNC = 07 ; MSIN = 0123456789)
Compressed IMSI = 0xF2 0x14 0x07 0x01 0x23 0x45 0x67 0x89

Observe that, at reception of atemporary identity, it is easy to remove the padding of the Compressed IMS as
none of the IMSI digits will be represented with 4 bits set to 1. Moreover, a sanity check should be done at
reception of a pseudonym, by checking that the padding, the MCC and the MNC are correct, and that al
characters are digits.

2. A Padded IMS is created by concatenating an 8-octet random number to the Compressed IMS.

A 128-hit secret key, Kpsevu, is used for the encryption. The same secret key must be configured at all the WLAN AAA
serversin the operator network so that any WLAN AAA server can obtain the permanent identity from atemporary
identity generated at any other WLAN AAA server (see section 6.4.2).

The figure below summarises how the Encrypted IMS is obtained.
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Kpseu

A

AES in
Padded IMSI —— ECB mode —» Encrypted IMSI

Once the Encrypted IMS has been generated, the following fields are concatenated:
- Encrypted IMS, so that a AAA server can later obtain the IMSI from the temporary identity.

- Key Indicator, so that the AAA server that receives the temporary identity can locate the appropriate key to de-
encrypt the Encrypted IMSI. (See section 6.4.2.)

- Temporary identity Tag, used to mark the identity astemporary pseudonym or re-authentication identity. The
tag should be different for pseudenys-identities generated for EAP-SIM and for EAP-AKA.

«—6 bits—»<«—4 bits—»«—+——128 bits (16 octets) ——»
Key
Indicator

“ 138 bits

Tag Encrypted IMSI

The Temporary Identity Tag is necessary so that when aWLAN AAA receives a user identity it can determine whether
to processit as a permanent or atemporary user identity. Moreover, according to EAP-SIM/AKA specifications, when
the Authenticator node (i.e. the AAA server) receives atemporary user identity which-deesnetrecogrizeis not able to
map to a permanent user identity, then the permanent user identity (if the precesswasfull-authenticationAAA server
recognizesit as a pseudonym) or afull authentication identity (if the precesswasre-adthenticationAAA server
recognizes it as a re-authentication id) shall be requested from the WLAN client. As the procedure to request the
permanent user identity is different in EAP-SIM and EAP-AKA, the Temporary Identity Tag must be different for EAP-
SIM pseudonyms or re-authentication identities) and for EAP-AKA pseudonyms or re-authentication identities, so that
the AAA can determine which procedure to follow.

The last step in the generation of the temporary identities consists on converting the concatenation above to a printable
string using the BASE64 method described in section 4.3.2.4 of ref. [16]. With this mechanism, each 6-bit group is used
asan index into an array of 64 printable characters. As the length of the concatenation is 138 bits, the length of the
resulting temporary identity is 23 characters, and no padding is necessary. Observe that the length of the Temporary
identityTag has been chosen to be 6 bits, so that it directly trandlates into one printable character after applying the
transformation. Therefore, at reception of a user identity, the AAA server can recognise that it is atemporary identity
for EAP-SIM or atemporary identity for EAP-AKA without performing any reverse transformation (i.e. without
trandlating any printable character into the corresponding 6 bits).

6.4.2 Key Management

A 128-bit encryption key shall be used for the generation of temporary identities for a given period of time determined
by the operator. Once that time has expired, a new key shall be configured at all the WLAN AAA servers. The old key
shall not be used any longer for the generation of temporary identities, but the AAA servers must keep a number of
suspended (old) keys for the interpretation of received temporary identities that were generated with those old keys.
The number of suspended keys kept in the AAA servers (up to 16) should be set by the operator, but it must be at |east
one, in order to avoid that a just-generated temporary identity becomes invalid immediately due to the expiration of the

key.

Each key must have associated a Key Indicator value. This valueisincluded in the pseudonym (see Key Indicator field
in section 6.4.1), so that when aWLAN AAA receivesthe temporary identity, it can use the corresponding key for
obtaining the Padded IMS (and thence the Username).
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If atemporary identity issent to aWLAN client but then the user does not initiate new authentication attempts for a
long period of time, the key used for the generation of that temporary identity could eventually be removed from all the
WLAN AAA servers. If the user initiates an authentication attempt after that time using that old temporary identity, the
receiving AAA server will not be able to recognise the temporary identity as avalid one but it will be able to recognize
the type of temporary identity (pseudonym or re-authentication identity), and it will request the permanent user identity
from the WLAN client (if the precesstemporary identity was a re-authentication identity, the AAA server will request
first a pseudonym, and if it is not recognized, the permament user identity) Hence, in order to achieve that permanent
user identities are used as little as possible, it is recommended that the encryption key is not renewed very often.

The configuration of the keys could be done via O& M, as shown in the figure below.

AAA AAA AAA

O&M Interface

Periodic Key
Generator

Handling of these secret keys, including generation, distribution and storage, should be done in a secure way.

6.4.3 Impact on Permanent User Identities

User identities (permanent or temporary) are sent with the form of a NAI, according to the EAP-SIM/AKA
specifications, and the maximum length of a NAI that we can expect to be handled correctly by standard equipment is
72 octets (seeref. [14]). Moreover, this NAI will be transported inside the User-Name attribute of a RADIUS Access-
Request, with standard length up to 63 octets (see ref. [15]). Therefore, it can be assumed that the maximum length of a
WLAN user identity should be 63 octets (i.e. 63 characters).

Since the length of the pseudenysn temporary identity proposed in section 6.4.1 is 23 characters, the length of the realm
part of any WLAN permanent user identity must always be 40 characters or less. This applies regardless of whether the
length of the username part of the permanent user identity is less than 23 characters. (Note that aWLAN temporary user
identity is formed as a NAI with the pseudonym or re-authentication identity as the username part and the same realm
part as the permanent user identity.)

Moreover, the WLAN permanent user identities should not begin with the character resulting of the printable encoding
transformation (see section 6.4.1) of the Pseudenym Temporary identity Tag used for EAP-SIM and EAP-AKA
pseudonyms or or re-authentication identities. Thisis needed so that at reception of aWLAN user identity, the AAA
server can determine whether it is a permanent or atemporary user identity.
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