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CHANGED SECTION

5.2.11 SEG certificate creation

Using device-specific management methods, the certificate creation shall beinitiated. As specified in section 7.2, either
t+he CMPv2 protocol shat-be-used-between the roaming CA and the SEG for automatic certificate enrolment_or
manual SEG certificate installation using PK CS#10 formats can be used. This is an operator decision depending for
example on the number of SEG elements.
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NEXT CHANGED SECTION

5.2.13 SEG certificate renewal

A new SEG certificate needs to be in place before the old SEG certificate expires. The procedure is similar to the SEG
certificate creation and canshalt be either fully automated by using CMPv2 as specified in section 7.2 or done manually
using PKCS#10 formats. Thisis an operator decision depending for example on the number of SEG elements.
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NEXT CHANGED SECTION

7.2 Life cycle management

Certificate Management Protocol v2 (CMPv2) [4] shall be the supported protocol to provide certificate life cycle
management capabilities. All SEGs and Roaming CAs shall support initial enrolment by SEG from CA viaCMPv2, i.e.
receiving a certificate from the roaming CA, and updating the key of the certificate via CMPv2 before the certificate
expires.

Enrolling a certificate to a SEG is an operation done more often than inter-operator cross-certifications, thus more
automation iscould be required by the operator than is possible with a PK CS#10 approach. However, also manual SEG
certificate installation using PK CS#10 formats shall be supported. It should be also noted that the lifetime of a cross-
certificate is considerably longer than the lifetime of a SEG certificate. The basic CMPv2 functionalities such as
enrolment and key update are widely implemented and interoperable.

Editor's note: CMPv2 is till at draft status, but is aready widely supported (see 'CMP Interop Project':
http://www.ietf.org/proceedings/00dec/dides/PK1X-4/), and expected to move to Draft Standard statusin
the near future. Thusit is expected that CMPv2 receives a RFC status before the NDS/AF specification is
completed. Additionally, CMPv2 is preferred to CMPv1(RFC2510), because of the interoperability issues
with CMPv1.
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