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2 References

The following documents contain provisions which, through reference in thistext, constitute provisions of the present
document.

» References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

» For aspecific reference, subsequent revisions do not apply.

» For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1] 3GPP TS 21.133: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects, 3G Security; Security Threats and Requirements’.

[2] 3GPP TR 21.905: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; Vocabulary for 3GPP Specifications”.

[3] 3GPP TS 23.002: "3rd Generation Partnership Project; Technical Specification Group Services
and Systems Aspects; Network architecture”.

[4] 3GPP TS 23.060: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects, General Packet Radio Service (GPRS); Service description; Stage 2".

[5] 3GPP TS 23.228: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; |P Multimedia Subsystem (IMS); Stage 2".

[6] 3GPP TS 29.060: "3rd Generation Partnership Project; Technical Specification Group Core
Network; General Packet Radio Service (GPRS); GPRS Tunnelling Protocol (GTP) acrossthe Gn
and Gp Interface”.

[7] 3GPP TS 33.102: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; 3G Security; Security Architecture”.

[8] 3GPP TS 33.103: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; 3G security; Integration guidelines’.

[9] 3GPP TS 33.120: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; 3G Security; Security Principles and Objectives'.

[10] 3GPP TS 33.203: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; Access security for 1P-based services'.

[11] RFC-2393: "1P Payload Compression Protocol (IPComp)”.

[12] RFC-2401: " Security Architecture for the Internet Protocol”.

[13] RFC-2402: "IP Authentication Header".

[14] RFC-2403: "The Use of HMAC-MD5-96 within ESP and AH".

[15] RFC-2404: "The Use of HMAC-SHA-1-96 within ESP and AH".

[16] RFC-2405: "The ESP DES-CBC Cipher Algorithm With Explicit V",

[17] RFC-2406: "I P Encapsulating Security Payload".

[18] RFC-2407: "The Internet | P Security Domain of Interpretation for ISAKMP".

[19] RFC-2408: "Internet Security Association and Key Management Protocol (ISAKMP)".
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[20] RFC-2409: "The Internet Key Exchange (IKE)".

[21] RFC-2410: "The NULL Encryption Algorithm and Its Use With 1 Psec”.

[22] RFC-2411: "1P Security Document Roadmap”.

[23] RFC-2412: "The OAKLEY Key Determination Protocol”.

[24] RFC-2451: "The ESP CBC-Mode Cipher Algorithms”.

[25] RFC-2521: "ICMP Security Failures Messages'.

[26] RFC-3554: "On the Use of Stream Control Transmission Protocol (SCTP) with 1Psec”.

[27] RFC-1750: “Randomness Recommendations for Security".

[28] 3GPP TS 25.412: "3rd Generation Partnership Project; Technical Specification Group Radio
Access Network; UTRAN lu interface signalling transport".

[29] RFC-3602: "The AES-CBC Cipher Algorithm and Its Use with IPsec”
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5.3.3 Support of ESP encryption transforms

I Psec offers afairly wide set of confidentiality transforms. The transforms that compliant 1Psec implementations are
required to support are the ESP_NULL and the ESP_DES transforms. However, the Data Encryption Standard (DES)
transform is no longer considered to be sufficiently strong in terms of cryptographic strength. Thisis also noted by
IESG in anote in RFC-2407 [18] to the effect that the ESP_DES transform islikely to be deprecated as a mandatory
transform in the near future.

It is therefore explicitly noted that for usein NDS/IP, the ESP_DES transform shall not be used and instead it shall be
mandatory to support the ESP_3DES transform.

Support for the AES-CBC cipher algorithm [29] is mandatory. It is noted that the AES-CBC key length for use with this
specification shall be 128 bits.
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54 Profiling of IKE

The Internet Key Exchange protocol shall be used for negotiation of 1Psec SAs. The following additional requirement
on IKE is made mandatory for inter-security domain SA negotiations over the Za-interface.

For IKE phase-1 (ISAKMP SA):
- The use of pre-shared secrets for authentication shall be supported;
- Only Main Mode shall be used;
- IP addresses and Fully Qualified Domain Names (FQDN) shall be supported for identification;
- Support of 3DES in CBC mode shall be mandatory for confidentiality;

- Support of AESin CBC mode [29] shall be mandatory for confidentiality;

- Support of SHA-1 shall be mandatory for integrity/message authentication.

Phase-1 IKE SAs shall be persistent with respect to the IPsec SAsisderived fromit. That is, IKE SAsshall have a
lifetime for at least the same duration as does the derived |Psec SAs.

The IPsec SAs should be re-keyed proactively, i.e. anew SA should be established before the old SA expires. The
el apsed time between the new SA establishment and the cancellation of the old SA shall be sufficient to avoid losing
any data being transmitted within the old SA.

For IKE phase-2 (IPsec SA):
- Perfect Forward Secrecy is optional;
- Only IP addresses or subnet identity types shall be mandatory address types,

- Support of Notifications shall be mandatory.

Key Length and support of AES transfor m:

Since the AES-CBC allows variable key lengths, the Key Length attribute must be specified in both a Phase 1 exchange
[20] and a Phase 2 exchange [18]. It is noted that the key length for use with this specification shall be 128 bits.
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