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1. Overall Description:

CN4 thank SA3 for their LS on Special RAND mechanism (S3-030653).

SA3's suggestion to extract the visited network identity from the lower layers of the MAP-stack i.e. from the
SCCP calling party address of the request that arrives at the HLR/AuC and use it to determine uniquely the
permitted algorithm settings was not over-enthusiastically well received by CN4. Although it may be possible
as an implementation option to extract the needed information from the lower layer, CN4 do not endorse to
mandate such behaviour.

As an alternative CN4 agreed to add the needed information (requesting PLMN-ID) as a parameter transferred
on MAP level in the SendAuthenticationinfo request message. The CR introducing the new parameter in the
MAP protocol is attached.

2. Actions:

none

3. Date of Next CN4 Meeting:

CN4 #22 16" February — 20" February 2004; Atlanta, USA
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8.5.2 MAP_SEND_AUTHENTICATION_INFO service

85.2.1 Definition

This serviceis used between the VLR and the HLR for the VLR to retrieve authentication information from the HLR.
The VLR requests up to five authentication vectors.

Also thisserviceis used between the SGSN and the HLR for the SGSN to retrieve authentication information from the
HLR. The SGSN requests up to five authenti cation vectors.

If the user isaUMTS subscriber, the HLR shall return authentication quintuplets. If the user isa GSM subscriber, the
HLR shall return authentication triplets.

If the HLR cannot provide the VLR or the SGSN with triplets, an empty responseisreturned. The VLR or the SGSN
may then re-use old authentication triplets, except where thisis forbidden under the conditions specified in 3GPP TS
43.020[24].

If the HLR cannot provide the VLR or the SGSN with quintuplets, an empty responseis returned. The VLR or the
SGSN shall not re-use old authentication quintupl ets.

If the VLR or SGSN receivesaMAP_SEND_AUTHENTICATION_INFO response containing a User Error parameter
as part of the handling of an authentication procedure, the authentication procedure in the VLR or SGSN shall fail.

Security related network functions are further described in 3GPP TS 43.020 [24] and 3GPP TS 33.200.

The service isaconfirmed service and consists of four service primitives.

8.5.2.2 Service primitives

The service primitives are shown in table 8.5/2.

Table 8.5/2: MAP_SEND_AUTHENTICATION_INFO parameters

Parameter name Request Indication Response Confirm

Invoke id M M(=) M(=) M(=)
IMSI C C(=)

Number of requested vectors C C(=)

Requesting node type C C(=)

Re-synchronisation Info C C(=)

Segmentation prohibited indicator C C(®d

Immediate response preferred indicator U C (9

Requesting PLMN ID C C(=)

AuthenticationSetList C C(3
User error C C(3
Provider error O

8.5.2.3 Parameter use
Invokeid

See clause 7.6.1 for the use of this parameter.
IMSI

See clause 7.6.2 for the use of this parameter.

This parameter shall be present in the first (or only) request of the dialogue. If multiple service requests are present in a
dialogue then this parameter shall not be present in any service request other than the first one.

Number of requested vectors
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A number indicating how many authentication vectors the VLR or SGSN is prepared to receive. The HLR shall not
return more vectors than indicated by this parameter.

This parameter shall be present in the first (or only) request of the dialogue. If multiple service requests are present in a
dialogue then this parameter shall not be present in any service request other than the first one.

Reguesting node type

The type of the requesting node (SGSN or VLR).

This parameter shall be present in the first (or only) request of the dialogue. If multiple service requests are present in a
dialogue then this parameter shall not be present in any service request other than the first one.

Re-synchronisation Info

For definition and use of this parameter see 3GPP TS 33.200.

If multiple service requests are present in adialogue then this parameter shall not be present in any service request other
than thefirst one..

Segmentation prohibited indicator

This parameter indicatesif the VLR or SGSN allows segmentation of the responseat MAP user leve.
This parameter may be present only in thefirst request of the dialogue.

Immediate response preferred indicator

This parameter indicates that one of the requested authentication vectors is requested for immediate usein the VLR or
SGSN. It may be used by the HLR together with the number of requested vectors and the number of vectors stored in
the HLR to determine the number of vectors to be obtained from the AuC. It shal beignored if the number of available
vectorsis greater than the number of requested vectors.

If multiple service requests are present in adialogue then this parameter shall not be present in any service request other
than thefirst one.

Requesting PLMN 1D

The PLMN-ID of the requesting node. See3GPP TS 23.003.

This parameter shall be present in thefirst (or only) request of the dialogue. If multiple service requests are present in a
dialogue then this parameter shall not be present in any service request other than the first one.

AuthenticationSetList

A set of one to five authentication vectors are transferred from the HLR to the VLR or from the HLR to the SGSN, if
the outcome of the service was successful.

User error

One of the following error causes defined in clause 7.6.1 shall be sent by the user in case of unsuccessful outcome of
the service, depending on the respective fail ure reason:

- unknown subscriber;
- unexpected data val ue;
- systemfailureg
- datamissing.
Provider error

See clause 7.6.1 for the use of this parameter.
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17.7.1 Mobile Service data types
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SendAut henti cationlnfoArg ::=

i MBi
nunber OF Request edVect or s
segment ati onProhi bi t ed

i mredi at eResponsePreferred

re-synchroni sationl nfo
ext ensi onCont ai ner

request i ngNodeType
requesti ngPLMN- | d

[0] IMBI,

Nunmber Of Request edVect or s,

NULL OPTI ONAL,
[1] NULL OPTI ONAL,
Re-synchroni sationl nfo OPTI ONAL,

[ 2] ExtensionCont ai ner OPTI ONAL,
[3] Requesti ngNodeType OPTI ONAL,
[4] PLMN-Id OPTI ONAL}

PLMN- I d ::

= OCTET STRING (SI ZE (3))
-- The internal structure is defined

as foll ows:

-- octet 1 bits 4321

Mobi l e Country Code 1st digit

-- bits 8765 Mobi l e Country Code 2nd digit
-- octet 2 bits 4321 Mobi | e Country Code 3rd digit
-- bits 8765 Mobi | e Network Code 3rd digit

or filler (1111) for 2 digit MCs

-- octet 3 bits 4321

Mobi | e Network Code 1st digit

- - bits 8765

Mobi | e Net work Code 2nd digit

CR page 4



	S3-030669_N4-031289.doc
	N4-031315.doc


