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Abstract

This paper discusses the use of service 27 and 38 and the effects on 2G/3G Interworking and emergency calls.

1 Introduction and overview of specifications

TS 31.102 (T3) clause 4.2.8 defines

* Sarvice 27 as'GSM access which resembles feature 1 of TS 33.102 (see later paragraph). The
USIM only includes the Key Kc in a 3G authentication response if service 27 is available.

* Service38iscalled 'GSM security context’. Feature 2 of TS 33.102 (See |ater paragraph) requires
that both Service 27 and 38 be present on the USIM.

TR 31.900 (T3) clause 5.1 specifies

“To support a 2G/3G dual mode ME in a 2G radio access network, the USIM may provide functions for 2G backward
compatibility. Two particular USM services are defined for such purposes:

1. Servicen® 27: "GSM Access'. This serviceis essential when a 2G BSSisinvolved. The USIM additionally
generates the 2G ciphering key Kc required by the 2G air interface. From the security point of view, this
behaviour can be characterised as " 3G + Kc mode" (see below). Further, the USIM supports some additional
2G data storage elements that are necessary for 2G radio access.

2. Servicen® 38: "GSM Security Context". This service isrequired when a 2G VLR/SGSN and/or a 2G HLR/AuC is
involved. The USIM performs 2G AKA, i.e. it accepts 2G input data and generates 2G output data. From the
security point of view, this behaviour can be characterised as "virtual 2G mode" (see below).

A 2G VLR/SGSN never goes with a 3G BSS. Hence when a 2G VLR/SGSN is involved, then a 2G BSSis always
part of the transmission chain and service n® 27 is additionally required, i.e. services n°® 27 and n° 38 have to be
available at the same time.

If services n®° 27 and n°® 38 are not supported by the USIM (which the ME can detect from the USIM Service Table
during the USIM activation procedure) network access isimpossible in a mixed 2G/3G environment, even if a SM
application is available on the UICC. A 3G ME only accesses the USM application on the UICC.

From the security point of view, the compatibility services are connected to up to three different operation modes (see
also Annex B):
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- Normal 3G mode: Theresults of the 3G algorithm are sent to the ME without any change. The USIM receives
RAND and AUTN and responds with RES, CK and IK. This mode appliesif service n° 27 is not available.

- 3G + Kcmode: The 2G ciphering key Kc (derived from CK, IK) is additionally included in the response. The
US M receives RAND and AUTN and responds with RES, CK, IK and Kc. This requires conversion function c3
to be supported by the USIM. If service n° 27 is available in the USIM, this mode is always active and the ME
picks the relevant val ues from the USIM response according to the present network situation.

- Virtual 2G mode: The US M receives a 2G authentication request with RAND and returns a 2G authentication
response with SRES (derived from RES) and ciphering key Kc (derived from CK, IK). Thisrequires a particular
algorithm execution mode plus conversion functions c2 and c3 to be supported by the USIM. If service n® 38 is
available in the USIM, this mode is not always active. The ME may switch the USM from normal 3G mode or
3G + Kc mode to virtual 2G mode by sending a particular command parameter according to the present
network situation.

The services n° 27 and n° 38 are both optional. Network operators can decide whether to include them into their USIMs
and hence to allow network access with lower security level.”

Section 6.8.1.5 of TS 33.102 defines optional USIM features to enable backwards compatibility with GSM.

“The USM shall support UMTS AKA and may support backwards compatibility with the GSM system, which consists
of:

Feature 1: GSM cipher key derivation (conversion function c3) to access GSV BSS attached to a R99+
VLR/SGSN using a dual-mode R99+ ME;

Feature 2: GSM AKA to access the GSM BSS attached to a R98- VLR/SGSN or when using R99+ ME not
capable of UMTS AKA or R98- ME;

Feature 3: SM-ME interface (GSM 11.11) to operate within R98- ME or R99+ ME not capable of UMTS
AKA.

A CRto TS 33.102 has been submitted to SA3#29 to correct the inaccuracy in clause 6.8.1.5 saying that
GSM access can be forbidden by not implementing Service 27. This however does only apply if that service
is not implemented in the ME and if ciphering is active in the BSS. TR 31.900 includes the same inaccuracy.

This contribution focuses on the consequences to 2G/3G interworking and emergency cdls.
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2 2G/3G interworking and emergency call scenarios

2.1 The effects of Service 27

A serving network does currently not know anything about USIM capabilities (i.e. on the lack of, or
existence of any service implemented on the USIM). The dual mode mobile will indicate support of GSM
and UMTS bands in the classmark irrespective of the presence of ‘service 27'. The classmark does only
indicate ME capabilities.

Suppose we take a dual mode mobile and insert aUSIM within it that has ‘ service 27’ not implemented.

Some of these scenarios aso apply for aR99 single mode GSM capable mobile that supports the USIM
interface.

Following scenarios may happen:

SCN-1. First aconnection is setup viaUMTS access, thereafter ahandover is started. The handover will
fail if GSM access ciphering is activated by the serving network because the USIM did not generate
the key Kc. The network has no indication of the error reason. The network might repetitively try to
handover the mobile, which may cause unnecessary signaling load in the network. It cannot be
expected that a user knowing the capabilities of hisUSIM (i.e. the lack of GSM access) may be able
to correlate thisto the failed handover after having viewed the * GSM network ciphering indicator’
on his display.

SCN-2. The mobile tries to location update while being under GSM coverage. The connection will be
rejected if GSM access ciphering is subsequently activated by the serving network because the
USIM did not generate the key Kc. The network has no indication of the error reason. The network
might repetitively try to activate ciphering, which may cause unnecessary signaling load in the
network. It cannot be expected that a user knowing the capabilities of his USIM (i.e. the lack of
GSM access) may be able to correate this to the failed connection after having viewed the ' GSM
network ciphering indicator’ on his display.

SCN-3. First aconnection is setup via UMTS access, thereafter ahandover is started. The handover will
succeed when GSM access ciphering isNOT activated by the serving network.

Now let’s consider following scenarios for emergency calls:

SCN-4. An emergency call will succeed while being under GSM coverage when the USIM isNOT
inserted. (if the serving network alows USIM-less cals).

SCN-5. An emergency call cannot be set up while being under GSM coverage with ciphering enabled
when a USIM isinserted while the USIM did not generate the key Kc.

SCN-6. An emergency call can be set up while being under GSM coverage with ciphering disabled
when aUSIM isinserted.

Also SCN-1 to SCN-3 appliesfor Emergency cals;

As can be seen from these scenarios the absence of ‘ service 27’ on the USIM which isinserted in adual
mode ME can have some unexpected effectsto the call.
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The expected behavior from service 27 (i.e. GSM only access) for a user having such aUSIM is similar with
that of amobileindicating MS classmark ‘UMTS only’. However if the MS classmark is set to "UMTS
only" then adua mode ME with such aUSIM inserted could not make an emergency call anymore over
GSM (now irrespective of whether ciphering is enabled or not).

It is therefore important to discuss this first from a service point of view with following list of question that
need to be answered:

1) Should an ME with a USIM without service 27 be prevented from accessing GSM systems regardl ess of
whether or not GSM ciphering is enabled?

2) Should an ME with aUSIM without service 27 be prevented from handing over from UMTS to GSM
regardless of whether or not GSM ciphering is enabled?

3) Should an ME with a USIM without service 27 be prevented from making GSM emergency calls?

4) Should an ME with a USIM without service 27 be prevented from handing over emergency calls from
UMTSto GSM?

2.2 The effects of service 38

Suppose we take a dual mode mobile and insert aUSIM within it, that has ‘ service 38" not implemented.
Some of these scenarios also apply for aR99 single mode GSM capable mobile that supports the USIM
interface.

Following scenarios may happen:

SCN-7. First aconnection is setup via UMTS access, thereafter ahandover is started. The handover may
fail if anew 2G authentication is performed within the target serving network. This may be happen
during or after handover. The network might repetitively try to authenticate the mobile, which may
cause unnecessary signaling load in the network. It cannot be expected that a user knowing the
capabilities of hisUSIM (i.e. the lack of GSM security context) may be able to correlate thisto the
failed handover or dropped call after having viewed the ‘ GSM network ciphering indicator’ on his

display.

SCN-8. The mobiletries to location update when a pre-R99 MSC/SGSN is involved. The connection
will bergjected if 2G authentication is subsequently activated by the serving network because the
USIM does not support 2G authentication. The network has no indication of the error reason. The
network might repetitively try to authenticate the mobile during the location update, which may
cause unnecessary signaling load in the network. It cannot be expected that a user knowing the
capabilities of hisUSIM (i.e. the lack of GSM security context) may be able to correlate thisto the
failed connection after having viewed the * GSM network ciphering indicator’ on his display.

Now let’s consider following scenarios for emergency calls:

SCN-9. An emergency call will succeed while being under GSM coverage when the USIM is NOT
inserted. (if the serving network allows USIM-less calls).

SCN-10. Anemergency cal cannot be set up while being under GSM coverage if pre-R99
MSC/SGSN isinvolved. The network might repetitively try to authenticate the mobile, which may
cause unnecessary signaling load in the network.

Also SCN-7 to SCN-8 apply for Emergency cdls;

Similar scenarios can happen if using a GSM capable mobile with a USIM that has ‘ service 38’ not
implemented, but only ‘service 27'.
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Similar questions as with ‘ service 27’ can be asked:

5) Should an ME with a USIM without service 38 be prevented from making GSM emergency calls?
6) Should an ME with aUSIM without service 38 be prevented from handing over emergency callsfrom
UMTSto GSM?

3 Proposal

Siemens proposes to ask CN1 if TS 24.008 does cover the above described scenarios. The mentioned CR to
TS 33.102 should be attached to make them aware that the result of the call or handover might depend on the
ciphering status of the GSM access network. This case was not covered in TS 33.102 so far.

As the behaviour in the described scenarios (SCN-x) are a consequence of an operators decision to use
USIMs with service 27 NOT-implemented respectively service 38 NOT-implemented, there may be a need
to document this behaviour in detail, in order to make operators aware of the conseguences.

SA1 or GSMA could be informed about this in order to find a suitable place to document this. The TR
31.900 (T3) may be a suitable place to incorporate these issues.
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CHANGE REQUEST
%* 33.102 CR CRNum srev - % Curentversion: 520 %

CR-Form-v7

For HEL P on using this form, see bottom of this page or look at the pop-up text over the 8 symbols.

Proposed change affects:  UICC apps#[ | ME[X ] Radio Access Network| | Core Network| |
Title: 3 Clarification on the usage of the ¢3 conversion function
Source: ¥ Siemens, Nokia, T-Mobile
Work item code: 8 Security Date: 3 08/07/2003
Category: ¥ F Release: 3 Rel-6
Use one of the following categories: Use one of the following releases:
F (correction) 2 (GSM Phase 2)
A (corresponds to a correction in an earlier release) R96 (Release 1996)
B (addition of feature), R97 (Release 1997)
C (functional modification of feature) R98 (Release 1998)
D (editorial modification) R99 (Release 1999)
Detailed explanations of the above categories can Rel-4  (Release 4)
be found in 3GPP TR 21.900. Rel-5 (Release 5)
Rel-6  (Release 6)
Reason for change: 8 - The support of the USIM Service n°® 27: called "GSM Access" is optional.

With this service the USIM generates the 2G ciphering key Kc required by
the 2G air interface. The Kc is derived from the CK and IK with the
conversion function c3. The c3 algorithm is described in section 6.8.1.2 of TS
33.102. The function ¢3 may only be performed in the network and the USIM.
If an operator decides to issue USIMs without USIM Service n° 27 it is the
intention of the operator that 64-bit 2G ciphering shall not be possible. Thus
c3 shall not be performed in the ME if the USIM Service n° 27 is not
available. This essential mandatory requirement for the ME is not explicitly
stated in TS 33.102.

- Erroneous sentence on the lack of ¢3 function on the USIM, specifying that
the ME cannot operate under any BSS.

- Thelast sentence in 6.8.1.5 has been corrected.

Summary of change: 3 - Itis clarified that the conversion function c3 shall not be performed in the ME.
- It is clarified that with the lack of ¢3 function on the USIM, the ME cannot
operate under BSS with ciphering enabled.

- Split of the last sentence of 6.8.1.5 to correct the logic of the sentence.

Consequences if ¥ Risk of erroneous ME implementations which are performing the c3 in the ME,

not approved: completely bypassing the operator’s intentions to forbid 64-bit 2G ciphering.
Clauses affected: ¥ 6.8.15
Y|N
Other specs ¥ X Other core specifications ¥ TR 31.900
affected: X | Test specifications
X | O&M Specifications

Other comments: ¥
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*ekx Begin of Change ****

6.8.1.5 USIM

The USIM shall support UMTS AKA and may support backwards compatibility with the GSM system, which consists
of:

Feature 1: GSM cipher key derivation (conversion function c3) to access GSM BSS attached to a R99+
VLR/SGSN using a dual-mode R99+ ME;

Feature 2: GSM AKA to access the GSM BSS attached to a R98- VLR/SGSN or when using R99+ ME not
capable of UMTS AKA or R98- ME;

Feature 3: SIM-ME interface (GSM 11.11) to operate within R98- ME or R99+ ME not capable of UMTS
AKA.

When the ME provides the USIM with RAND and AUTN, UMTS AKA shall be executed. If the verification of AUTN
is successful, the USIM shall respond with the UMTS user response RES and the UMTS cipher/integrity keys CK and
IK. The USIM shall store CK and IK as current security context data. If the USIM supports accessto GSM cipher key
derivation (feature 1), the USIM shall also derive the GSM cipher key Kc from the UMTS cipher/integrity keys CK and
IK using conversion function ¢3 and send the derived Kc to the R99+ ME. In case the verification of AUTN is not
successful, the USIM shall respond with an appropriate error indication to the R99+ ME.

When the ME provides the USIM with only RAND, and the USIM supports GSM AKA (Feature 2), GSM AKA shall
be executed. The USIM first computes the UMTS user response RES and the UMTS cipher/integrity keys CK and IK.
The USIM then derives the GSM user response SRES and the GSM cipher key Kc using the conversion functions c2
and c3. The USIM then stores the GSM cipher key Kc as the current security context and sends the GSM user response
SRES and the GSM cipher key Kc to the ME.

In case the USIM does not support GSM cipher key derivation (Feature 1) or GSM AKA (Feature 2), the R99+ ME
shall be informed. An ME with aA USIM that does not support GSM cipher key derivation (Feature 1) shall not
perform the GSM cipher key derivation (conversion function c3) in the ME and therefore cannot operate in any GSM
BSS with 64-bit key ciphering enabled. An ME with @A USIM that does not support GSM AKA (Feature 2) cannot
operate under aR98- VLR/SGSN. -A USIM that does not support GSM AKA (Feature 2) cannot work within er-ir-a
beth-a R99+ME that is not capable of UMTS AKA -and cannot work within ain- R98- ME.

**** and of change ****
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