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1. Introduction

SA3 is considering various security mechanisms for MBMS service. This document
discusses Nortd’ s understanding of the MBM S Service requirementsin TS 22.146. The
accompanying pseudo-CR proposes the required changes to reflect these clarifications in
the SA3 TS 33.246 in order to aid SA3 to further progress the MBM S work item.

2. Discussion

2.1 Split between MBMS Bearer Capability and MBMS Application

The 3GPP specification of MBMS involves two distinct aspects. The first part isthe
specification of enhancementsto the GPRS network to provide for multicast and
broadcast data distribution as a bearer capahility. The second part is the specification of
MBMS applications which will use the MBMS bearer capabilities to meet the service
requirements as identified by each such MBMS application. The table below (reproduced
from TS 22.146, Annex A) lists some of the possible applications and their bit-rates using
the MBMS bearer service:

Application Media type(s) Typical
Bit rate
Traffic telematics Text, audio, pictograms, 8kb/s ~ 64kbl/s
video
Weather Text, video, pictograms 8kb/s ~ 64kbl/s
Advertising Text, video, pictograms 8kb/s ~64kb/s
News broadcast Audio, video 8kb/s ~ 256kb/s
Music streaming, Audio 8kb/s ~ 64kb/s
(Web radio)
Video concert Audio/Video 32kb/s ~ 256kb/s
Sports replay Video 32kb/s ~ 256kb/s
File sharing Binary data 8kb/s ~ 256kb/s

1. Actual bit rates are dependent on radio access technology and terminal capabilities



The TS 22.146 (MBMS Stage 1) further states that for Broadcast mode (Section 5.1.1):
“- Types of data services

MBMS in The broadcast mode shall be transparent for the transferred data packets independent of the
type of service being transmitted, will support a number of services, and permit support of and
therefore transfer al datatypes e.g. Audio, Data, Video or combinations thereof. A minimum number
of data types may need to be identified to enableinteroperahility.

For Multicast mode (Section 5.2.1):

“- Types of services

The multicast mode shall be independent of the type of service being transmitted, will support a
number of services, and permit support of all data types e.g. Audio, Data, Video or combinations
thereof. A minimum number of data types may need to be identified to enable interoperability”

Figure 1 further illustrates these two distinct aspects.

Defined by 3GPP

in later releases/
by other groups
MBMS MBMS MBMS MBMS
Application 1 Application 2 Application 3 Application 4

N

Defined by
3GPPin
Release 6

Defined by
3GPPin
Release 6

VS

GPRS network with
MBMS capability
(multicast packet data)

Figure 1 Split between MBM S Bearer capability and MBM S applications

In SA plenary #20, a Work Item Description to specify “MBMS Codecs and Protocols’
was approved. This new work item requires work in SA1 in drafting of anew "MBMS
Teleservice" stage 1 specification. SAL is currently studying the service requirements and
uses cases for the MBMS Teleservice. Based on the MBM S T eleservice requirements,
SA4 is primed to specify “set of media codecs, formats and transport/application protocols
for MBMS” to meet such service requirements identified by SA1.

Any security architecture that is developed by SA3 for such MBMS Teleservice would
have to take into account the progress of this work item in other groups.



Conclusion 1: It isclear that theintention of 3GPP isto define MBM S asa GPRS
network bearer service and standardize (potentially limited) set of MBM S
applications utilizing the basc MBM S bearer capability.

2.2 Implications for SA3 work

The split of MBMS as a bearer service and MBMS application has a direct impact on the
on-going SA3 work on MBMS Security. Two major implications of the MBM S work split

ae
1)

2)

Any security mechanism specified for MBMS bearer service by SA3 hasto be
generd (i.e., dl MBMS services should be able to use the security mechanisms
specified by SA3). Such general purpose security tools/mechanisms may include
key generation and/or distribution, especially on the UICC in order to ensure
interoperability of MBMS applications.

Different MBM S applications may potentially use different protocols (based on the
outcome of the SA4 work). This has implications on the nature of the security
protections (e.g., confidentiality/integrity protection) that is appropriate for the
selected media formats and/or protocols for that particular MBM S application. For
example, the protocols and/or security mechanisms that are appropriate for file
download may be quite different from the media streaming application
requirements.

Conclusion 2: At thistime, only the security mechanisms/requirementsthat apply to
MBM S bearer capability needsto be specified by SA3. Any MBM S application
specific security mechanismg/requirements, if needed, needsto be specified by SA3
when such application service requirements and codec/protocol work stabilizesin
other 3GPP working groups.

3. Proposal

1)

2)

It is proposed that the conclusions 1 & 2 presented in this paper be agreed as a
working assumption for further MBMS work in SAS.

It isalso further proposed that attached pseudo-CR clarifying these MBMS
requirements be approved and incorporated in to the TS 33.246
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4 MBMS security architecture

MBMS introduces the concept of a point-to-multipoint service into a 3G network. A requirement of a multicast
service isto be able to securdly tranamit datato agiven set of users. In order to achieve this, there needsto be a
method of authentication, key distribution and data protection for a multicast service. The point-to-point services
in a 3G network use the AKA protocol (see TS 33.102 [4]) to both authenticate a user and agree on keysto be
used between that user and the network. These keys are subsequently used to provide integrity protection of
signalling traffic and optional confidentidity protection of both signalling and user data between the RNC and
the UE.

MBMS could possibly use the AKA procedure to authenticate the user. It requiresits own key
management/distribution process, as the same key(s) needs to be sent to a group of users. The key distribution
method could rely on the point-to-point confidentiality to protect the transfer of MBM S keys. The protection of
the data may also require a special mechanism.

Figure1: MBM S security architecture

Figure 1 gives an overview of the network elementsinvolved in MBMS from a security perspective. The
Broadcast Multicast — Service Centre (BM-SC) isa source for MBMS data. It could also be responsible for
scheduling data and receiving data from third parties (thisis beyond the scope of the standardisation work) for
transmission.

4.1 Security requirements

MBMS is considered to be a GPRS network bearer service. Therefore, any MBM S security mechanisms
specified in this specification shall be MBM S bearer-service specific, so that any MBMS application that is
developed using the MBM S bearer capability could utilize the security mechanisms/or tools specified in this
specification. Any MBM S application specific security requirements shall be specified as part of the MBMS
appli cation-specific security specification devel opment

The following security reguirements have been identified for MBM S bearer service.
Editor’snote: Not dl the security requirementsin this section have been agreed. Most of the requirements are
for the multicast service only.

4.1.1 Requirements on security service access

4.1.1.1 Requirements on secure service access
Rla: A valid USIM shall be required to access any 3G service including the MBM S service.

R1b: It shall be possible to prevent intruders from obtaining unauthorized access of MBMSS services by
masquerading as authorized users.

4.1.1.2 Requirements on secure service provision

R2a: It shall be possible for the network service providers (i.e.g. BM-SC) to authenticate users at the start of,
and during, service delivery to prevent intruders from obtaining unauthorized access to MBM S services.

Editor’ snote: Authentication during serviceisffs.

R2b: It shall be possible to prevent the use of a particular USIM to access MBM S services.
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Editor’s Note: It isfor FFSto what extent it isrequired to detect and prevent fraudulent use of MBM S
Services.
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