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6 Security features

[ Editor’ s note: Subsections may have to be moved to suitable places]

6.1 Repositories

During VPN tunnd establishment, each SEG hasto verify the validity of it's peer SEG's certificate according to section
5.2.2. Any certificate could be invalid because it was revoked (and replaced by a new one) or a SEG or operator has
been deregistered.

SEGg hasto verify that
a) the cross-certificate of CA, is till valid
b) the certificate of SEG, is still valid
SEG, performs according checks from its own perspective.

Check a) can be performed by querying thelocal CRL. For check b), a CRL of the peering CA shdl be queried. At this
point of time, the VPN tunnd isnot yet available, therefore the public CRL of the peering CA shall be accessible for a
SEG without utilising Za interface.
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Figure 4: CRL Repositories

The public and local CRL repositories of a CA may be implemented as two separate databases or as a single database
which is accessible via two different interfaces. Access to the "public’ CRL is public with respect to the interconnecting
transport network (e.g. GRX). The public CRL should be adequatdy protected (e.g by a firewall) and the owner of the
public CRL may limit access to it according to his roaming agreements.

SEGs shall use LDAP to access the CRL repositories.

[ Editor's note: Further specification of public CRL interface and its relation to Za is ffs]
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6.2 Life cycle management

Certificate management protocol v2 (CMPv2, [4]) shall be the supported protocol to provide certificate lifecycle
management capabilities. All SEGs and Roaming CAs shall support initial enrolment by SEG from CA viaCMPv2, i.e.
receiving a certificate from the Roaming CA, and updating the key of the certificate via CMPv2 before the certificate
expires.

[Editor’s note: CMPVv2 is till at draft status, but is already widely supported (see ‘ CMP Interop Project’:
http://www.ietf.or g/ proceedings/00dec/dides/PKI X-4/), and expected to move to Draft Sandard statusin the near
future. Thusit is expected that CMPV2 receives a RFC status before the NDSAF specification is completed.
Additionally, CMPv2 is preferred to CMPv1(RFC2510), because of the interoperability issues with CMPv1.]

6.3 CRL management

NDS/AF compliant SEGs shall not sent an ISAKMP CERTREQ where the Certificate Typeis " Certificate Revocation
List (CRL)". Receiving SEGs may ignorethisrequest as section 5.3.1.3 specifies that CRLs shall be retrieved via CRL
distribution point.

The CRL issuer (which isin most cases the CA) shall only issue full CRLs. The use of delta CRLs is not forbidden but
is not encouraged because of possible interoperability problems. The full CRL shall only contain revoked certificates
applicable for use within NDS/AF. The CRL issuer shall issue a CRL aso in casesthere are no revoked certificates. A
SEG isnot obliged to query for a CRL viathe CRL Distribution Point, if a cached oneis still available and valid. If no
valid cached CRL isavailable, the SEG shall fetch anew CRL. If no valid CRL can be fetched, the SEG shall treat this
as an eror and cancel tunnel establishment.

[ Editor’s note: It isfor ffs whether the ISAKMP SA lifetime shall be redricted to at most the remaining time+ delta
defined within the CRLs NextUpdate field. This might result in following quideline
min(Cert. chain lifetime, CRLslifetimes) >= IKE SA lifetime >= |Psec SA lifetimg]

CR page 3



	S3-030385_NDSAF_CRL Managementv2.doc

