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Informative Annex BK: 
SPEC(T) 
The RFC 3325 mandates a network operator to define SPEC(T) that specifies the behaviour in the nodes of the network. 
This Annex is an informative annex which highlights how the SPEC(T) is implemented in 3GPP networks as well as 
examplifies how certain behavour could be implemented. 

Note: By definition T:=3GPP-IMS 

The nodes that beleong to the Trust Domain T include the P-CSCF, I-CSCF, S-CSCF, SEG the HSS and all other nodes 
and interfaces that belong to the operators within 3GPP IMS. Applications Servers that are provided by suppliers 
outside the 3GPP IMS do not belong to T. 

1. The manner in which users are authenticated 

The subscribers and users are authenticated in the S-CSCF as specified in Clause 6.1. Based on this authentication a 
Security Association can be created between the UE and the P-CSCF based on IK and CK derived form IMS AKA. The 
P-CSCF will be able to verify the claimed identity and also able to assert identities based on the integrity protection 
using IK and applying either HMAC-MD5 or HMAC-SHA1 of the SIP message. 

2. The mechanisms used to secure the communication among nodes within the Trust Domain 

The mechanism to use for SIP and IMS between nodes belonging to different security domains is the use of a SEG 
(Security Gateway) as specified in TS33.210 [5]. Optionally an operator could use IPsec over the Zb interface as 
specified in TS33.210 [5]. 

3. The mechanisms used to secure the communication between UAs and nodes within the Trust Domain 

The UE creates a Security Association between itself and the P-CSCF as specified in Clause 7. It is mandatory to use 
integrity protection and the confidentiality mechanism, which is used, is between the UE and the RNC as specified in 
33.102 [1]. 

[Editors Note: It has been agreed to put confidentiality protection into the Presence TR at IPsec level. This should be 
included later.] 

4. The manner used to determine which hosts are parts of the Trust Domain T 

Through the registration procedure the P-CSCF will get the name of the receiving SIP server e.g. the S-CSCF as 
specified in TS23.228 [3], which can be viewed as trusted, and belonging to T from a P-CSCF point of view. All similar 
mechanims as defined in TS23.228 [3] for determining hosts within 3GPP IMS are trusted and belong to T. 

However the mechanims in TS23.228 [3] does not cover all cases e.g. when a node within 3GPP IMST is receiving a 
SIP message whichmessage, which does not belong to the same administrative domain e.g. originating from the 
Internet. Note: It is important to distinguish incoming traffic from outgoing traffic. In those cases an operator 
couldThere are several options possible in order to verify if a node belongs T or not  consider e.g. the following 
approaches and/or a combination thereof in order to verify if a node belongs T or not (however this list does not aim to 
be an exhaustive list): 

1. The use of TLS and a PKI 

2. Implementation of the Zb interface as speficied in TS33.210 [5] 

3. Dedicated I-CSCF’s for the Internet access. 

4. ‘Trusted’ and ‘untrusted’ interfaces in I-CSCF. 

5. Physical protection measures or IP traffic filtering is applied as described in Annex J. 

It is under the responsibility of the operator to choose adequate means to achieve the trust level required and ensure that 
the 3GPP network remains a closed network from the Trust Domain T point of view. The 3GPP specifications do not 
mandate any particular mechanism and is left as implementation and deployment choice. 

5. The default privacy handling when no Privacy header field is present 
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The behaviour is specified in Clause 5.2 and Clause 6.5. 

6. That nodes in the Trust Domain are compliant to SIP 

All the IMS nodes in 3GPP are compliant with SIP RFC 3261 [XXXX6] cf. TS23.228 [3] and TS24.229 [8]. 

7. That nodes in the Trust Domain are compliant to RFC 3325 

All nodes in IMS are compliant with RFC3325. 

8. Privacy handling for identity as described in Section 7 in RFC 3325 

The Privacy Handling is specified in in Clause 5.2 and Clause 6.5. 
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