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1. Introduction

This document reports the progress of HTTP Digest AKAV2 in IETF. It also draws SA3 attention to one new feature of
AKAvV2 that may help in solving potential SQN synchronization failure issues when AKA isre-used with several
applications.

The latest version of the draft is attached to this contribution.

2. Progress in IETF

Thefirgt version of [akav2] has been published in IETF I-D directory. The draft does not belong to any specific WG,
and it is supposed to proceed as individual submission. The draft has been announced to SIPPING mailing list in order
to recelve comments.

After the previous SA3 meeting, Nokia hasreviewed and commented the draft directly to Ericsson. The major comment
was related to the scope of the draft, and on how closely AKAVv2 should be tied to the use of TLS. The current
understanding isthat the since the use of any algorithm in the HT TP authentication framework with TLS includes the
Man-in-the-middle problem, IETF should solve the genera problem in some other work item. For thisreason, Ericsson
isnot planning to change the current scope of the draft.

The plan isto update the draft, and make the fina submission to IANA as soon as possible. Currently, there seemsto be
onemajor change, i.e. adding a one-way hash function to AKAv2 password generation procedure. IANA will put the
draft to Expert Review, and may also ask comments from SIPPING WG. Registration of new HTTP Digest AKA
algorithm version number is expected within the next six months.

3. Re-use of AKAv2 passwords

Re-use of AKA authentication credentials with several applications may be problematic because of potential
synchronization failure problem. In practice, AKA authentication challenges need to arrive to USIM at specific order
[TS33.102]. Otherwise, USIM will consider the challenge old, and it will generate a synchronization failure message.

There are several ways to overcome the problem, e.g. reserving different SQN spaces for different applications, trying
to minimize the number of new interface towards HSS, or limiting the frequency of authentication.

Ericsson would like to draft SA3 attention to one specific feature of HTTP Digest AKAvV2 that may partly be used for
solving the problem. That is, HT TP Digest password generated with AKAV2 isnot limited to onetime use only. The
length of the passwords is significantly longer and has more entropy in AKAvV2 than what isincluded in HTTP Digest
AKAvV1.

[akav2] does not directly specify how the passwords are re-used in practice. However, according to HTTP
authentication framework the passwords are not tied to the used algorithm, instead they aretied to the “username’ and
“realm” parameters. For thisreason, SA3 could assume the following functionality from the UE:

e |Ifthe UE ischallenged with HTTP Digest AKAV2, it should temporarily store the new password to be later
used with the same “realm” and “username” later.



e |If the UE ischallenged with normal HTTP Digest challenge using some ordinary algorithm, such as MD5, the
UE should start using the “username’ and password generated with HTTP Digest AKA for the same“ream”.

* IftheUE isre-chalenged by HTTP Digest AKAV2, it will automatically generate anew password, and does
not re-use the existing one.

It should also be noted that it would be very easy to define some 3GPP specific functionality for AKAV2 if needed. For
example, AKAV2 could be used to assign the newly generated HTTP Digest passwordsto anew “realm”. Using the
similar principle, AKAv2 could be used to generate temporary end-user identity to the new “realm”.

4. Conclusions

This document reported the progress of HTTP Digest AKAv2 in IETF. The work has progressed well, and in the next
step the authors will initiate the registration processin IANA. Ericsson is not aware of any reason why the work would
not progress well in the future aswell.

SA3 attention isalso drawn to afeature of HTTP Digest AKAV2 of being able to re-use the passwords. This feature
may help when the SQN synchronization failure problem is solved.

5. References

[akav2] Hypertext Transfer Protocol (HTTP) Digest Authentication Using Authentication and Key Agreement (AKA)
Version-2, |ETF, draft-torvinen-http-digest-aka-v2-00.txt.

[TS33.102] 3GPP, 3G Security; Security Architecture.
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Status of this Meno

This docunent is an Internet-Draft and is in full confornmance with
all provisions of Section 10 of RFC2026.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (1 ETF), its areas, and its working groups. Note that other
groups may al so distribute working docunments as Internet-Drafts.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

The list of current Internet-Drafts can be accessed at http://
www. i etf.org/ietf/1lid-abstracts. txt.

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow htm .

This Internet-Draft will expire on Decenber 15, 2003.
Copyright Notice

Copyright (C) The Internet Society (2003). Al R ghts Reserved.
Abstr act

HTTP Digest is known to be vul nerable to man-in-the-m ddle attacks,
even when run inside TLS, if the sane passwords are used for

aut hentication in sonme other context without TLS. This is a general
problemthat affects not just HTTP digest but also other |ETF
protocols. However, for a class of strong algorithns the attack is
avoi dabl e. This docunent defines version 2 of the HITP D gest AKA
algorithm Unlike previous versions of HITP Digest such as MD5 or
AKAvl, this algorithmis immune to the man-in-the-m ddl e attack.
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1. Requirenments notation
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [RFC2119].
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2.

I nt roducti on

The Hypertext Transfer Protocol (HTTP) Di gest Authentication
described in [ RFC2617], has been extended in [RFC3310] to support

Aut henti cati on and Key Agreenent (AKA) nechani sm [ AKA- REF]. AKA
mechani sm perforns authentication and session key distribution in

Uni versal Mobil e Tel ecommuni cati ons System (UMIS) networks. HTTP

Di gest AKA enabl es the usage of AKA as a one-tine password generation
mechani sm for Di gest authentication

HTTP Digest is known to be vul nerable to man-in-the-m ddle attacks,
even when run inside TLS, if the sane HITP Di gest authentication
credentials are used in sone other context without TLS. The attacker
may initiate a TLS session with a server, and when the server

chal  enges the attacker with HTTP Digest, the attacker masquerades
the server to the victim If the victimresponds to the chall enge,
the attacker is able to use this response towards the server in HITP
Digest. Note that this attack is an instance of general attack that
affects a nunber of |ETF protocols such as PIC. The general problem
i s discussed in [Asokan-N em - Nyberg] and

[ Put henkul am bi ndi ng-draft].

Because of the previous vulnerability, the use of HTTP Di gest "AKAv1l"
should be linmted to the situations where the client is able to
denonstrate that in addition to AKA response, it possess the AKA
session keys. This is possible, for exanple, if the underlying
security protocol uses the AKA generated session keys to protect the
aut henti cation response. This is the case for exanple in the 3GPP IP
Mul ti medi a Core Network Subsystem (I M5) where HITP Di gest "AKAv1l" is
currently applied. However, HITP Di gest "AKAv1l" shoul d not be used
with tunnelled security protocols that do not utilize the AKA session
keys. For exanple, the use of HITP Digest "AKAv1l" is not necessarily
secure with TLS if the server side is authenticated using
certificates and the client side is authenticated using HITP D gest
AKA.

There are at |east four potential solutions to the problem

1. The use of the authentication credentials is limted to one
application only. However, this would increase the total nunber
of authentication credentials for an end-user, and woul d cause
scalability problens in the server side.

2. The keys used in the underlying security protocols are sonehow
bind to the keys used in the tunnel ed aut hentication protocol
However, this would cause problenms with the current
i mpl erent ati ons of underlying security protocols. For exanple, it
is not possible to use the session keys from TLS at application
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| ayer. Furthernore, this solution would only solve the probl em
when HTTP Digest is used over one hop, and | eave the probl em of
using HTTP Digest via multiple hops, e.g. via proxy servers,
unsol ved.

3. Authentication credentials are used in cryptographically
different way for each nedia and/ or access network. However, it
may be difficult to know which underlying nedia is used bel ow the
application.

4. Authentication credentials are used in cryptographically
different way for each application

Thi s docunment specifies a new algorithmversion for HTTP D gest AKA
i.e. "AKAv2". "AKAv2" specifies a cryptographically different way to
use AKA credentials in applications that are based either on HITP

Di gest authentication or UMIS aut hentication (cf. approach 4 above).
The only difference to "AKAv1" is that in addition to AKA response
RES the AKA rel ated session keys, IK and CK, are also used as the
password for HITP Digest. AKAv2 is inmune to man-in-the-mddle attack
descri bed above. However, if AKAv2 is used in sone environnent both
with and w thout some underlying security, such as TLS, the problem
still exists.

New HTTP Di gest AKA al gorithmversions can be registered in | ANA
based on Expert Review. Docunentation of new algorithmversions is
not mandated as RFCs. However, "AKAv2" is docunmented as an RFC
because the use of different AKA al gorithm versions includes security
i mplications that the inplenentators should be aware of. The
extension version and security inplications are presented in this
docunent .

2.1 Terminol ogy
This chapter explains the term nology used in this docunent.
AKA
Aut henti cati on and Key Agreenent.
AKA is a chall enge-response based nechani smthat uses symetric
cryptography. AKA can be run in a UMIS | M Services Identity Mdul e
(I'SIM or in UMIS Subscriber ldentity Mddule (USIM, which reside

on a smart card like device that al so provides tanper resistant
storage of shared secrets.
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Ci pher Key. An AKA session key for encryption.

I K
Integrity Key. An AKA session key for integrity check.

| SIM
IP Multinmedia Services Identity Module. Sonetimes ISIMis
i mpl ement ed using USIM

RES

Aut henti cati on Response. Cenerated by the ISIM
SIM

Subscri ber ldentity Mddule. GSM counter part for ISIMand USI M
UMT'S

Uni versal Mobil e Tel ecommuni cati ons System
usli M

UMIS Subscriber Identity Mddule. UMIS counter part for |ISIMand
SIM

XRES

Expect ed Aut hentication Response. In a successful authentication
this is equal to RES
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3. Digest password generation in AKAv2

In general, the Digest AKAv2 operation is identical to the D gest
AKAv1 operation described in [RFC3310]. This chapter specifies the
parts in which Digest AKAv2 is different from D gest AKAvl operation
The notation used in the Augnmented BNF definitions for the new and
nodi fied syntax elenents in this section is as used in SIP [ RFC3261],
and any el enments not defined in this section are as defined in

[ RFC3310] .

In order to direct the client into using AKAv2 for authentication
i nstead of other AKA versions or other HITP Digest algorithnms, the
AKA version directive of [RFC3310] shall have the followi ng new
val ue:

aka- version = "AKAv2"
The AKA version directive is used as a part of the algorithmfield as
defined in [ RFC3310].

Exanpl e:  al gori t hmrAKAv2- MD5
The client shall use the concatenated AKA paraneters (RES||I1K]|CK) as
a "password" when calculating the HTTP Di gest response directive for
AKAvV2.
The server shall use the concatenated AKA paranmeters (XRES||IK]| CK)

as a "password" when checking the HTTP Di gest response or when
calculating the "response-auth" of the "Authentication-Info" header.
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4. Exanpl e Digest AKAv2 Operation
Thi s docunment does not introduce any changes to the operations of
HTTP Di gest or HTTP Di gest AKA. Exanples defined in [ RFC3310] applies
directly to AKAv2 with the followi ng two exceptions:
1. The algorithmdirective has a prefix "AKAv2" instead of "AKAv1l".

2. The HTTP Digest password is derived from (RES||IK]|CK) or
(XRES| | I K| | CK) instead of (RES) or (XRES) respectively.
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5. Security Considerations
5.1 Multiple Authentication Schenmes and Al gorithns

The rules for an user agent for choosing anong multiple

aut henti cati on schenes and algorithns are as defined in [ RFC3310]
except that the user agent MJST choose "AKAv2" if both "AKAvl" and
"AKAv2" are present.

Since HTTP Digest is known to be vul nerable for biddi ng-down attack
in environments where nultiple authentication schenes and/ or
algorithnms are used, the systeminpl enentators should pay specia
attention for scenarios where both "AKAv1l" and "AKAv2" are used.
Especially if the AKA generated sessions keys or some other
additional security nmeasures to authenticate the clients, such as
client certificates, are not used, the use of both AKA al gorithm
versi ons shoul d be avoi ded.

5.2 Session Protection

Even though "AKAv2" uses the additional integrity (1K) and
confidentiality (CK) keys as a part of HITP D gest AKA password,

t hese session keys may still be used for creating additional security
wi thin HTTP aut hentication or some other security mechanism This
reconmendation i s based on the assunption that algorithns used in
HTTP Di gest, such as MD5, are sufficiently strong one-way functions,
and consequently HTTP Di gest responses |leak no or very little
conmput ati onal information about K and CK

5.3 Man-in-the-m ddl e attacks

[ Asokan- Ni em - Nyberg] describe a "man-in-the-middle" attack rel ated
to tunnell ed authentication protocols. [Asokan-N em -Nyberg] discuss
the attack nostly in EAP context; however, it can exist in any
simlar contexts where tunnelled authentication is used and where the
same aut hentication credentials are used w thout protection in some
other context or the client fails to authenticate the server

For exanple, the use of TLS with HITP Di gest authentication (i.e. TLS
for server authentication, and subsequent use of HITP Digest for
client authentication) is an instance of such scenario. HITP
chal | enges and responses can be fetched fromand to different TLS
tunnel s without noticing where they originally cane from Especially,
the attack is easy to performif the client fails to authenticate the
server. |If the same HITP credentials are used wi th unsecured
connection, the attack is also easy to perform

This is how the "man-in-the-m ddle" attack works with HTTP Di gest and
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TLS if the victim(i.e. the client) fails to authenticate the server

1. The victimcontacts the attacker using TLS. If the attacker has a
valid server certificate, the client may continue talking to the
attacker and use sone HTTP aut hentication conpati bl e protocol
such as Session Initiation Protocol (SIP).

2. The attacker contacts some real proxy/server also using TLS and
sonme HTTP aut hentication conpati bl e protocol. The proxy/server
responds to the attacker with HTTP Authentication chall enge.

3. The attacker forwards the HTTP Authentication challenge fromthe
proxy/server to the victim If the victimis not careful, and
check that the identity in the server certificate in TLS matches
the realmin the HITP authentication challenge, it my send a new
request which carries a valid response to the HTTP Aut henti cation
chal | enge

4. The attacker may use the response with the victinms HITP Di gest
usernanme and password to authenticate itself to the proxy/server

The man-in-the-mddle attack is not possible if the client conpares
the identities in the TLS server certificate and the HITP D gest

aut henti cation challenge. Note that with HTTP Basic, the client would
send the password to the attacker

Anot her variant of the "man-in-the-mddle" attack is the so-called
"interleaving attack". This attack is possible if the HITP D gest
aut hentication credentials are used in several contexts, and in one
of them w t hout protection

This is how the attack coul d proceed:

1. The attacker establishes a TLS tunnel to the proxy/server using
one-way server authentication. The attacker sends a request to
t he proxy/server.

2. The proxy/server challenges the attacker with HTTP D gest
chal | enge

3. The attacker challenges the victimin some other context using
the challenge carried in the HITP Di gest chall enge. The HITP
Di gest challenge need to be nodified to the format used in the
protocol of this other context.

4. The victimresponds with a response.

5. The attacker uses the response fromthe other context for
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aut hentication in HITP Di gest.

6. The proxy/server accepts the response, and delivers the service
to the attacker.

In sone circunstances, HTTP Di gest AKAvl may be vul nerable for the
interleaving attack. In particular, if 1SIMis inplemented using USIM
the HTTP Di gest AKAvl should not be used with tunneled security
protocol s unless the AKA rel ated session keys, IK and CK, are sonmehow
used wi th the solution

HTTP Di gest AKAv2 is not vulnerable for interleaving attack

5.4 Entropy

AKAv1l passwords should only be used as one-tine passwords if the
entropy of the used RES value is limted (e.g., only 32 bits). For
this reason, the reuse of the sane RES val ue in authenticating
subsequent requests and responses is not recommended. Furthernore,
al gorithnms such as "MD5-sess", which limt the anount of materia
hashed with a single key, by producing a session key for

aut henti cation, should not be used with AKAv1l.

Passwor ds generated usi ng AKAv2 can nore securely be used for

aut henti cati ng subsequent requests and responses because the
concatenation of AKA credentials (i.e. RES||IK||CK) makes the
passwords significantly longer. The user agent does not need to
assume that AKAv2 passwords are limted to one-tinme use only, and it
may try to re-use the AKAv2 passwords with the server. However, the
length of the RES still matters because the attacker may try to use
pre-cal cul ated dictionaries to guess the (RES||IK]|CK). The I onger
the RES is, the nore difficult it is for the attacker to guess the

(RES| | TK[ | CK).

Torvi nen & Arkko Expi res Decenber 15, 2003 [ Page 11]



Internet-Draft HTTP Di gest AKAv2 June 2003

6. | ANA Consi derations
Thi s docunment specifies a new aka-version, "AKAv2", to the
aka-versi on nanespace naintained by 1 ANA. The allocation of new
aka-versions is up to Expert Review as outlined in [RFC2434].
6.1 Registration Information
To: ietf-digest-aka@ana.org
Subj ect: Registration of a new AKA version

Version identifier: "AKAv2"

Contacts for further information: vesa.torvinen@ricsson.fi or
jari.arkko@ricsson.com
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Intell ectual Property Statenent

The |1 ETF takes no position regarding the validity or scope of any
intellectual property or other rights that m ght be clained to
pertain to the inplenmentation or use of the technol ogy described in
this docunment or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the

| ETF's procedures with respect to rights in standards-track and
standards-rel at ed docunentati on can be found in BCP-11. Copies of
clains of rights nade available for publication and any assurances of
licenses to be nade available, or the result of an attenpt made to
obtain a general license or pernmission for the use of such
proprietary rights by inplenentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technol ogy that may be required to practice
this standard. Pl ease address the information to the | ETF Executive
Director.

Ful I Copyright Statenent
Copyright (C) The Internet Society (2003). Al Ri ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that conmment on or otherw se explain it
or assist inits inplenentati on may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunment itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linmited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assignees.

Thi s docunent and the information contained herein is provided on an
"AS |I'S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
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