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not explicitly written. There has to exist no correlation between two or more
pseudonyms of the same user.
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4.2.3 User identity privacy

e Any secret keysused in 3G AAA serversfor the generation of pseudonyms should be infeasible for an attacker
to recover.

* It shall beinfeasible for an attacker to recover the corresponding permanent identity, given any pseudonym(s).

* It should beinfeasible for an attacker to determine whether or not two pseudonyms correspond to the same
permanent identity.

* It shall beinfeasible for an attacker to generate a valid pseudonym.
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