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*** BEGIN SET OF CHANGES ***

4.1 Security architecture and Roles

Note: the picturesin this chapter may contain a shaded area, which surrounds the entities for scenario 3.

41.1 Non roaming WLAN interworking Reference Model

The home network isresponsible for access control_and tunnel establishment. Fhe\Wainterface tsthtra-operater—Fhe
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Figure 4.1 Non roaming reference model
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4.1.2 Roaming WLAN Interworking Reference Model, access to HPLMN
services

The home network isresponsible for access control, athough the VPLMN may take part in tunnel establishment (if one
of the end pointsisthe WAG).
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Figure 4.2 Roaming reference model, services in the HPLMN

4.1.3 Roaming WLAN Interworking Reference Model, access to VPLMN
services

The home network isresponsible for access control, but the authorization decision of tunnel establishment will be taken
by the 3GPP proxy AAA based on own information plus information received from the home network. The VPLMN
will take part in tunnel establishment (either the WAG or the PDGW).
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Figure 4.3 Roaming reference model, services in the VPLMN

4.1.42 Network elements

The list below describes the access control related functionality in the network elements of the

3GPP-WLAN interworking reference model:
*  The WLAN-UE, equipped with aUICC (or SIM card), for accessing the WLAN interworking service).

* May be capable of WLAN access only
* May be capable of both WLAN and 3GPP System access.
* May be capable of simultaneous access to both WLAN and 3GPP systems

[Editors note:  definition of smultaneous access still TBA with SA1- LSin S3030169] Reply to SA2 in S3-030188
provides some clarification

* May bealaptop computer or PDA with aWLAN card, UICC (or SIM card) card reader, and suitable
software applications,

« May befunctionaly split over several physical devices, that communicate over local interfaces e.g.
Bluetooth, IR or serial cableinterface.

[Editors Note: All these alternatives must be carefully studied from a security perspective]

* TheAAA proxy representsalogical proxying functionality that may reside in any network between the WLAN
and the 3GPP AAA Server. These AAA proxies are able to relay the AAA information between WLAN and the
3GPP AAA Server.

The number of intermediate AAA proxiesisnot restricted by 3GPP specifications. The AAA proxy functionality
canreside in a separate physical network node, it may residein the 3GPP AAA server or any other physical
network node.

* The3GPP AAA server islocated within the 3GPP network. The 3GPP AAA server :
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* Retrieves authentication information from the HLR/HSS of the 3GPP subscriber's home 3GPP network;

» Authenticates the 3GPP subscriber based on the authentication information retrieved from HLR/HSS. The
authentication signalling may pass through AAA proxies.

Communicates authorisation information to the WLAN potentially via AAA proxies.

* The Packet Data Gateway (PDGW) enforces tunnel authorization and establishment with the information
received from the 3GPP AAA viathe Wm interface.

Note: The WLAN Access Gateway (WAG) responsibilities for security issues are related to tunnel establishment but
thisdecision is pending to be taken.

4.1.5 Reference points description

Wr

The reference point Wr connects the WLAN Access Network to the 3GPP Network (i.e. the 3GPP AAA Proxy in the
roaming case and the 3GPP AAA server in the non-roaming case). The main purpose of the protocols implementing
thisinterfacesis to transport authentication and keying information (WLAN UE - 3GPP network), and authorization
information (WLAN AN — 3GPP network). Thereference point has to accommodate also legacy WLAN Access
Networks and thus should be Diameter or RADIUS based.

Wx

Thisreference point is located between 3GPP AAA Server and HSS. The main purpose of the protocols implementing
this interface is communication between WLAN AAA infrastructure and HSS, and more specifically the etrieval of
authentication vectors, eg. for USIM authentication, and retrieval of WLAN access-rel ated subscriber information from
HSS. Theprotocol is either MAP or Diameter based.

D'/Gr’

This optional reference point is located between 3GPP AAA Server and pre-R6 HLR/HSS. The main purpose of the
protocol implementing this interface is communication between WLAN AAA infrastructure and HLR, and more
specifically theretrieval of authentication vectors, eg. for USIM authentication, from HLR.. The protocol is MAP-
based.

Wn

The definition of thisreference point is for further sudy

Wm

Thisreference point is located between 3GPP AAA Server and Packet Data Gateway. The functionality of this
reference point isto retrieve tunnelling attributes and UE’ s | P configuration parameters from/via Packet Data Gateway.

Ws

The reference point Ws connects the 3GPP AAA Proxy to the 3GPP AAA Server. Thisinterfaceis similar to Wr, its
main purpose is to transport authentication, authorization and rel ated information in a secure manner.
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*** END SET OF CHANGES ***

*** BEGIN SET OF CHANGES ***

4.2.6 UE-initiated tunneling

The security features that are expected in atunnel from the UE to the VPLMN or HPLMN will be:

- Dataorigin authentication and integrity must be supported.

- Confidentidity must be supported.

- The 3GPP network has the ultimate decision to alow tunnel establishment, based on:

0 Thelevd of trust in the WLAN AN and/or VPLMN

0 The capahilities supported in the WLAN UE

0 Whether the user isauthorized or not to access the services (in the VPLMN or HPLMN) the tunnd
will give access to.

- The 3GPP network, in the setup process, decides the characteristics (encryption algorythms, protocols,...) under
which the tunnel will be established.

- Keysused for tunnel establishment must be obtained from keying material previously obtained in user
authentication.

Note: Authorization for the tunnel establishment is decided by the 3GPP AAA and enforce by the PDGW or WAG.
Whether this authorization information is protected or not is FFS

*** END SET OF CHANGES ***
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1. Overall Description:

SA3is analyzing SA2 TS 23.234 v1.10.0 in order to find out what kind of security impacts scenario 3 will carry
to the current architecture. In chapter 5.5.1, it is written: “Service authorization information shall be protected”,
which may lead to different interpretations.

2. Actions:

SA3 would like SA2 to clarify and specify more in detail what kind of protection is required for service
authorization information.

3. Date of Next SA3 Meeting:
SA3#30 6" Oct — 10" Oct 2003 Portugal
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