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3.2 Symbols

For the purposes of the present document, the following symbols apply:

1 Mandatory AVP in the Diameter messages
Optional AVP in the Diameter messages
Multiple instances of the AVP possiblein the Diameter messages

*
-

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

AK Anonymity Key
AKA Authentication and Key Agreement
AUTN Authentication token
AV Authentication Vector. 3GPP AV=[RAND,AUTN,XRES,CK,IK].
AVP Attribute-Vaue-Pair in Diameter messages.
BSF Bootstrapping server functionality
BSF is hosted in a network element under the control of an MNO.
BSP BootStrapping Procedure
CA Certificate Authority
| cK Confidential Key
CMP Certificate Management Protocols
| FODN Full Qualified Domain Namein URI (e.g. http://FQDN:80)
HSS Home Subscriber System
IK Integrity Key
IMPI |P Multimedia Private ldentity
IMPU IP Multimedia Public Identity
MNO Mobhile network operator
NAF Operator-controlled network application function functionality.
NAF ishosted in a network element under the control of an MNO.
PKCS Public-Key Cryptography Standards
PKI Public Key Infrastructure
RAND Random challenge in authentication
REQ In Diameter header indicates that the message is a Request.
SCP Subscriber Certificate Procedure
UE User Equipment
XRES Expected response in authentication

*kkkkkhkkkk NEXT CHANGE kkhkkkkkkkkhkk
4312 Protocol C

The Bootstrapping C interface performs the retrieval of an authentication vector and user profile data by BSF from
the HSS. The procedure corresponds to the step 3to 5in Figure 3, and is defined in detail as bel ow:

3. The BSF shall send the following Bootrstrapping request to the HSS in format of Multimedia-Auth-Request
(MAR) message. The content of the message is given below in the same format asin [7]. The curly brackets
indicateit is a mandatory AVP. The square brackets indicate it is an optional AVP. The address refers to the Fully
Qualified Host Name (FQDN).
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< Multimedia-Auth-Request> ::=<Diameter Header: 303, REQ >

< Session-ld >

{ Vendor-Specific-Application-1d }

{ Auth-Session-State } : NO STATE MAINTAINED
{ Origin-Host } : Address of BSF

{ Origin-Realm } : Realm of BSF

{ Destination-Realm } : Realm of HSS

[ Destination-Host | . Address of the HSS
{ User-Name } : IMPI from UE

{ Public-ldentity } : Empty value

[ SIP-Auth-Data-1tem ] ; Omitted

[ SIP-Number-Auth-ltems] ;value“1”.

[ Server-Name] ; Omitted

*[AVP]

*[ Proxy-Info]

*[ Route-Record ]

The content of Vendor-Specific-Application-1D according [DIAMETER] section 6.11 is:

<V endor-Specific-Application-1d>::=<AVP header: 260>

1* [Vendor-1d] : 3GPPis 10415
0*1 { Auth-Application-1d} : valuefor BSis FFS
0*1 { Acct-Application-I d} ; Omitted

When determining the value of Destination-Host AV P the BSF can use redirector function (SLF) to resolve the
address of the HSS if needed (see [7], section 5.5). The BSF may set the Auth-Session-State AVP to

NO STATE MAINTAINED to inform that the HSS does not need to maintain any status information for this
session according [7] section 5.3. The User-nameis the IMS Private User [dentity (IMPI) asrequired in [6] section
6.1.3. The mandatory Public-ldentity may be set to contain non-meaningful “empty” value because the HSS
application logic of the Bootstrapping does not check, as IMS MM application does, coherence of the IMPI and the
User Public Identity (IMPU). Because the bootstrapping procedure requires only one authentication vector the SIP-
Number-Auth-ltems AVP may be omitted or set to 1 (default) according [7] section 6.3.12. The optional Server-
Name AVP may be omitted.

4. When the HSS receives the MAR message, the HSS shall derive the user Authentication Vector (AV)
information according the IMPI and populates into SIP-Auth-Data AVP defined in [6]. The HSS shall also fetch the
user profile (e.g. Subscriber Certificate profile) and populates it to the IMS User-Data AVP defined in [6] and [7].

Ecditor’s note: This reguires an addition to XML schema of User-Data AVP defined in [ 6]. This updating is not yet
accepted or contributed. Another alternative isto define a new AVP for user profile.

5. The HSS shall send the following Bootstrapping response in format of Multimedia-Auth-Answer (MAA)
message back to the BSF.
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< Multimedia-Auth-Answer> ::= < Diameter Header: 303 >

< Session-ld >

{ Vendor-Specific-Application-1d }

[ Result-Code]

[ Experimental-Result]

{ Auth-Session-State } : NO STATE MAINTAINED
{ Origin-Host } ; Address of HSS

{ Origin-Realm } : Realm of HSS

[ User-Name] : IMPI

[ Public-ldentity ] ; Omitted

[ SIP-Number-Auth-ltems] ;value“l”

*[ SIP-Auth-Data-ltem ] ; Containsoneuser’sAV info
[ User-Data ] : User profile

*[AVP]

*[ Proxy-Info]

*[ Route-Record ]

The HSS shall set the mandatory Auth-Session-State AVP to NO STATE MAINTAINED to inform that the HSS
does not require the BSF to maintain any status information. The User-name AVP (IMPI1) may be sent back for
checking. The only required authentication vector is send in the SIP-Auth-Data-ltems AVP and the AVP SIP-
Number-Auth-Items AVP may be omitted or set to 1 (default).

The MAR/MAA sequence in the C interface must not change possible status information of the possible
simultaneously ongoing IMS MM application sessions.

When the BSF receives the MAA message, the BSF stores temporarily the tuple <IMPI,XRES,CK,IK ,UserProfile>
for further use inside the bootstrapping procedure.
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